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|OpenWrt in QEMU MIPS

[ Use QEMU >=2.2 (earlier versions can have bugs with MIPS16) 4 ticket 16881 - Ubuntu 14.03.x LTS uses QEMU 2.0 which is has this bug.

The “fymalta’ platform is meant for use with QEMU for emulating a MIPS system.

The malta target supports both big and little-endian variants, pick the matching files and gemu version (qemu-system-mips, or gemu-system-mipsel).

qemu-system-mipsel -kernel openwrt-malta-le-vmlinux-initramfs.elf -nographic -m 256

In recent enough versions one can enable extd root filesystem image building, and since & r46269 (I) only in trunk, it's not part of the 15.05 CC release)

qemu-system-mipsel -M malta \

OS firmware

-hda openurt-malta-le-root.extd \ éeeu <%
-kernel openwrt-malta-le-vmlinux.elf \ rJBU
Frya®

=29710 2E%E 0S firmware 7%
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Packet Filtering ...

Mobile

¢ IPTables NFQUEUE &S 47, 2|£ & 1312 Queued CH7|
* Netfilter LibraryE &, Queuel| I{ZlS HEYCHE == 17)
ZE| Zuoj w2t 1§20 DROP, ACCEPT ... A2 e
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¢ IPTable T#% MH

IPTables NFQUEUE T}%!

# iptables -A OUTPUT -p tcp --dport 443 -j NFQUEUE --queue-num 0
# iptables -A OUTPUT -p tcp --dport 80 -i NFQUEUE --queue-num 0

root@kali:~/Desktop/Smart_Router/SNI_bypass/netfiltq A
Chain INPUT (policy ACCEPT) IPTables -H-El El——
target prot opt source destinatio

P ] romsaneses 4 e

OH

o 2E A

Capturing from nfqueue

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 4@ ERRBQA¢P ¢ KAEE o0 @ E

[I‘Applya display filter ... <Ctrl-/> = '] Expression.. +

re

Protocol Length Info

No. Time Source Destination
TCP 60 33174 — BO [SYN] Seq=0 Win=29200 Len=0 M55=1460 !

2 0.250907 192.168.199.183 23.46.147.171

60 54046 — 80 [SYN] Seq=0 Win=29200 Len=0 MS55=1460 !

9 4.956694 192.168.199.183 23.46.147.186 TCP
10 5.206689 192 168 199.183 23.46.147.186 TCP 60 54048 — B@ [SYH] Seq-B Win=29200 Len=0 MSS5=1460 !
0 QR7AM oo 1872 29 244 42A EA TrD AR 24324 —0 n—20900 lon-—0 MAS-14{H !
460 !

' IPTables®| 7% M% U mj3) Bat '_rl°* 50




ol AFO| E XITH(22]) A&

O
LLE

uring from Loopback: lo
Capturing Raw socket
File Edit View Go Capture Analyze Statistics Telsphony Wireless Tools Help
Amade IR QEP I RIS EFE e o E
|tcp B30 -| Expressio
M. Time Source Drestination Protocol Length Infio
1 0.0088RB00E 182.168.199. 163 96.7.251.171 TCP 55 36368 — 8@ [PSH, ACK] Sed=1 AckK=1 Win=2928

192.168.1908. 163 96.7.251. 171

341 GET Ssuccess.tst HTTRAL. 1

Acknowledgnent nunber: 1 (relative ack number)

Blel ,,.. = Header Length; 28 bytes [5)

Flags: @x@ia (P5H, ACK)

Window s51ze walue: ZB2EE

[Caloulated window size: 29284]

[Window size scaling Tacktor: -1 (unknown)]

Checksum: AxBEE3 [umeer i7ied]

[Checksum Status: Unwerifiad]

Urgent painter: B

[SEQ/ACK analysls]

[Timestamps]

TCF payload [ZBY bytes)

TCF sagmant data [ZBE7 bytas)

[2 Reassemdled TCP Sepments {288 bytes): #1(1), #2{287}]
[Frama: 1, payload: §-8& {1 byta]]
Frame: 2, payload: 1-20T7 (247

Loopback2
o|g¢t HAE

-

[Reassembled TCP length: 240]

Tl TR O PP B o & B S T WP T 0 T OO, [ T L B I ol o BN ot T A il e Bt Tt B P I = B e T = T I N RS T B F B P

Raw socket= O|&35}0] http,https=
SAEl= 2l S B0 KT R2AF AR




NS L& (7/9)

ol AHO| E X} a1
u_char *assemble; izl 2gt AJo|= =3
if(fst) //NS Ej= gl SR B = ofZlo| Aol=xTL Ekalld £ = 1L SE
assemble=static_cast<u_char*>(malloc(static_ca ollCizx &I
X

| -
=e T AR

Al
4]
OF |

else if(tcp_segment_len >0){ I
assemble=static_cast<u_chg ;¢¢eyy /701718 1hute®t X B LHCH
else{ //sequence number C{5}7] Syl izl 2
if((i-iptcp_len) <remainter_segment)
assemble[i]=packet[i+1];
else{
struct tcphdr * as_tcphdr = reinterpret_cast<struct tcphdr*>(assemble+ (iphdr->ihl*4));
as_tcphdr->seq = htonl(ntohl(as_tcphdr->seq) + 1);
sendto_packet(assemble,iptcp_len+remainter_segment);

X

[ S

fuok

OF

send=false;
brea k; @%U UN/LQ

: r';ui”%
=¢ I3l ™SEols BXAE AN soll AlO|EE XIEh
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void arp_broadcast() ARP EEEaHﬁE I.I EI
wne *protoType;
e _protoType;
kaddr_1in Tg'uw' ip;

u_int8_ t pkt data[PKT_SIZE] = {0,};

protoType = ( nine *)pkt_data;

i_me(char *dev_name)

memcpy(pkt_data, & protoType, ARP_SIZE);
inet_aton("192.168.0.2", &target_ip.sin_addr);

FILE *ptr;
char MAC[20];
char IP[20] = {0

i} memcpy(protoType->src_mac, gateway_mac.ether_addr_octet, 6);

memcpy(protoType->s_mac, gateway_mac.ether_addr_octet, 6);
sprintf(cmd, "ifconfig %s | grep Hwaddr | awk ‘{print $5}'", dev_nam protoType->s_ip = gateway_ip.sin_addr;
ptr = popen(cmd, "r"); protoType->t_ip = target_ip.sin_addr;
fgets(MAC, (MAC), ptr);

pclose(ptr); End e Aary ar %k o
ether_aton_r(MAC,&gateway_mac); ‘{"Okd nit_dev(char *dev_name) L'"E-?—-Ia o._'E'I.U.‘"OIﬁ ’é"é‘,‘

PRI IETERERAC S 5 HAC) char err_buf[ERRBUF_SIZE];

char cmd[308]

|

sprintf(cmd,"ifconfig %s | egrep 'inet addr:' use_dev = pcap_open_live(dev_name, SNAPLEN, 1, 1000, err_buf);
ptr = popen(cmd, "r"); (use_dev == NULL)

fgets(IP, (IP), ptr); =

pclose(ptr); { .
inet_aton(IP+5,&gateway_ip.sin_addr); err_prtnt( ] );
, exit(1l);
printf("[*] FIND IP: %s\n",IP+5); }

cout << “[*] DEVICE SETTING SUCCESS" << endl;

ARP spoofing 2= ¢let 1S == 2
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SNI X2t 23] Al

Open v | [{ *Untitled Document 1 Save = X st@Kkali: ~/Desktop/Smart_Router/SNI_byp: uild-netfilte ni-Desktop_Qt_5_13_1 Q =

|1. iptables status & Blocked site access (No rules)! t@kali:~/Desktop/Smart_Router/SNI_bypass/build-netfilter_sni
sktop_Qt_5_13_1_GCC_64bit-Debug# T
2. Add iptalbes rule & Code execution

3. iptables status & Blocked site access

PlainText v TabWidth: 8 ~ Ln1, Coll ~ NS
Kali'Linux, an Offensive Security Project - Mozilla Firefox (Private Browsing) T
Kali Linux, an Offensive Sec. X | +
¢ @ D file:f/fusr/share/kali-defaults/webfhomepage.html - O n O 1

KALI

KALILINUX TRAINING TOOLS DOCUMENTATION FORUMS BUGTRACKER OFFENSIVE SECURITY

root@ka Desktop/Smart_Router/SNI_byp netfilte nl Q =

EXPLOIT DATABASE @kali:~/Desktop/Smart_Router/SNI_bypass/netfilter_sni# [ ]

Welcome to Kali Linux

The Industry's Most Advanced Penetration Testing
Distribution

The Official Kali Linux Online Training
KALI LINUX '
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HE A AHEH 2H(3/4)

ARP Spoofing Xttt |

70

71
138
139
235
236
2139
2140
2752
2753
385
3289
3290
5476
5477
aR7a

T

-
P
.-

Source

ITETF—VRRP—-VRID_32

ITETF—VRRP—-VRID_32
IETF—VRRP—-VRID_ 32
IETF—VRRP—-VRID_32
IETF—VRRP—-VRID_32
TETF—VRRP—-VRID_32
RuckusWi__1f:d8:7Ff
RuckuswWi__1f:d8:7f

BrocadeC_f6:4a:b4a
BrocadeC_T6:4a:b4
BrocadeC__f6: fo:b4a
Ruckuswi_8S8e:23:Db9
Ruckuswi_8Se:23:b9%

Apple_Sc:17:91
Apple_Sc:17:91

RiserlkisasWws

TF-AR-TF

Z2RM0AM 27FTH ARP

Destination

Apple_93:9b:60
Apple _93:9b:60©
Apple_93:9b:60
Apple_93:9b: 690
Apple_93:9b:60
Apple_93:9b:60©
Apple_93:9b:690©
Apple_93:9b: 60
Apple_93:9b:690©
Apple_93:9b:60©
Apple_93:9b: 60
Apple_93:9b: 690
Apple_93:9b:60©
Apple_93:9b: 60
Apple_S93:9b: 60
Annles QI-AQh- A0

Protocol
ARP
ARP
ARP
ARP
ARP
ARP
ARF
AP
ARP
ARP
ARP
ARP
ARP
ARP

ARP
AR

ARP Spoofing X}TtS

MAXMo=z oy

o o
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ARP Spoofing XITHA

00¢ I0Dead@ElVaenl @ = e Q

@ Ubuntulinux T BE 27 o =K ¥ £2Y
I« A = = =
7| ® REC Q & = P = = @ @ @ E
JL ) & -] *
No. Time Source Destination Protocol Lengtt Info
@ 7 wireshark Wi-Fi_20201103014047_QoQdD5.pcapng Packets: 2 - Displayed: 0 (0.0%) Profile: Default

Ubuntu Linux D F O G LDmE «

pyozzi@ubuntu: ~ = B = o s41am %

5 pyozzi@ubuntu:~$ |

status:

: flags=8963<UP,BROADCAST , SMART ,RUNNING, PROMISC, SIMPLEX ,MULTICAST> mtu 1500
options=400<CHANNEL_IO>
ether 3c:22:fb:93:9b:60
inet6 fe80::cac:929c:d064:c62f%end prefixlen 64 secured scopeid 0x6
inet6 2001:2d8:305:8785:86¢:1c4e:7a5e:f4f2 prefixlen 64 autoconf secured
inet6 2001:2d8:305:8785:e0a3:e935:800e:efcc prefixlen 64 autoconf temporary
inet 192.168.43.47 netmask Oxffffff@@ broadcast 192.168.43.255
nd6 options=201<PERFORMNUD,DAD>
media: autoselect
status: active

: flags=8963<UP,BROADCAST , SMART ,RUNNING, PROMISC, SIMPLEX ,MULTICAST> mtu 1500
options=460<TS04,TS06,CHANNEL_IO>
ether 82:03:a8:c4:a4:01
media: autoselect <full-d
status: inactive

: flags=8963<UP,BROADCAST , SMART ,RUNNING, PROMISC, SIMPLEX ,MULTICAST> mtu 1500
options=460<TS04,TS06, CHANNEL _IO0>
ether 82:03:a8:c4:a4:00
media: autoselect <full-duplex>
status: inactive

: flags=8963<UP,BROADCAST, SMART ,RUNNING ,PROMISC, SIMPLEX,MULTICAST> mtu 1500

inactive

ex>
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