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* Golang

* RabbitMg
* MiniO
 React.|s

* Yara

« MongoDB
* Virtual Box
* Procmon

e Docker
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sha256 ) (schema.
(m.Config.FileCollection)

(m *Mongo) FileSearch(ctx context.Context
coll := (m.Config.DB).
file schema.

.client.

err := coll. (ctx, bson.!{mongoSchema. : sha256}).

file, err

uploadFile schema. ) (scheme
(m.Config.FileCollection)

(m *Mongo) FileCreate(ctx context.Context
coll := (m.Config.DB).
err := coll. (ctx, uploadFile)

.client.
err =
uploadFile

(m *Mongo) FileUpdate(ctx context.Context ) (scheme
coll := (m.Config.DB).

err := coll. (ctx

uploadFile schema.
.client.
bson.!{

bson.!{ : uploadFile. }

: uploadFile
})

erp =
uploadFile

(m.Config.FileCollection) }

) Ao

NewRabbitMq(cfg RabbitMgConfig) (*RabbitMq
client, err := amgp.Dial(cfg.URI)

err = 11 '
cleanup := 0 Ao

client.Close()

&RabbitMg{
Config: cfqg
Client:

}, cleanup

client

(r *RabbitMg) Channel() (*amgp.Channel
ch, err := r.Client.Channel()
err !=

ch

DB 2 RabbitMQ ¢
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(s *Server) AmgpHandler(msg amgp.Delivery)
body := bytes.ReplaceAll(msg.Body, [] (
resp rabbitmg.ResponselObject
err := json.Unmarshal(body, &resp); err !=
errors.New(
err := msg.Reject( ); err I=
logrus.Errorf(

}
filePath := filepath.Join(s.Config.TempPath, resp.Sha256)

file, err := os.Create(filePath)
erp != {
logrus.Errorf(
}
ctx, cancel := context.WithTimeout(context.Background() *time.
cancel()
err := s.minio.Download(ctx, resp.MinioObjectKey, file); err !=
logrus.Errorf( | | il . )
}
file.Close()
logrus.Infof(

res := schema.Result{}
res.Status =
buff []

RabbitMq = 202

(s *Server) defaultScan(path
b, _ := ioutil.ReadFile(path)
result := utils.ByteHashing(b)
res.Size = (Len(b))
res.Ssdeep = result.Ssdeep
res.Md5 = result.Md5
res.Shal = result.Shal
res.Sha256 = result.Sha256
res.Shab5l12 = result.Sha512
res.Crc32 = result.Crci2
logrus.Infof(
magic, err := magic.Scan(path)
err != {
logrus.Errorf(

}

res.Magic = magic

packerRes, err := packer.Scan(path)
err != {
logrus.Errorf(

}

exif, err := exif.Scan(path)
erp != {
logrus.Errorf(

}.

res.Exif = exif

stel (@Y HX A

res *schema.Result) {
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getSha512(b [] )

hash := shab512.New()
hash.Write(b) Scan(path ) ([]

hex.EncodeToString(hash.Sum( args := [] {path}

Scan (path ) (mapl result, err := utils.CMD(
args := [] {path}

result, err := utils.CMD( err !=

eteresald | ) : It S output(result)
checkSum := crc32.ChecksumIEEE(b) output (result) P
hash := fmt.Sprintf(

hash
output(output

ignoreTags = [] output(OUtpUt ) [
getSsdeep(b [Ibyte) ( results := []string{}

ssdeep.FuzzyBytes(b) lines := strings.Split(output
line := lines A

ByteHashing(b [] ) CryptResult { lines := strings.Split(output line !=

fuzzy, err := getSsdeep(b) , _ , results = (results, 1line)
i utils.StringInSlice(
err = && err != ssdeep.ErrFileTooSmall {

log.Fatalf( ) data := make(mapl (lines))

}
result := CryptResult{ _, line := lines {
Md5: getMd5(b) keyvalue := strings.Split(line

Ssdeep: fuzzy (keyvalue) != 2 {

Shal: getShal(b)

Sha256: getSha256(b) lutils.StringInSlice(strings.TrimSpace(keyvalue[0]), ignoreTags) {
Sha512: getSha512(b) data[strings.TrimSpace(str.UpperCamelCase(keyvalue[0]))] = strings.TrimSpace(keyvalue[1])

Crc32: getCrc32(b)

I sfiAet R 7= g2 A7
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(s *Server) parallelAvScan(path

er1ng1e { comodoChannel := make( avs.ScanResult)
clamavChannel := make( avs.ScanResult)

winChannel := make( avs.ScanResult)
comodo_client.ScanFile(comodo_api.NewComodoScannercCl: drwebChannel := make( avs.ScanResult)

. . . .avScan( path, comodoChannel)
clamav_client.ScanFile(clamav_api.NewClamAVScannerCLl:
.avScan( path, clamavChannel)

.avScan( path, winChannel)

windefender_client.ScanFile(windefender_api.NewWinDe1 -avScan( path, drwebChannel)

avScanResults := {H{}

drweb_client.ScanFile(drweb_api.NewDrWebScannerClient engineCounts :=
count :=
{
{

comodoResponse := <-comodoChannel:
avScanResults| ] = comodoResponse
count++

clamavResponse := <-clamavChannel:
avScanResults|[ ] = clamavResponse
count++

windefenderResponse := <-winChannel:
avScanResults| ] = windefenderResponse
count++

drwehResnonse := <-drwehChannel:

Ao MEZ oY AE A @
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resp.FileType == (

Logrus. Infof( ) resp schema.ResponseObject
vm, err := virtualbox.GetMachine( err := c.Bind(&resp): err =

*Server) startAnalysis(c echo.Context)

err != { file
logrus.Errorf( .checkProcmon()

}
logrus.Infof( resp.FileType ==

logrus.Infof( file = fmt.Sprintf(
}.

logrus.Infof( logrus.Infof(
vm.State == .processCapture()

.VmRestore() time.Sleep(time.
{

(s *Server) RegisterHandlers() A{
time.Sleep(1l * time. )

imageCapture []

api := s.Grovu ;
P p( ) vm.State == || vm.State == objectKeys L[]

api.GET( .index) ym State = path := fmt.Sprintf(

api.GET( .system)
imageCapturel := time.NewTimer(time.

0 {
api.POST( .startAnalysis) <-imageCapturel.C

api.POST( .malwareDownload) }

imagePath := s.captureImage(resp.Sha256
-ate == |l vm.State == imageCapture = (imageCapture, imagePath)

i }O
time.Sleep(1l * time. )|

.VYmStart() .startMalware(path)
logrus.Infof( logrus.Infof(

VirtualBox &3l 2! Agent 2 A7H Q3




DBModel
ScreenShots
ProcessCreate
CreateFile
ReadFile
RenameFile
DeleteFile
OpenRegKey
GetRegKey
RegCreateKey
SetRegValue
DeleteRegKey

DeleteRegValue

UDP

TCP
MalName
MalPid
SubPid

[ ]ProcessCreate
[ ICreateFile

[ JReadFile

[ ]JRenameFile

[ ]DeleteFile

[ 10penRegKey

[ ]GetRegKey

[ ]RegCreateKey
[ ]SetRegValue

[ ]DeleteRegKey
[ ]DeleteRegValue
[ JUDP
[ ]TCP

ProcessCreate
PID
ChildPID
ProcessName
ProcessPath
Operation

CreateFile
PID
ProcessName
ProcessPath
CreatePath

ReadFile
PID
ProcessName
ProcessPath

RenameFile
PID
ProcessName
ProcessPath
OriginName
ChangeName

json:
json:
json:
json:
json:

|5t Data Struct
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MainPage: React.FC = () => {
t history = useHistory();
st { getRootProps, getInputProps, open,
useDropzone({
noKeyboard:
maxFiles: 1,
});
useEffect(() => {
acceptedFiles.forEach(async (file: any) => {
: H| loadFileData = new FormData();
UploadFileData.append('file', file);
. resp = await API.post('/api/file', UploadFile
- sha256 = resp.data.sha256;
file_key = resp.data.file_key;
history.push( /file-analysis/${sha256} );
1);
}, [acceptedFiles]);

return m
className={styles.root

className={styles. logo.
| src="/1o0go.png" alt="1logo"

className={styles.message’
pan style={{ fontSize: '15px', fontWeight: 'b
Malware Analysis "Friday"

i1 158 ZZ2R o EREE !

LCt

AnalysisPage: React.FC =

t history = useHistory();

t { sha256 } = useParams<{ sha256: string }
[analysisInfo, setAnalysisInfo] = useStat
[infected, setInfected] = useState<boolea
[size, setSize] = useState<string>();
[detectInfo, setDetectInfo] = useState<an
[status, setStatus] = useState<number>(0)
[infectedCount, setInfectedCount] = useSt
| , setEngineCount] = useState<
[activeIndex, setActiveIndex] = useState(
[ , setProgress] = useState(282.74

t tabClickHandler = (index: number)
setActiveIndex(index):

};
tabContArr
tabTitle: (
key="detect"
className={"${styles.tab
activelndex === @ ? styles.is_active
onClick={() => tabClickHandler(Q)

className={styles.tab_link}>ElX|

:EE{Egt::EﬂiE:

className={styles.detections_info_body.
className={styles. row.
className={styles.object_info.
className={styles.id.

SHA-256: &nbs v
b>{analysisInfo && anal Info.sha256.

v className={styles.file_sub_title

1alysisInfo && anal Info.file_key.

className={styles.object_sub_info.
className={styles.file_sub_}>{size 1i
className={styles.file_sub_title}>md Alo|=

className={styles|. object_sub_info]}
i className—'a_jLLw file_sub_|
analysisInfo && analysisInfo.submissions. length.

className={styles.file_sub_title}>AZE 3%

className={styles.object_sub_info.
1iv className={styles.file sub
analysisInfo &&
moment (
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O9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228ed4e3ad122

4712 AT Soi[M 3712| A FZES BX[SHASLICE

SHA-256: 9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228e4e3ad122 257500 KB
ul2d. 54B4EF5DCO9D26B7A26E214CEEQ90598631E2EAA6G7 ITE o P Y ES

Ei  pe

YARA rule 0f| 2|5} EX] = Ransom_TeslaCrypt_2
C|E|

comodo Malware drweb Trojan.AVKil.36635

windefender Ransom:Win32/Tescrypt.B clamav Q@ LAX %S
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9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228e4e3ad122

4742 AIEI SOl M 3712 Hd B ES B A[SIASLICE

SHA-256: 9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228e4e3ad122 257500 KB
Il 51B4EF5DC9D26B7A26E214CEE90598631E2EAAG7 Lt AFO|=

o7 =
Ei  pe

= PE: linker: unknown(2.24)[EXE32
YARA rule 0f| 2|5 & X| = Ransom_TeslaCrypt_2 inker: unknown(2.24)[ ]

Magic

C|g|I PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows

T+ H|EHH|O|E

2 X
7128 CodeSize 39424
EntryPoint 0x12c0

File Type pe ExifToolVersionNumber 12.32
SHA- 51b4ef5dc9d26b7a26e214cec90598631e2eaab’ FileSize 258 KiB

SHA-256  9b462800f1bef019d7ec00098682d3ea7fc60e6721555{616399228e4e3ad122  FilleType Win32 EXE

SHA-512 4617305287768l 1160996c1a05990371743{879836831905960af38e742124 | borienser exe

MD5 6e0802a085293bb9fbdcc9015337d309 ImageVersion 0

SSDEEP  6144:xy+als+0nlycigV5cbEo6dZbBODPIsjQ/UFsYW:xy+aCFnlycigVSbObBOD InitializedDataSize 262656

CRC32 0x2890568138 Linker\Version 2.24

Magic PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows ISR Intel 386 orlater, and compatibles

ImageFileCharacteristics  Norelocs, Executable, No line numbers, No symbols, 32-bit, No debug

MimeType application/octet-stream
OsVersion 40
WHYE PeType PE32
Subsystem Windows GUI
PFE- linker- 1 iInknown (2 24\ [FXFR2] SubsystemVersion 40

1= 88 A A0EHE o
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9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228e4e3ad122

4712| AT S0l M 37H2| B E S B XISIASLIC

SHA-256: 9b462800f1bef019d7ec00098682d3ea7fc60e6721555f616399228e4e3ad122 257500 KB
nei%. 51B4EF5DC9D26B7A26E214CEEQ0598631E2EAAG7 L} ALO|=

El  pe

YARA rule 0| 2|3} & X|] ' Ransom_TeslaCrypt 2

ClE|

Al your documents, photos, databases and other important files have been encrypted Al your documents, photos, databases and othe impertant files have been encrypted All your documents, photos, databases and other important files have been encrypted Al your documents, photos, databases and other important files have been encrypted
with strongest encryption RSA-2048 4 L with strongest encryption RSA-2048 2 with strongest encryption RSA-2048 2 with strongest encryption RSA-2048 2 b

10/16/2021 = 1 1071872021 = '\ 10/18/2021 = ' 10/18/2021
Time loft: 95:59:51 B Time lott: 95:50:41 B8 Time loft: 95:59:16 B4 Time loft: 95:58:56

Copy and pdf — - — S e . e e e . . Copy and pdf
175FVrHdN e . - ’ SFVrHANY by - " ’ SFVr resimentssme . - P ’ 175FVrHdN
Follow the i " v ey " 4 v ey i " ey Follow the i

10/16/2021
Time lott; 95:58:46

Copy and pdf
175FVrHdN;
Follow the i
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4624 34.117.59.81:80
4624 34.117.59.81:80

ZENAMESHE

pid: 3920 MMEILY: afaba2400552c7032a5¢c4c6e6151df374d0e98dc67204066281e30e6699dbd18.exe
ZENAYY

3920 4624 xfcohtc.exe C:\Users\kuno\AppData\Roaming\xfcohtc.exe

Tl == oo Joo e U

3920 C:\Windows

3920 C:\Windows\System32\wow64.dl|
3920 C:\Windows\System32\wow64win.dll

\4

EIELE:

C:\ProgramData\Microsoft\Diagnosis\DownloadedSettings\telemetry.ASM-WindowsDefault.json C:\ProgramData\Microsoft\Diagnosis\DownloadedSettings\telemetry. ASM-WindowsDefault.json.ecc
C:\ProgramData\Microsoft\Diagnosis\DownloadedSettings\utc.app.json C:\ProgramData\Microsoft\Diagnosis\DownloadedSettings\utc.app.json.ecc
C:\ProgramData\Microsoft\Search\Data\Applications\Windows\GatherLogs\Systemindex\Systemind... C:\ProgramData\Microsoft\Search\Data\Applications\Windows\GatherLogs\Systemindex\Systemind...

\4
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