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Hosk-orhy
Hosk ok
Host-oriy
Hosk-orby
Haosk ok
Hosk-arhy
Hosk-orihy
Hosk - oy

F=barmal Coninactinn

Cirmiscked
Conecked
Comnected
Cirmiscked
o ckend
Cormected
Cormscked
Conneckad

Hiest Coirawac b

Saihied Adldrass

192,165, 149.0
192, 168.15%.0
192.168.38.0

192, 165,1+1.0
192 168.134.0
192.168.184.0
192,168,170

19z 168.220.0

Wit Inf ormnation

Eirigesd

(o et

Wl

aid pgerimark, .

chrectly bo the sxternal rsbyeork)

AT (shared host's IF address path Yis)

Hosk-coily (cormeck ¥Ms misrmally s provats edwockD)

Coraesn | haest wirboal ackepiar [o s

PR,

Haosk wirtiasd adanbes name Yhaare Metwork Sdaphar YWanat

Use locsl DHCF ssrvics o distribubs [P sddresss to Wis

Subnet 12 |

192 L1608 ,

Subnet mesk; | e L e R

Remmaue Makwaart:

FErrame Netwios .,

AL Ol i SatEings..,

PEAT - SetEmgs .y

LrliCF Satbregs,

A5, Adminisbrabor privienes ane regpired bo rodfy the network configuration. | SR Changa Sattings

Fiestore Def aults
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Apply

Help
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Welcome to VMware
Workstation 15 Player

l_' Create a New Virtual Machine
|

Create &8 new wirtual machirs, which wil then be added o
' the top of your lbrary,

E|-I Open a Virtual Machine
rl|_| Dpen & exishng virtusl machne, which wil hen b added

VMWARE 240 A Ztat HES F7FWINXP CENTOS At
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hojun arel JHarer2 2018610

YL DN, QEYS A

01l A

UDP tunnel hojun

b=

fo/1 >

14.0.0.9/24

HSRP 2= HHS
f1/0 > 172.168.20.254

Viware Network Adapter YMnetl 2

23.0.0.0/24

172.168.10.254

Cloud-2

/25.0.0.0/24

T eF Ny =~ ~ - g . @ § = ~ g . @ § = . g

hat - pat = &

nat - static 8=

23.0.0.100, 25.0.0.100 <-> 172.168.20.100
23.0.0.200, 25.0.0.200 <> 172.168.20.200
23.0.0.250, 25.0.0.250 <> 172.168.20.250

GW: 172.168.20.254
dns : 8.8.8.8

ymnetb

- admin PC

IP:172.168.10.1/24
GW:172.168.10.254
tdns :172.168.20.250

Internal Network




vmnet3
wlan 100

ESW1 30.30.30.2/524

hyo

f71p fl/15 ESWS

f1./4a

125.125.125.1/24
f1/0

vmnetd

UDP tunnel 1 hyo
40.40.40.2/24

44.44.44.44/24

Ydware Metwork Adapter YiMnetd
YMware Network Adapter YvMnett

MM anaI N orROrk = ork VMnetd VMware Network adapgiba@tmbigtwork Adapter YMnet9

YMware Metwork Adapter Yhnetl 1



——

i

inlernell

LU S, 61 2540

wvmnel?

Ll A & 2 W ] A & . W q & 1) A & . W -l
HI £ O] AlA
22712 HE 2 28
= . =g . Py = — . g . 2y — . g . @ 5§ = ~— . 5 . @ § =
encapsulation dot1Q 10
e ip address 10.10.50.254 255.255.255.0
W ip helper-address 50.50.50.50
dev

interface FastEthernet1/0.20 intervlan
encapsulation dot1Q 20

ip address 10.10.60.254 255.255.255.0
ip helper-address 50.50.50.50

(ip helper :5-2 %] IPF-47} broadcast IPF4¢ o
#7184 3 ARE FHA = AL 71%)
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oigd(F) #HE(E) =2201(V) EA(5) EOjg(T) =Z2ZHH)
DEVICE=ethl1l:100

TYPE=Ethernet

ONBOOT=yes

BOOTPROTO=static

PADDR=21.0.0.100
NETMASK=255.255.255.0

ETH1-100(nat-static 38 <3} 7}44)

g Y % . 9§ =

[rootdlocalhost «]# 1ptables -t nat -l
(hain PREROUTING (policy ACCEPT)

target  prot opt source

AT all - 6.0.0.0/0

DT all -~ 0.0.6.0/0

W all - 6.0.0.0/0

(hain POSTROUTING (poLicy ACCEPT)
farget  prot opt source
MASQUERADE all -~ 172.166.16.1

nat AF-&

destination
21.0.0.100
21.0.0,200
21.0.9,2%0

est1nation
.0,0,0/0

0:172,168.20, 100
0:172.168.20,260
0:172.168.20.250
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mysgl> select user, password, host from mysql.user:

B e e R e e e e i o e e e o e e e P . e o . e e e . P B

) P R O e e -
1
II user | password | host
| [
I+ lllllllllll 'I'+ lllllllllllllllllllllllllllllllllllllllllll -'- llllllllllllllllllllll
|——-|—|- ————————— R CEN N T H T o - =i
(| root | *"B232A1298A49F710DBEESB3IZIOCAZEECE2SDA198A | localhost
I
| roeat | *823ZA1Z298A45F F10DBEEOB3IIOCAZEECE25D4190A | a23-0-0-106.deploy.sta
tic.akamaitechnologies . com |
| root | *8Z23Z2A1298A49F710DBEESB3I3IOCAZEECA2SDA198A | 127.8.6.1
I
1 | | localhost
I
1 I | aZ23-0-0-10.deploy.sta

tic.akamaitechnologies.com |
| remoteroot | *BZIZA1Z9HAASFT1IODBREEGBIZIOCAZEECEZSDA198A | 172.16.6 .20

1

!

: |

| remoteUser | “"S232A1298A49F710DBEEOB3IIOCAZEECA25DA190A 20.20.20.20

|
!I root | *8Z23ZA1Z98A49F 7T10DBEEOB3IZOCAZEECEZSDA190A &.168, lgrlﬁﬁrj
|

D e o o S e o S o S i o . o T e . e, o oo i o ] . L
#e] 2} PCol A FTPE ALE-l4 A5 0.2 WAS A#lo] ==
3171 915te] DB AgH-S F7bach




[root@localhost html]# ls

hoard.php download. php login_proc.php
board_del.php edit _member.php logout . php
hoard_insert.php edit_member_proc.php style.css
hoard_search.php index. php upload.php
hoard_view.php inmember . html upload_proc.php
change_nick.php inmember_proc.php  uploaded search proc.php
change_nick_proc.php login.html uploadfiles

XY d

AAX 9] B A} PCAA sql FYIAHXE AL DBE dZ2353,
vscoded sftp &= 2 78 A}-8-3}] port M35 DBE <4t A
At Pz 3 JUES AFOE wasel] =
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ESoxidmiem =igFge ofF PORT datas that PHEP will aSocosot
BT TEs S e by e S]] s dnd o osrs | phpdtind e s o o i e

FECNEET Ean e oae o e

FHorgie uaokrlssm @mrsa o preproocassang FreEmicseres of PP Ghees PRIFE will smlifTssmpl 4o

HECHI Wy Eharscisar  sasEgueeness danmn SET, PEIET, CiieE X mrvel ERAN" il s smhicEk =ikl

LT s e oo r gL e s Dsasidngg placesil Gk resdioedr Cws  Smuciy s el slbiesers Bl s

e Lyl Lheafl dails avieallaizle Lo wleid B fuidies T clamr sil-T e serpcnrilidigy EdeScides  aausid

k- S CaiilerE S Amploseasii CaTions aciidss imanty datalsches AL "% @EFDET Ol F aaeC Ly

PosEiliEla ool Chis ToGUTUrs To [y 19T GociErars. EHE'a oaTowclc Behavdiaoer 1% Co

onalBREioe Choe Toaours . WY STrongly Fodoinorhd 5ol use Tho SSCapPpAFEg oo ol sesEs

fesignedg speciTically For ohe databass yonr Gising Insceasda ofF colying on chis

FeaTure AR s T rhil= - -fFfeartuares R esn fdeprascneed] me ofF PHP R 3.6 el i

wmizhemgfip il e For remneml i FEE OB

DefEuld Vol - oM

Derrm loapmmeeryl W loas ! DOTFF

Frodusc i loery Wl iae - T ¥

R L S vt L gl rve L s L Bl L mteen o Ageer @ Lo Copdpedt ann  ([REREIIR - o neis L e - AR
Bt Ewrie  gEpre — I:h.

HMagic Oguortos Tor runcisce-goimcratod data, o4O datTa Trom =SgL, Tyroe oofoof §, oD

heop! A Aweny . php , e T smanual sonSdnTo , contTipuration  phpsind - guvocos - rens imo
Lo 0 T Bl S i MR p el B 5 o

Me=rs fRoyrhpyse - sty o _ muenten (oRcapen " o whth "' dnstead oo W]
s F e - ERE e E S mmarnem S s mybaaes . ot imgurrat doen o pphepdt it — quirst me - myrbamom s
punikemm =gyhams = OFF

Sl sem il Ly smedd P lems b orse FHE doaosoammernid
ML CE L & Fwhere . gy rme S maeividm Ll i Bl crer e . pfigmdaemi  seie D os— pir shpramenill - T 4 1is

T e Tid o =

2] 7]°s PHP_ini)

waf 715 %= 3 4 YA php.ini httpd.confE& +3

i e ?j—‘%ﬂ&oﬂ A dhep A B 22 A]-%B‘]-E.i, 24 POOLE 74
3t Y E Y 39 24 POOL 7433 A S 212} windows XPollthr) &
2 scope BHE, T3 A3 S HEX| 0}7] Q& A arp —s & o] &3 FA
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[reavdlocelhost ~]% iptables -nb --line

Chain INPUT |pelicy ACIEPT)
nem  target

prat et saurce

Chaln FORWARD [policy BCCERT|
man  target

1

[==T e I = = I -

15
1k

paop
panp
MCCEPT
BCCEPT
[sOP
pROp
KCCEFT
KCEFT
pRp
paop
ACCEPT
MCCEPT
[&iP
pROP
psOp
pROp

prat oel source

tep -- BH.BASE
tz -- BABASE
tee -- BLA.BASE
e .- BLA,BASD
all -- 00,0070
gll - 0.0.0.0/8
te .- bABASE
tp -~ 600078
all -- B.0.0.8/8
all -- B.A.BASB
udz -- B.A.BASE
udz -- B.A.B.ASB
gll -- B.A,B.0/B
gll -- B.A,0.8/0
all .- 0.0.0.0/D
all -- 0.0.0.0/0

Chain CUTRIT (galicy ACCEPT)

me target

prot pet seurce

destinatian

eestanatian
5.6.0.204
1.6.0.24
1,.6.4,104
ih,6.8,14
3.6.0.10M
h.0.0.104
13.0.0.2
345.0.0.204
.6.9.204
15.0.0.204
11.6.0.2584
15.0.0.244
id,6.0,254
i6,0.0.284
13,0.0.6/29
8.0.0.000

aestanatian

miltiport dports 38 443 STRING aatch "adain” ALGD nime kap TD 6535
rultiport dports 38 443 STRING aatch "adnin” ALGD neme kap TD 65E35
bcp dpts-28: 32
fcp dpis:28: 22

rultiport dperts 39,443,.25,110, 143
miltiport dparis 30,443,25,110, 143

mip &pt:k
mip dpt:53

firewall 2 ¢F7+s} (Wsly AT E3HA HAEE AF)



# Authentication:

# 22 A 28 RE B
BN raceTine 2m

PermitRoo NN ves
#5trictModes yes
MaxAuthTries 5

MaxSessions 16

= A5 68, Ad o4 4 1e

#RSAAUthenticatlion yes

#PubkeyAuthentication yes

#AuthorizedKeysFile .ssh/authorized keysj
#AuthorizedKeysCommand none
#AuthorizedKeysCommandRunAs nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts

-- fHg7 --

I ok e - m W

A H] 2 & A B] 252 yum install sshd, vsftpd 5 A3
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rectilocalhost security]s cat fetcpam.dfsshd
BPAM-1.8

coount required m
uth required A [Je’so0 item=user sense=allow file=fetc/sshS/sshlistl onerr=succeed
uth required pam sepermit.so R
uth include password-auth

coount required pam nologin. so

coount inc lude password-auth
assword  include password-auth

pam_selinux.so close should be the first session rule

esslon required pam_selinux.so close

ession required pam_loginuid, so

pam_selinux,se open should only be followed by sessions to be executed in the user context
ession required pam_selinux, s¢ Open env_params

ession optional pam_keyinit,so force revoke

ession include password-auth

reotilocalhost security]s cat Jete/pam.d/vsftpd
WPAM-1.8

e5510n optlional pid Keyinit , 5o force revoke
coount required pam_time.so
uth required i ptfle. 50 item=user sense=deny file=setc/vsftpds/fipusers onerr=succeed
uth required pam_shells. so
uth include password-auth
ccount include password-auth

PAM & ©]&3lA] (sshlist, timeso)Z ©]-&3t] 4 3lo|E FAE
2H, A7 2




A & B || 4 &8 B | & &8 .06 | &8 086 |
A

-y * DSTIL 1D
(1 IN SOA ns.hhs.com. admin.hhs.com. (

[root local ost ]# I -4 vsftpd
Vsftpd-2,2,2-24.16, X864 L oBedmm
oot localhost ]#|

172.168.20.200
2 3HA Aol 7 3| Abl| A A28 HTML,CSS,PHPE 7143 3ttt

172.168.20.200
172.168.20.100
172.168.20.100
172.168.20.100

T T - — s - i ]
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. @5 = ~ - g . 2@ § = ~ - gy . 2@ § = - . Gég
[root@localhost ~]# 1ls -1 Svar/wwww/html/

A sa
-MW-r--r-- 1 root root 3467 2021-09-12 14:44 board.php
" . - -FW-r--r-- 1 root root 1286 2021-09-11 22:55 board_del.php
thp'WlJE{'L 3 -fW-r--r-- 1 root root 1939 2021-10-83 21:58 board_insert.php
“vﬂm”‘rﬂ15‘£E”“"J -rwW-r--r-- 1 root root 1185 2021-09-11 22:54 board_search.php
- - - =FW-r--r-- 1 root root 1618 2021-09-11 22:53 board_wview.php
L Ftp”, -TW-r--r-- 1 root root 1481 28621-89-11 22:862 change_nick.php
71 ~rW-r--r-- 1 root root 1636 2021-18-83 21:58 change nick proc.php
”’ . 1‘ =Fd=-r--r-- 1 root root 424 2021-89-12 17:07 download.php
ISername . root ", -fW-r--r-- 1 root root 2356 2021-89-11 22:57 edit_ member .php
cword™ "Fﬁaﬁhbﬁ]Pd" =fW=F==F== 1 root root 1630 2021-809-11 22:39 gdit member_proc.php
= . «FfW=-F==-r-- 1 root root 2615 2021-09-12 16:37 index.php
remotePath”: "/var/www/html/", -rw-r--r-- 1 root root 3814 2621-09-12 14:43 inmember .html
Y TR S ) -rW-r--r-- 1 root root 2374 2021-09-11 22:39 inmember_proc.php
iploadOnSave™: true, -rW-r--r-- 1 root root 1492 2021-09-12 16:58 login.html
"connectTimeout" : 1800600 -rW-r--r-- 1 root root 1581 2021-10-63 19:41 login_proc.php
-FW-r--r-- 1 root root 205 2021-09-11 21:58 logout.php
=fMW-r--r-- 1 root root 285 2021-89-11 21:43 style.css
~rW-r--r-- 1 root root 1631 2021-89-12 16:49 upload.php
=fW=r==-r-- 1 root root 1361 2021-09-12 18:87 upload_proc.php
-fwW-r--r-- 1 root root 2233 2821-89-12 17:82 uploaded_search_proc.php
2

O W rw e

root root 4096 2821-10-03 21:53 [N

s)ake) Ak E0lH) 7%
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1 A & 2 W - & & o W - M4 &

[rootélocalhast =)d iptables -nl -« line
Chaism TNPYT [policy ACCERT)
im  target prot apf source

[hain FORNARD |policy ADCEPT)

28 Ilr-r‘| EraE apf Ealres

1 BFDwF fep -+ 800,070
¥ = i tep - S.0.8.05%
¥ ACCIPT tep == L0 BW
i RCCTFT tép == 0007
¥ e i il -- 008,009
i = i B all -- #.0.0.0M%
! ApCyry fip == W0.0.8 050
] ACCIRT Eip == 0.0.%.0/9
] RO all -+ 0.0
19 BRo® all -- B0 .09
i1 ACCERT wp - BB
11  ACCERrT wp == 900070
1 ERe all -~ o.0.0.0%
14 FROF gl - @.0.8.059
i  BpDe mll -~ 908059
i BpDe all -+ S0 0.0
[haim DUTPUT [policy ACCERT|

ME  target prot apt source
a1 dlidall 1l T Shi=i e

destination

desiLnei Lon

5.8, 0.9
23.8.0.208
13.8.0.108
.8 0000
i3.9.0.109
45.8.0.100
43.9.0.390
.8,

EENUEEEEE

i O O

[T T
[T I T
L O

destinat ion
ileel L AL

wultipert dports B0 443 STRIND match “afmin” ALES nass isp
sultipert dports B8, 443 STRING satch “sdain” ALSS nase kmp
tep dpiaile 32
tep dpie: 2821

wul Eipert dporte BB, 443, 26, 110, 143
miltipert dports DO 443 28 180, 143

udp dpf 53
udp dpt 82

HH==Is10<=L fHsL== TrMH=Led

Ahgshe AWelA AFsHE A2 Agstr] A% B Sy,

e E5536
T3 B5535
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FMOLEBLFCALNTOSEL SECUrlLy |5 CAHL FELES Pam . of S5

GPAM-1.0 _
TCount required time.so
Jth reguired ‘50 ites=user sensezallow filezAgtc/ssh/sshlist)om

dth reguired pam_ sepermit.so

ath include password-auth

scount reguired pam nologin.so

scount include password-auth

assword include password-auth

pam selinux.so close should be the first session rule

assion reqgquired pam selinux.so close

ESslon reguired pam_loginuid.so

pam_ selinux.so open should only be followed by sessions to be executed in the user
ession required pam_selinux.so open env_params

pEsion optional pam keyinit.so force revoke

BSS 10N include password-auth

root@localhost security]® cat Jetc/pam.d/vsfipd

SPAM-1.8

255 10N optional : KEYinit . 50 force revoke

scount required m

Jth required —-1- .50 ites=user sense=deny file=/etc/vsftpd/ftpusers
Jth required pam_shells.so

dth include password-auth

soount include password-auth

HE &F4< NAT,PAT A4

. @ 5 " ~— - x5 . @ § = ~— - o . @ § = ~— - g . @ b§ =

St

%
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= B2 Hd
_@—l Lﬂ\ S o S W & N . o &g & o 7 . 0 &g W o ~N__ 7 . 0 _ Cug N =
standby ip 172.168.20. 2549
standby timaers 1 3
standby 1 priority 120
standby 1 preempt de lay minimum 5
standby authentication mdbS keyv-string hhs
standby track 1 decrement 30

utar ospf 1
log-adjacency-changes
passive-interface Fastethermnet0/1
passive-interface Fastethernetl/0

netvwork 23.0.0.0 0. 0.0.25% area O

> dp http server
ip http secure-sarver
forward-protoco 1l nd

FastEthernet0/0
100 23 .0.0.100
L2000 23.0.0.200
.250 23.0.0.250

TiNnside source last 1
inside source static
inside sSource ;.-'I'_._II."I'_I'-'_ J_F'_’ J_E'-'-:-.-
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