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1. &4

MariaDB [finetdb]> select * from member th:
frazssszsssaas fraszssssssssssssssssssssssssssssssssssssssssssssssssssssssasssasssa frszssssssssssssssssssssssssssssssssssssssssssssssssssasssasssssEss frazsssasssassaa faszssssssssssssssssssssssssssssssssssssssssssssssasssssssasssssEEs $

| member_idx | member_id | member_guid | member_subid | member_subpw

fassssssssaas fssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss fasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzzzs fassssssssssaas fasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzzas +
1| 62492fe30f8558506b6a2288 fbae2f82cfde8ddadds14125c3081144f691724f | 1b89efod0dabbe0d222547c223a2023efe58176a1b7686ac f426585684982da3 | finet | 404872c562b48cc94b4db5f9c7bdafa260ac98316672284d8d4d7c0dbefades? |
2 | c526a6ab42912dbdfcBedf54a399b1c92767141da8B02ee9237e7e8c7a2c2fh1 | c6a39891197a579aef09a0fe72f669d2bab9807203a7fdeda7c10423182b9a8e | jaehyeon | 63403912b98b029748d39be2c1c2baB?f3942dd4f0b5aeb377215fd7f592874e |

member_id varchar(64) | UNIQ, NOT NULL Cliighxggé)ddr
member_guid varchar(64) UNIQ, NOT NULL C(gﬁl';f_ggg
member_subid varchar(20) | UNIQ, NOT NULL (Scll:i'jtz's'%)
member_subpw varchar(64) UNIQ, NOT NULL (§I|i-|e::czp5v6v)
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Ethernet IP TCP FINETP
Header ldentification Checksum-
Checksum Option Sender ID-

Sender ID(64bytes)

Data(64bytes)
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Header (2 bytes)
- OXF1E7
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Identification (1 bytes) <~

- 0x01 ( )

- 0x02 ( )
- 0x03 ( )
- 0x04 ( )

N
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Checksum (2 bytes)

- ~(FINETP[O]+---+FINETP[134](Except [3],[4]))&0x0000FFFF
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Option (2 bytes) <

- 0x0001 (Success, When ID(0x03) FIDO Auth)
- O0x0002 (Fail. When ID(0x03) ID/PW Auth)
- 0XxXOXOXX (When ID(0x02) Random Number(Challenge))
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Sender ID (64 bytes) <=

- Ox0000---0000 (Padding) -
- DX XXXX - XXXX (When ID(0x03)/0ption(0x0001) Client MAC(Hashed))
- OXXXXX - XXXX (When ID(0x03)/Option(0x0002) User ID)

N
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Data (64 bytes) <

- 0x0000---0000 (Padding)
= OO0 X0 (When ID(0x03)/Option(0x0001) GUID + Challenge(Hashed))
- OO XXXX (When ID(0x03)/0Option(0x0002) User PW + Challenge(Hashed))

Nl
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Option (2 bytes)

- 0x0001 (Success,

02 ZZHE LIE

1. &4

Authentication Request(1)

- 0x0002 (Fail, )
- )
27| 915 M2 5 2
Header |dentification Checksum
OxF1E7 0Ox01 Ox53ab
27| 915 Mij 3 23
Header |Identification Checksum
OxF1E7 0Ox01 Ox6f7c

)

AUA7[EHEL S ol

SenderID Data

—
0Ox000-- 0Ox000--
SenderID Data

—
Ox000-- Ox000--

HIZHO] AAR 7
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Option (2 bytes)
- )

- OxXXXXX (When ID(0x02) Random Number(Challenge))

Challenge-Response Challenge(2)

Header Identification Checksum

OxF1E7 0x02 Ox1bac

)

SenderID

Data

0x000--

0x000--

MA7|E HER S o2l HZH0] AR iR
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Option (2 bytes)

- 0x0001 (When ID(0Ox03) FIDO Auth)
- Ox0002 (When ID(0Ox03) ID/PW Auth)

Challenge-Response Response(3)

Sender ID (64 bytes) : ) vV
- When ID(0x03)/Option(0x0001) Client MAC(Hashed)
- When ID(0x03)/Option(0x0002) User ID

Data (64 bytes)

- When ID(0x03)/Option(0x0001) GUID + Challenge(Hashed)
- When ID(0x03)/Option(0x0002) User PW + Challenge(Hashed)

FIDO &4 M8

Header Identification | Checksum

OxF1E7 0Ox03 Ox7dfe

ID/PW HFA] ME!

Header Identification | Checksum

OxF1E7 O0x03 Ox32a7

Nl
= Aei7|ut | ESIT TH3] HIH|0] AJAE JHa 16/38




Option (2 bytes)

- 0x000T1 (Success, ) N
- 0x0002 (Fail, )
- )

Authentication Response(4)

C/Response 215 M2

Header |dentification Checksum SenderID Data
OxF1E7 0x04 0x193b 0Ox000-- 0Ox000--
C/Response Q1Z Alj
Header |Identification Checksum SenderlID Data
\._
OxF1E7 0x04 Oxc471 Ox000-- Ox000--
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Header

OxF1E7

02 ZZHE LIE

Checksum

0x193b

Agl7|gt Y= of

Identification

0x04

Option

O0x0001
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1. 44

3 Challenge-Response 4=

\ e’

SenderiD

Challenge-Response Challenge(2)

Challenge-Response Response(3)

\ e’
2}LE{ DB
member_id =UAL=
@ DB sli¢l&l

Client Mac Addr

(SHA-256)
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0 (ERR_NOERR) : MZ (0f|2] gi2)
1 (ERR_FLOW) : 222 0f|

2 (ERR_CHKSUM) : ®|3M ofl2{

3 (ERR_OPTION) : M 0j|2]

4 (ERR_SENID) : SenID 0f|2

5 (ERR_DATA) : Data 0i|2

6 (ERR_FSCHK) : =7|21=0]|2

7 (ERR_CRCHK) : C/R 2= 0f|3{

1. &4

172
172
172
172
172
172
172
172
172
172
172
172
172
172
172

2
(—

root@kali
root@kali

root@kali

.31
.31
.31
.31
.31
.31
.31
.31
.31
.31
.31
.31
.31
.31
.31

.13,
.13,
.13.
.13,
.13,
.13,
.13,
.13,
.13,
.13.
.13,
.13,
.13,
.13,
.13,

132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/14-15:
132-2021/04/26-16:
132-2021/05/10-16:
132-2021/05/11-16:
132-2021/05/12-16:

HIZHO] AAR 7

cd /var/log/

1s -1 finet.log
-rw-r--r-- 1 root root 1296 May 18 11:48 finet.log

cat
23
23
30
30
33
33

35

37
29
29
29
29

finet.log

:27-0
:42-0
:39-0
:50-7
:46-7
:58-0
34:
34:
:40-1
36:
:08-6
47-2
47-1
:47-3
:47-0

07-7
58-3

17-2
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FINET_MFC X

FINET_MFC X

FINET H & >

by BAAC O0FF.CSFF:B1:20

by BIO 44951 8ecap 149 9a523 762
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GO g‘e lost

FINET-AP
AEE, 2

=8 BI YN yuapug s BAMA 2

S IOI B ZIXIB & Ofa s 14
SRS A8 ¢ 2aun

B2 niyps WWW.Who Intcovid. 121pst «

Q&A on COVID-19 tests - Latest Covj

What kind of COVID. 1

d testing info
9 tests ars puailabie? What arp

antigens and antibodies? 01 71 O
COVID-19 Dashboard (Live) How to Brotect Yourself L= E

The tatest giobal numbers on

Everyday Prétentve Actions

he Coronavirys Outreak 10 Help Prevent the S read

Situation Reports Travel Advice

Get the Latest Updates on COVID. 18

Everyihing you Need 1o Know about

from the Workg Health Organization Tr.m'*nrg guring COVID-19 Outtyreak

31/38

}.
Agly|eh YESA T2 HIFO| AJAH g
izl Alel

[l



2St/bulld-netfilter_test-Desktop-Debug# iptables -L
nation
nation

ere tcp dpt:http state RELATED, ESTABLISHED NFQUEUE num o
lere tcp dpt:http NFQUEUE num ©

nation
st/bu11d-netf11terhtest-Desktop-Dehug“ ./socketServer 51234
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[

L X St
0. FINEY Recelved Packet
S8377 81927
« FINEY Vallid HEADER
« FINET - valid CHECKSUM
FINEY Valid ID (1) authentication Request
FINEY Valid option SUCCESS
- Send C/R Challenge Packet
Received Packet
- Valid NEADER
~ Valid CHECKSUM
valid ID (3) C/R Response
- Valid option - SUCCESS
17729e0504 27759'4l12209751:60587'754l216&!:50049997c?cfdoldn097 64
auth_type : 2
q: select member_guid from sosber tb whore mesber_id = '69c05od?lcdcolssc196(I96¢2c6719068'354a2$740ce06b?°46?901
challenge : S7955, res : 117200050412775974112209751c6bS

587f754a216a1Cc5a049987c2¢ 1 d08da092
08 - mseaber guid : lf3009607026824284535:'07ldl“)Odl5dd36b1f??bOfonﬂ’)79'7(7710130009
res. 2 773ed9007 226824204535 70T 1de90a 75

JdducDXYJJDOsta8919!IV171053900951955
out_2 : 1'7?9005041277&914119?00751(60':!1?f,")AA.’16alc'u(0499ll7c2rtfdo&dao‘)2
cap(res(<packet guid/pwechallenge>) == out 2(<db guid/pw>+challenge))
OW SUCCEss
bye
5. FINET - valid Response Data
6. FINEY - Serd Response(success) Packet
wWirustipiin
7. LOGGING SUCCESS

Client Socket Thread Finishi
trust_ip APPEND(10%ecC)!
trust_ip EXPIRED

L L L IR § T g [ ———

a2afrfar

t7[E HEX T T2l HIZH O] AIAE 7Y

=13
=

pi@raspberrypi:/\
.31.
.31.
.31.
.31.
.31.
.31.
.31.
.31.
.31.
.31.
.31.
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,
.24,

13.
13.
13.

bR e e e e e e e e

132-2021/04/14-15:
132-2021/04/14-15:;
132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:
.132-2021/04/14-15:

.68-2021/04/16-22:26:
.68-2021/04/16-22:27:
.68-2021/04/16-22:28
.68-2021/05/19-20:55
.68-2021/05/19-21:08
.68-2021/05/19-21:08
.68-2021/05/19-21:34
.68-2021/05/19-21:34
.68-2021/05/19-21:34
.68-2021/05/19-21:35
.68-2021/05/19-21:35
.68-2021/05/19-21:43
.68-2021/05/19-21:43
.68-2021/05/19-21:47
.68-2021/05/19-21:47
.68-2021/05/19-21:50
.68-2021/05/19-21:30:

23

37

» cat fTinet. log
:27-0
23:
30:
30:
33:
33:
34:
34.
35:
36:

42-0
39-0
50-0
46-7
58-0
07-7
58-3
40-1
17-2

:08-6
22-0
35-0

105-7
:59-7
:18-0
120-0
:06-6
:13-0
1 30-0
109-7
:18-0
:390-6
:45-0
:06-0
:35-0
:25-0

47-6
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Development of identity-based network packet access control system
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