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E ; ﬁ A def extract_optional _header(self,pe):
. - A $ % / ‘l OPTIONAL _HEADER_data = [ O for i in range(2l)]

DLL_char =[]
OPTIONAL_HEADER_data2 = [ O for i in range(f)]

def extract_dos_header(self,pe):
MAGE_DOS_HEADER_data = [ O for i in range(5)] try:
OPT | ONAL _HEADER_data = [
|NAGE_DOS_HEADER_data = [ pe. OPT | ONAL _HEADER . Maj orLinkerYersion,

2. DOS_HEADER. e_cb pe. OPTIONAL _HEADER. MinorLinkerYersion, #

ne. DOS_HEADER. e_cp, ff pe. OPT | ONAL _HEADER. Size0fCodle,

ve, DOS_HEADER. e_cparhdr, pe. OPTIONAL_HEADER. Size0f Initial izedData, #

pe. DOS_HEADER pe. OPTIONAL_HEADER. SizeOfUninitial izedData, ¥

pe. DOS_HEADER. e_sp, # pe. OPT|ONAL _HEADER . AddressOfEnt ryPoint , #

pe, DOS_HEADER. e_| fanew ne. OPT I ONAL _HEADER. BaseOfCode, #
filename |MD5 e_cblp e_cp e_cparhdr e_maxalloce_sp e_Ifanew NumberQOiCreationYe FH_charQ FH_cl';ar1 FH_cha.rZ FH_cr3 FH_chard FH_char5 FH_char6
d7f8d89e1.d7f8d89e1 144 4 65535 128 3 [
d952e2061d952e206| 0 17744 12
bce82de8: bce82des- 144 65535 200
: 3C9ER72113c9e872f 144 65535 264
BEOEOBBA beOeObbal 144 65535 216
9ebaf9f71, 9ebaf9f71, 80 65535 256
ebd2813e ebd2813e 80 65535 256
1d6d1570.1d6d 1570 80 65535 256
D7CDO00A" d7cd00at1 80 65535 256
d39fdfe34 d39fdfe34 144 65535 128
5502856b(5502856b¢ 65535 128
feSab4c19 fe5ab4c19 65535 128
89f3a3fb9 89f3a3fb9 65535 232
e37d3914:e37d3914- 65535 256
8163C7A4 8163c7a4" 65535 256
6eb468e4! 6eb468e4! 65535 512
f2cd4cd14f2cd4cd14 65535 216
41f24c96d 41f24c96d 65535 264
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- SREZE/

-> Check_pdcRrer : Z=34oll & &
self.rules= yara.compile(filepath="'./peid.vara')
def check_packer(self,filepath):

result=[]
matches = self.rules.match(filepath)

try:
if matches == [] or maflhe_ == {
result.append([0,"Nc ")

else:

TE o
e
|

in' JI0][ 'rule']])
except

result.a

return result
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sklearn.preprocessing import OneHotEncoder

sklearn.preprocessing import LabelEncoder _> O VI Q— ﬁ OT Q VI C O d | VI g

hot _encoding(df):

enc = OneHotEncoder (handle_unknown="ignore’, spar
lab = LabelEncoder()

dat = df['packer_type'
lab. fit({dat)
lab_dat = lab.transform(dat)

df = df.drop( 'packer_type', 1)

lab_dat = lab_dat.reshape(len(lab_dat), 1)

enc_dat = enc.fit_transform(lab_dat)

enc_dat = pd.DataFrame(enc_dat, columns=|lab.classes_)

df = df.reset_index(drop=True)
enc_dat = enc_dat . reset_index{drop=]

df = pd.concat([df, enc_dat], axis=1)

irn df, lab.classes_
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-> PE3IE oM Random Forest 2=€ ol &,
ST U R, A 20T7HRI ERL £ =

limp = md_pe. do_randonforest(1)

imp = dict(zip(col, imp))
sorted_imp = sorted(imp.items(), key=operator.itemgetter(1), revers

imp_20 = sorted_imp[0:20]

pe_all = pe_all_tmp
pe_all = pe_all.drop(['filenane’,

¥ =pe_all['class']

pe_top20 = pe_all.drop('class’,

X = pe_top20[inp_20.keys()]
nd_pe_top20 = model .Classifiers(X, Y,
df.loc['pe_top20'] = md_pe_top20.do_all()
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def do_all(self):
ns = []

f.y_train, self.y_test = # rns.append(sel f.do_sym())
26-0.2, randon_state=0) rns.append(sel f.do_randonforest(0))
rns.append(sel f.do_naivebayes())
def do_sva(self): rns. append(sel f.do_dnn())
clf = SYCO)
clf.fit(self.x_train, self.y_train)

ored = ¢l f.predict{sel f.x_test)

return accuracy_score(sel f.y_test, y_pred) -> DH.N. EO.I /\AE_":

def do_randomforest(self, mode)

ESL .,

% test, sel
. test_si

return rns

clf = RandonForestClassifier()
clf.fit(self.x_train, self.y_train)

if mode == 1:
return clf. feature_importances_
v_pred = clf.predict(sel f.x_test)

return accuracy_scoreisel f.y_test, yv_pred)
def do_naivebayes(s
clf = clf = GaussianNB()
clf.fit(self.x_train, self.y_train)

ored = ¢l f.predict(sel f.x_test)

return accuracy_score(self.v_test, v_pred)
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svm randomforest nalvebayes dnn avg

pe 09842222 0.987302 0.151111 0.061587 0.535556
pe_packer 0.942222 0.988571 0.151111 0.061587 0.535873
pe_top20 0.842222 0.986667 0.196825 0.061587 0.546825

-> PE_Pdcrer & Random Forest
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. WRHES

L numpy as np
t pandas as pd

matplot|ib.pyplot as plt —> Rawdom FOY‘QS'I'

t model
pe_nor = pd.read_csv

pe_mal = pd.read_csvi('mal_mod.csv']|
pe_all = pd.concat ([pe_nor, pe_mall])

pe_al | .shape
pe_all = pe_all.drop(['f

= pe_all[
pe_all.drop('class', 1)

md = model .Classifiers(¥, Y)
acc = md.do_randomforest (0)

acc
sklearn.ensemble import RandomForestClassifier c
sklearn.model_selection import GridSearchCY _> G rl d S e a rc ﬁ
parameters = {'n_estimators':[100, 200, 500, 1000], 'max_features':['auto', Nong|],

s[5
rf = RandomForestClassifier()
abc = GridSearchCY¥(rf, parameters, cv=10)
abc.fit(X, Y)
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RS

m sklearn.model _selection import cross_val_score

abc = RandomForestClassifie strap= , class_weight=None, criterion="gini"|,
max_depth=12, max _redture;_‘a:‘,'J max_|eaf_nodes=N
min_impurity_decrease=0.0, min_impurity_split=N
min_samples_leaf=1, min_samples_split=2,
m|n‘ue|ght_f|qction_leaf:ﬂ‘ﬂ, n_est imators=200, n_jobs=N
oob_score= , random_state=None, verbose=0
warm_start= )

abc. fit(X,Y)
score = cross_val_score{abc, X, Y, cv=10)

print score
print np.mean(score)

-> 10-fold Xt HES | RIS OHIHEH & &3] ALl

[0.98604061 0.98984772 0.99111675 ©0.99111675 ©.99491741 0.99491741
0.99364676 0.98854962 0.98727735 0.99618321]
©.9913613581131774
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def __scan_ml(self, filehandle, filename, fileformat, path):
clf = self.ml_model

SRt R > PECR /QAHR 4™

if magic != ’ or len(data) != -
return False, , -1, kernel.NOT_FOUND

pattern_path = path +

f = open(pattern_path,

rd = csv.reader(f)

for row in rd:
patterns = row

packer_type = [0] * len(patterns)

try:

idx = patterns.index(data[63])
except ValueError:

idx =

packer_type[idx] =

del data[63]

data = data + packer_type

data = np.asarray(data).reshape((1, -1))
rns = clf.predict_proba(data)[0][1]
print rns

pat = "I fi ] + str(rns)

print pat

if rns > :

return True, pat, 0, kernel.INFECTED
else:

return False, -1, kernel.NOT_FOUND
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Malkllare Scanner

[ Result ] PROGRAM IHFO | CREDIT

Mot Search <Dir>

Copyright 2021 Hekalikube Select Folder Scan BAuit







Last updated Fri Sep 17 ©5:54:12 2021 UTC
Signature number: 3,823

1 out of 4
[*] KavMain._ scan file()
ML Confidence - @.778
[-]1 ml._ scan_file() : ML Confidence - 0.778
home/stud/Desktop/ki ... 3140bdff37526d19.vir
2 out of 4
[*] KavMain.__scan_file()
ML Confidence - ©.802
[-1 ml.__scan_file() : ML Confidence - 0.882
home /stud/Desktop/kicomav-master /Rel ... a®b58a987cbd27ec546fdd36dcf868b.vir
3 out of 4
[*] KavMain.__scan_file()
ML Confidence - 0.754
[-] ml.  scan file() : ML Confidence - ©.754
home/stud/Desktop/kicomav-master /Release/mal/00a5a2aaf88cd19308e7f991b537102a.vir
4 out of 4
[*] KavMain. scan file()

: 5 ) : ML Confidence - 0.964
fiYHome Desktop kicomav-master Release mal (2 # y-master /Release/mal/@a3cbe958a9ad483b535ddede2bb17eb. vir

0a0b58a987cbd27e  0a3cb0958a%ad483  00a5a2aafB88cd1930
€540fdd36dcf868b. 8e7f991b537102a.
vir i vir

Documents
Downloads
Music RS gy

DaBaeB8cb4689r3173 ngram.py
140bdff37526d19.

Pictures i
vir

Videos
{@ Trash

Network

Computer

Conneckt to Server




Bl i B&a < ONEBQ

9

2 @

Release

rHome Desktop kicomav-master

Home

Desktop naram-py
Documents

Downloads

Music

Pictures

Videos

Trash

Network

Computer

Connectto Server

v out of 5

[*] KavMain.__scan_file()

ML confidence - 8.778
[-1 ml. scan file()

home/stud/Desktop/kicomav-
home/stud/Desktop/kicomav-

2 out of 5

[*] KavMain.__scan_file()

ML Confidence - 8.862
[-]1 ml.__scan_file()

home fstud/Desktop/kicomav-
home/stud/Desktop/kicomav-

i out of 5
[*] KavMain.__scan_file()
4 out of 5
[*] KavMain.__scan_file()
ML Confidence - 8.754

[-]1 ml.__scan_file()

heme /stud/Desktop/kicomav-
home/stud/Desktop/kicomav-

)
Q

v -
v -

ML Confidence - 0.778

master /Release/mal/Bab6ae8cb4689f3173140bdff37526d19.
master/Release/mal/0abae8cb468973173140bdff37526d19.

ML Confidence - ©.8062

master /fRelease/mal/B8a0b58a987cbd27ec546fdd36dcf868b.
master /Release/mal/0a0b58a987cbd27ec540fdd36dcf868b.

ML Confidence - ©.754

master /Release/mal /00a5a2aaf88cd19308e77991b537102a.
master/Release/mal /0@a5a2aaf88cd19308e7T991b537102a.

: ML Confidence - 0.964
master /Release/mal/0a3cbB8958a%ad483b535dded4e2bb170b.
master /[Release/mal/0a3cb®958a%ad483b535dde4e2bb170b.

deleted

deleted
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[ Result ] FPROGRAM IHFO | CREDIT

Mot Search <Dir>

Copyright. 2021 Hekalikube Select Folder
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nor (copy)

¢ Desktop kicomav-master Release nor {copy)

Recent

Home
0a0b58a987cbd27e  0al1f2b58b49fiabd  0a3e50d6F065819Fd
Desktop c540fdd36dcf868b. deba7a657ed7837e. F95caec21d3eT4c.3.
vir vir vir
Documents

Downloads O '!J:v_:} & = select Dir

L

Hsie 000c8e05633112ee9 Directory:  Ahonedstud/Desktop/kiconav-naster/Release | m ‘
Pictures 836844cb7ce248d. .
vir

5 . irynb_checkpoints
[ kavcore
Trash |:E| nal
Network [ nor
h nor (oopy
Computer t‘ pluethg
Connect to Server

©
o
=
(i
dd
O]
vl

Videos

b

L4

Selection: [

Cancel
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Mallare Scanner

[ Result ] PROGRAM INFO | CREDIT l

[[#] KavMain,__scan_filel}: : RESU t scan

ML_Confidence - 0.384

[ 1 ml.__scan_file{: : ML Confidence - 0,324
aut o 5
KauHa%n._Escan_File() % A
out o
KavMain,__scan_filei) ¢ DElEtE'
ot of b

[ 1 KavMain,__scan_filelr @

ML_Confidence - 0,01

I[-] ml,__scan_file{} 3 ML Confidence - 0,01

p—

Delete |
0297 mResults;
97mFolders
mPacke
SimInfected files ¥ Ear‘u:le |
Ombxclb[ 0297 mSuspect files 0] ———— ¢
Omix bl 097 nblarnings b0
Ombxelb[ 0297 mIdent if ied uu"uses'd
gm\xib 09 mIA0 errors
i

0
0
0
0
0
0

PR TR TR TR ]

le
fhomedstud/Desktop/kiconav-naster /Release nor  (oopy)d

Copuright 2021 Hekalikube Select Folder Scan
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nor (copy)

< Desktop kicomav-master Release

Recent
Home
Desktop
Documents
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Music
Pictures
Videos
Trash
Network

Compuker

Conneck to Server

nor (copy)

test.pyc
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