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Sie 23 (Friday Malware Analysis) 2 Golang S 2 HEEJASD 2 Reactjs
2 g =RACH
2 T#482 WEB (Reactjs), Friday Server (Rest Api), Friday Engine (StaticScan & gRPC
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(33 2] of ™Az7HE ntedZ SfAIZ} (sha-1, sha-256,sha-512, crc32, ssdeep.. &) &
Ch2at 22 MEE mbasict
Exif (linux file meta parser) ItCo| MEE If4 StH, Packer (DIE engine) PES| T{HE

o
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GetUnicodeStrings(data [lbyte, n int) [Jlstring {

: i . ; t Regex := fmt.S tf("(?: [ —~10[\x00]){%d,}", n)

b, _ := ioutil.ReadFile(path) tringRegex m rin (2: [ —~1[\x00]){%d,}", n)
i ) ) re := regex ile{String

unicodeStrings re.FindAl1String{string(data), -1)

(s *Server) defaultScan(path string, r

ge unicodeStrings {

func GetASCIIStrings(data [lbyte, n int) [lstring { ek

StringRegex := fmt.Sprintf("[ —]{%d,}", n) jis_deamed]-
re := regexp.MustCompile(StringRegex)
asciiStrings := re.FindAllString(string(data), -1)

eturn asciiStrings

[18 3. strings & 4]
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": "/samples/3372cledabdB837F1e9731 "output": sl

"filepath": "

Response

s |

1
Response
- i
/malware/fd624aa2@5517580e83fad; “: "Trojan.DownLoaderl®.44449",
\nfected : true,
update": "@"
1
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windefender

_id: Ob)e

filekey: '
md5: "G
shal: ef5dc9
sha256: "9b462806 f

sha512;: "d4el73fh5287cTeadff 1
ssdeep: "6144:xy+als+@nl ) 0/
crc32: "ox2890568138"
magir_:'i'!--' executable Gl | el B@386 trippe to xter 31 PDB
size: 263680
exif: Object

CodeSize: 39424

MachineType: "Intel 386 or later, and compatibles’

PeType: "FE32'

SubsystemVersion: "4.¢

FileType: "Win32 EXE

ImageFileCharacteristics: "No relocs, Executable, No lipe numbers

Subsystem: "Windows GUI"
LinkerVersion: "2
UninitializedDataSize: "
FileSize: B
OsVersion: "4.8'
FileTypeExtension: "
InitializedDataSize: "'262656'
EntryPoint: "0x12c@"
ImageVersion:
ExifToolVersionNumber: "12.26"
MimeType: "app ition/octet

tags: Object

packer: Array

firstsubmission: 2021-09-20T713:41:03.692+00:00

lastsubmission: 2021-09-30T02:52:38.040+00:00

lastscanned: 20621-89-29T13:41:08,197+00: 00

submissions: Array
submissionscount: 4
strings: Array
multiav: Object
status: 2
pe: Object
histogram: null
byteentropy: null
type: "pe’
-yara: Array

@: "Ransom_TeslaCryp

[1Z!7. MongoDB document]
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https://github.com/kuno989/friday
https://github.com/kuno989/friday_agent
https://github.com/kuno989/friday_broker
https://hub.docker.com/r/kuno989/comodo
https://hub.docker.com/r/kuno989/clamav
https://hub.docker.com/r/kuno989/windefender
https://hub.docker.com/r/kuno989/drweb
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« Golang

* RabbitMq

* MiniO

« React.js

* Yara

+ MongoDB

* Virtual Box
* Procmon

+ Docker
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