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(Android) MainActivity.java

package com.joongbu.eraser;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.app.ActivityCompat;
import androidx.core.content.ContextCompat;

import android.Manifest;

import android.content.Intent;

import android.content.pm.PackageManager;
import android.net.Uri;

import android.os.Bundle;

import android.provider.Settings;

import android.view.View;

import android.widget.Button;

import android.widget.Toast;

public class MainActivity extends AppCompatActivity {

static final int EXTERNAL_STORAGE_PERMISSON = 1;

@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.layout_mainpageloginx);
int permissonCheck = ContextCompat.checkSelfPermission(this,
Manifest.permission.WRITE_EXTERNAL_STORAGE);
if (permissonCheck != PackageManager.PERMISSION_GRANTED) {

Toast.makeText(getApplicationContext(), "H3Ho| g2asgt oty
Toast.LENGTH_LONG).show();
if (ActivityCompat.shouldShowRequestPermissionRationale(this,
Manifest.permission. WRITE_LEXTERNAL_STORAGE)) {
ActivityCompat.requestPermissions(this, new
String[l{Manifest.permission.WRITE_EXTERNAL_STORAGE}, EXTERNAL_STORAGE_PERMISSON);
} else {
ActivityCompat.requestPermissions(this, new

String[l{Manifest.permission.WRITE_EXTERNAL_STORAGE}, EXTERNAL_STORAGE_PERMISSON);




}
Button login_btn = findViewByld(R.id.login);
final Button signup_btn = findViewByld(R.id.sign_up);
login_btn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
int permissonCheck =
ContextCompat.checkSelfPermission(getApplicationContext(),
Manifest.permission. WRITE_LEXTERNAL_STORAGE);
if (permissonCheck !'= PackageManager.PERMISSION_GRANTED) {
Toast.makeText(getApplicationContext(), "H3to| g2asgtcty
Toast.LENGTH_LONG).show();
Intent intent = new Intent();
intent.setAction(Settings. ACTION_APPLICATION_DETAILS_SETTINGS);
Uri uri = Uri.fromParts("package”,
BuildConfig. APPLICATION_ID, null);
intent.setData(uri);
intent.setFlags(android.content.Intent.FLAG_ACTIVITY_NEW_TASK);
startActivity(intent);
} else {
Intent intent = new Intent(getApplicationContext(), login.class);
startActivity(intent);
finish();

D
signup_btn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
int permissonCheck =
ContextCompat.checkSelfPermission(getApplicationContext(),
Manifest.permission.WRITE_EXTERNAL_STORAGE);
if (permissonCheck != PackageManager.PERMISSION_GRANTED) {
Toast.makeText(getApplicationContext(), "HoHo| Zagtcty
Toast.LENGTH_LONG).show();
Intent intent = new Intent();
intent.setAction(Settings. ACTION_APPLICATION_DETAILS_SETTINGS);
Uri uri = UrifromParts("package”,
BuildConfig. APPLICATION_ID, null);
intent.setData(uri);
intent.setFlags(android.content.Intent.FLAG_ACTIVITY_NEW_TASK);

_10_




startActivity(intent);
} else {
Intent intent = new Intent(getApplicationContext(), Signup.class);
startActivity(intent);
finish();

)3

@Override
protected void onResume() {
super.onResume();
hidebottombar.hide(getWindow().getDecorView(),
getWindow().getDecorView().getSystemUiVisibility());
}

(Android) Signup.java

package com.joongbu.eraser;

import androidx.appcompat.app.AppCompatActivity;

import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Button;
import android.widget.EditText;
import android.widget.Toast;

import com.android.volley.DefaultRetryPolicy;

import com.android.volley.Request;

import com.android.volley.RequestQueue;

import com.android.volley.Response;

import com.android.volley.VolleyError;

import com.android.volley.toolbox.JsonObjectRequest;
import com.android.volley.toolbox.Volley;

import org.json.JSONException;
import org.json.JSONObject;

public class Signup extends AppCompatActivity {

_‘l'l_




@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.layout_signup);

hidebottombar.hide(getWindow().getDecorView(),
getWindow().getDecorView().getSystemUiVisibility());

Button signup_btn = findViewByld(R.id.sign_up);
Button back_btn = findViewByld(R.id.back);
signup_btn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {

request();
}
D
back_btn.setOnClickListener(new View.OnClickListener() {
@Override

public void onClick(View v) {
Intent intent = new Intent(getApplicationContext(), MainActivity.class);
startActivity(intent);
finish();

public void request(){
EditText edit_id = findViewByld(R.id.id);
EditText edit_pwd = findViewByld(R.id.pwd);
EditText edit_pwd2 = findViewByld(R.id.pwd?2);
EditText edit_name = findViewByld(R.id.name);
EditText edit_email = findViewByld(R.id.phone);
final String id = edit_id.getText().toString();
final String pwd = edit_pwd.getText().toString();
final String pwd2 = edit_pwd?2.getText().toString();
final String name = edit_name.getText().toString();

final String phone = edit_email.getText().toString();

String url = "https://eraser2020.herokuapp.com/users/register"”;
JSONODbject testjson = new JSONObject();

try {

_‘|2_




testjson.put("userid”, id);

testjson.put("userpassword”, pwd);

testjson.put("userpassword2", pwd2);

testjson.put("username”, name);

testjson.put("userphone”, phone);

String jsonString = testjson.toString();

final RequestQueue requestQueue = Volley.newRequestQueue(this);

final JsonObjectRequest jsonObjectRequest = new
JsonObjectRequest(Request.Method.POST, url, testjson, new Response.Listener<JSONObject> ()
{

//HIOlH g2 W1 O/F 1O 3EE &E A YLt
@Override
public void onResponse(JSONObject response) {
try {
JSONODbject jsonObject = new JSONODbject(response.toString());
String result = jsonObject.getString("success");
if(result.equals("true")){
Toast.makeText(getApplicationContext(), "2| &7} 0| AZRLAS
L|Ct", Toast.LENGTH_LONG).show();
Intent intent = new Intent(getApplicationContext(),
register_email.class);
startActivity(intent);
finish();
telse{
String msg = jsonObject.getString("msg");
if (msg.equals("0[0] OFO|C| AUZ")
Toast.makeText(getApplicationContext(), "&EXst= IDYL
Ct.", Toast.LENGTH_LONG).show();
else if (msg.equals("#1Zt AF, LA ")
Toast.makeText(getApplicationContext(), "81Zt E= A0
S B LICE", ToastLENGTH_LONG).show();
else if (msg.equals("H|2H= CtE")
Toast.makeText(getApplicationContext(), "HIZHZ 7} M2
CHELICE", Toast.LENGTH_LONG).show();
else
Toast.makeText(getApplicationContext(), "7+t2I0| M TjstA &
L|Ct", Toast.LENGTH_LONG).show();
}
} catch (Exception e) {
e.printStackTrace();

_13_




}

//MHZ OOy HE S SE 27| Zojigt 4% Ot =T 2 E L

}, new Response.ErrorListener() {

@Override
public void onErrorResponse(VolleyError error) {
error.printStackTrace();

i
jsonObjectRequest.setRetryPolicy(new

DefaultRetryPolicy(DefaultRetryPolicy.DEFAULT_TIMEOUT_MS,
DefaultRetryPolicy.DEFAULT_MAX_RETRIES, DefaultRetryPolicy. DEFAULT_BACKOFF_MULT));
requestQueue.add(jsonObjectRequest);
} catch (JSONException e) {
}

(Android) hidebottombar.java

package com.joongbu.eraser;

import android.os.Build;
import android.view.View;

public class hidebottombar {
public static void hide(View decorView, int uiOption) {

if( Build.VERSION.SDK_INT >= Build.VERSION_CODES.ICE_CREAM_SANDWICH )
uiOption |= View.SYSTEM_UI_FLAG_HIDE_NAVIGATION;

if( Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_BEAN )
uiOption |= View.SYSTEM_UI_FLAG_FULLSCREEN;

if( Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT )
uiOption |= View.SYSTEM_UI_FLAG_IMMERSIVE_STICKY;

decorView.setSystemUiVisibility( uiOption );

(Android) login.java

package com.joongbu.eraser;

import android.content.Intent;
import android.os.Bundle;

_14_




import
import
import

import

import

import
import
import
import

import

import
import

android.view.View;
android.widget.Button;
android.widget.EditText;
android.widget.Toast;

androidx.appcompat.app.AppCompatActivity;

com.android.volley.Request;
com.android.volley.Response;
com.android.volley.VolleyError;
com.android.volley.toolbox.JsonObjectRequest;
com.android.volley.toolbox.Volley;

org.json.JSONException;
org.json.JSONObject;

public class login extends AppCompatActivity {
@Override
protected void onCreate(Bundle savedinstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.layout_login);

hidebottombar.hide(getWindow().getDecorView(),

getWindow().getDecorView().getSystemUiVisibility());

Button login_btn = findViewByld(R.id.login);
Button signup_btn = findViewByld(R.id.sign_up);
login_btn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
request();

b
signup_btn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
Intent intent = new Intent(getApplicationContext(), Signup.class);
startActivity(intent);
finish();

_15_




public void request() {
EditText edit_id = findViewByld(R.id.id);
EditText edit_pwd = findViewByld(R.id.pwd);
final String id = edit_id.getText().toString();
final String pwd = edit_pwd.getText().toString();

String url = "https://eraser2020.herokuapp.com/users/authenticate”;
JSONODbject json = new JSONObject();
try {

json.put("userid”, id);

json.put("userpassword", pwd);

final JsonObjectRequest jsonObjectRequest = new
JsonObjectRequest(Request.Method.POST, url, json, new Response.Listener<JSONObject>() {
@Override
public void onResponse(JSONObject response) {
try {

JSONODbject jsonObject = new JSONODbject(response.toString());
String result = jsonObject.getString("success");
if (result.equals("true")) {
jsonObject = new
JSONObject(jsonObject.getString("userNoPW"));
String name = jsonObject.getString("username");
Toast.makeText(getApplicationContext(), name + "HO| Z10l
E|ASLICE", Toast LENGTH_LONG).show();
Intent intent = new Intent(getApplicationContext(),
login_o.class);
intent.putExtra("ID", id);
startActivity(intent);
finish();
} else {
String msg = jsonObject.getString("msg");
if (msg.equals("OtO|C| S1&")
Toast.makeText(getApplicationContext(), "
L|Ct", Toast.LENGTH_LONG).show();
else if (msg.equals("I{AHE CHE")
Toast.makeText(getApplicationContext(), "PASSWORDE =t
QISIM 2.", Toast.LENGTH_LONG).show();
else if (msg.equals("O|0 Y 215 2tatm) {
Toast.makeText(getApplicationContext(), "O|H 2 QB+
M 2.", Toast.LENGTH_LONG).show();
Intent intent = new Intent(getApplicationContext(),

r
=
el
Pal
&2
rlo
O
o
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register_email.class);
intent.putExtra("ID", id);
startActivity(intent);
finish();
}
else
Toast.makeText(getApplicationContext(), "= 1210] Aujjst
S LICE", Toast.LENGTH_LONG).show();
}
} catch (Exception e) {
e.printStackTrace();

}

}, new Response.ErrorListener() {
@Override
public void onErrorResponse(VolleyError error) {
error.printStackTrace();

i
Volley.newRequestQueue(this).add(jsonObjectRequest);
} catch (JSONException e) {

}

(Android) login_o.java

package com.joongbu.eraser;

import android.content.Intent;
import android.database.Cursor;
import android.net.Uri;

import android.os.Bundle;

import android.os.Looper;

import android.provider.MediaStore:
import android.util.Log;

import android.view.View;

import android.widget.Button;
import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;

import java.io.File;
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import java.io.FileInputStream:
import java.io.FileOutputStream:
import java.io.lOException;
import java.io.InputStream;
import java.util.Arrays;

import java.util.Random:;

import okhttp3.Call;

import okhttp3.Callback:
import okhttp3.MediaType;
import okhttp3.MultipartBody:
import okhttp3.0OkHttpClient;
import okhttp3.Request;
import okhttp3.RequestBody;
import okhttp3.Response;

public class login_o extends AppCompatActivity {

private static final int REQUEST_CODE = 0;

private String str;

private String filename;

private String ID:

private static String url = "https://eraser2020.herokuapp.com/";

@Qverride
protected void onCreate(Bundle savedlnstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.layout_mainpagelogino):
hidebottombar.hide(getWindow().getDecorView(),
getWindow().getDecorView().getSystemUiVisibility()):
Intent intent = getintent();
ID = intent.getStringExtra("ID");
Log.e("ID", ID):
Button eraser = findViewByld(R.id.eraser);
Button logout = findViewByld(R.id.logout_btn);
eraser.setOnClickListener(new View.OnClickListener() {
@Qverride
public void onClick(View v) {
Intent intent = new Intent(Intent. ACTION_PICK);

intent.setDataAndType(android.provider.MediaStore.Images.Media. EXTERNAL_CONTENT_
URI, "image/*");

_18_




startActivityForResult(intent, REQUEST_CODE).

}
b:
logout.setOnClickListener(new View.OnClickListener() {
@Qverride
public void onClick(View v) {
Intent intent = new Intent(getApplicationContext(), MainActivity.class);
startActivity(intent);
finish();
}
b):
}
@Qverride

protected void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if (requestCode == REQUEST_CODE) {
if (resultCode == RESULT_OK) {
try {
Uri uri = data.getData():
str = getRealPathFromURI(uri):
Log.e("file path", str);
String[] tmp = str.split("/");
filename = tmp[tmp.length - 1]:
Log.e("file name", filename);
upload();
Toast.makeText(this, "AA|& AUc}t", Toast. LENGTH_LONG).show();
} catch (Exception e) {
}
} else if (resultCode == RESULT_CANCELED) {
Toast.makeText(this, "AFXl A& F| A" Toast. LENGTH_LONG).show();

private String getRealPathFromURI(Uri contentURI) {
String result;
Cursor cursor = getContentResolver().query(contentURI, null, null, null, null)

if (cursor == null) {
result = contentURI.getPath():
} else {

cursor.moveToFirst():
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int idx = cursor.getColumnIndex(MediaStore.Images.ImageColumns.DATA);

result = cursor.getString(idx):
cursor.close();

}

return result;

private void delete() throws IOException {
File file = new File(str);
showfilelog(file):
Long len = file.length():
byte[] b = new byte[len.intValue()];
changedata(b, file);
showfilelog(file):
Arrays.fill(b, (byte) 1 ):
changedata(b, file):
showfilelog(file);
new Random().nextBytes(b):
changedata(b, file):
showfilelog(file);
byte[] bl = {0}
changedata(bl, file);
showfilelog(file):

Intent mediaScanIntent =
Intent(Intent. ACTION_MEDIA_SCANNER _SCAN_FILE);

Uri contentUri = Uri.fromFile(file);

mediaScanintent.setData(contentUri);

this.sendBroadcast(mediaScanIntent);

new

contentUri = MediaStore.Images.Media. EXTERNAL_CONTENT_URI:

String selection = MediaStore.Images.Media.DATA + " = ?"
String[] selectionArgs = {str};
getContentResolver().delete(contentUri, selection, selectionArgs);
Looper.prepare():
Toast.makeText(getApplicationContext(), "AYA| 7T

Toast. LENGTH_LONG).show():
Looper.loop();

private void changedata(byte[] b, File file) {
try {

gaEAdsya”
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FileOutputStream fos = new FileOutputStream(file):
fos.write(b);
fos.close();
} catch (IOException e) {
Log.e("[OException”, e.toString()):

}
private void upload() {
final MediaType MEDIA_TYPE_PNG = MediaType.parse("image/*");
RequestBody requestBody = new MultipartBody.Builder()
.setType(MultipartBody. FORM)
.addFormDataPart("userid", ID)
.addFormDataPart("filename", filename)
.addFormDataPart("file", filename,
RequestBody.create(MEDIA_TYPE_PNG, new File(str)))
.build();
Request request = new Request.Builder()
aurl(url + "logs/logupload”)
.post(requestBody)
build():
OkHttpClient client = new OkHttpClient():
client.newCall(request).enqueue(new Callback() {

@QOverride
public void onFailure(Call call, IOException e) {
Log.e("TAG", "onResponse: " + e.toString());

@Qverride

public void onResponse(Call call, Response response) throws IOException {
Log.e("TAG", response.body().string());
delete();

private void showfilelog(File file) throws IOException {
InputStream is = new FileInputStream(file);
int i=0;
StringBuilder sbl = new StringBuilder():
while (is.available() > 0 && i < 50){

int value = (int) is.read();
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sbl.append(String.format("%02X ", value));
i++;

}

is.close();

Log.i('File Data ", sbl.toString()):

(Android) register_email.java

package com.joongbu.eraser;

import android.content.Dialoglnterface;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Button:

import android.widget.EditText;

import android.widget.Toast;

import androidx.appcompat.app.AlertDialog;

import androidx.appcompat.app.AppCompatActivity;

import com.android.volley.Request:

import com.android.volley.Response:

import com.android.volley.VolleyError:

import com.android.volley.toolbox.JsonObjectRequest:
import com.android.volley.toolbox.Volley:

import org.json.JSONException:
import org.json.JSONObject;

public class register_email extends AppCompatActivity {

private String ID:

@Qverride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.layout_register_email):
hidebottombar.hide(getWindow().getDecorView(),
getWindow().getDecorView().getSystemUiVisibility()):
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Intent intent = getintent():

ID = intent.getStringExtra("id");

Button back_btn = findViewByld(R.id.back):

Button send_btn = findViewByld(R.id.send);

Button register_btn = findViewByld(R.id.register);

back_btn.setOnClickListener(new View.OnClickListener() {
@Qverride
public void onClick(View v) {

Intent intent = new Intent(getApplicationContext(), MainActivity.class):

startActivity(intent);

finish():
}
}):
send_btn.setOnClickListener(new View.OnClickListener() {
@QOverride
public void onClick(View v) {
request();
}
});
register_btn.setOnClickListener(new View.OnClickListener() {
@0Override
public void onClick(View v) {
request();
}
}):

public void request() {
EditText edit_email = findViewByld(R.id.email):
EditText edit_cert_num = findViewByld(R.id.certnum):
final String email = edit_email.getText().toString():
final String cert = edit_cert_num.getText().toString();

String url = "https://eraser2020.herokuapp.com/certs/emailauth";
JSONODbject json = new JSONODbject();
try {
json.put("userid", ID):
json.put("semail’, email);
json.put("cert", cert);
final JsonObjectRequest jsonObjectRequest
JsonObjectRequest(Request.Method.POST, url, json,
Response.Listener<JSONObject>() {

new

new
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@Qverride
public void onResponse(JSONObject response) {
try {
JSONODbject jsonObject = new JSONObject(response.toString());
String result = jsonObject.getString("success");
String msg = jsonObject.getString("msg"):
if (result.equals("true")) {
if (msg.equals("#74 d5") {
show(1);
} else {

Intent intent = new Intent(getApplicationContext(),
MainActivity.class);

startActivity(intent);
finish():
}
} else {
if (msg.equals("d& Amf") {

show(2);
} else if (msg.equals("dX|5tA] 9F2") {
show(3):
} else
Toast.makeText(getApplicationContext(), "AlH 2"

Toast. LENGTH_LONG).show();
}
} catch (Exception e) {
e.printStackTrace():

}
}, new Response.ErrorListener() {
@Qverride
public void onErrorResponse(VolleyError error) {
error.printStackTrace();

Dk
Volley.newRequestQueue(this).add(jsonObjectRequest):
} catch (JSONException e) {
t

void show(int i) {

AlertDialog.Builder builder = new AlertDialog.Builder(this):
builder.setTitle("&d");
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switch (i) {
case 1:
builder.setMessage("Q1 St 5 7} ¥4 L] iS5t
break;
case 2:
builder.setMessage("o|H| Y& TIA] SQISHFAIA]Q.");
break;
case 3:
builder.setMessage("?15H 5 & THA] SQISIEAIAIQ.");
break;
t
builder.setPositiveButton("d]",
new Dialoglnterface.OnClickListener() {
public void onClick(Dialoginterface dialog, int which) {
}
hE

builder.show();

(Android) layout_login.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<androidx.constraintlayout.widget.ConstraintLayout
xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:app="http://schemas.android.com/apk/res-auto"

xmlns:tools="http://schemas.android.com/tools"

android:id="@+id/artboard"

android:layout_width="match_parent"

android:layout_height="match_parent"

android:background="@drawable/artboard">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw22"
android:layout_width="match_parent"
android:layout_height="73dp"
android:layout_marginTop="660dp"
android:layout_marginBottom="0dp"
android:background="@drawable/draw22"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<TextView
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android:id="@+id/text20"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text20"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintTop_toTopOf="parent" />

</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw24"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginRight="32dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="304dp"
android:background="@drawable/draw24"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<EditText
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/pwd"
android:background="#00ff0000"
android:layout_marginLeft="70dp"
android:inputType="textPassword"

/>

<TextView
android:id="@+id/text21"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="8.3dp"
android:layout_marginTop="5.3dp"
android:gravity="start|top"
android:text="@string/text21"

android:textColor="@color/colorBlue"
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android:textSize="25sp"

app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw25"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginRight="32dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="228dp"
android:background="@drawable/draw25"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<EditText
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/id"
android:background="#00ff0000"
android:layout_marginLeft="70dp"
/>

<TextView
android:id="@+id/text22"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="8.3dp"
android:layout_marginTop="5.3dp"
android:gravity="start|top"
android:text="@string/text22"
android:textColor="@color/colorBlue"
android:textSize="25sp"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw26"
android:layout_width="match_parent"
android:layout_height="fill_parent"
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android:layout_marginBottom="580dp"
android:background="@drawable/draw27"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<TextView
android:id="@+id/text23"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="40dp"
android:layout_marginRight="40dp"
android:gravity="center_horizontal|top"
android:text="@string/text23"
android:textColor="@color/colorPrimary"
android:textSize="40sp"
android:textStyle="bold"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />

</androidx.constraintlayout.widget. ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout

android:id="@+id/draw27"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginLeft="32dp"
android:layout_marginRight="32dp"
android:background="@drawable/draw27"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintHorizontal _bias="0.0"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent"

app:layout_constraintVertical_bias="0.668">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/login"
android:background="#00ff0000"/>
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<TextView
android:id="@+id/text18"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text18"
android:textColor="@color/colorPrimary"
android:textSize="30sp"
android:textStyle="bold"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintHorizontal_bias="0.498"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />

</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw28"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="152.7dp"
android:layout_marginRight="32dp"
android:background="@drawable/draw28"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintHorizontal _bias="0.0"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent"
app:layout_constraintVertical_bias="0.706">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/sign_up"
android:background="#00ff0000"/>

<TextView
android:id="@+id/text19"

android:layout_width="wrap_content"
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android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text19"
android:textColor="@color/colorBlue"
android:textSize="30sp"
android:textStyle="bold"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget. ConstraintLayout>

</androidx.constraintlayout.widget.ConstraintLayout>

(Android) layout_mainpagelogino.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<androidx.constraintlayout.widget.ConstraintLayout
xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:app="http://schemas.android.com/apk/res-auto"

xmlns:tools="http://schemas.android.com/tools"

android:id="@+id/artboard"

android:layout_width="match_parent"

android:layout_height="match_parent"

android:background="@drawable/artboard">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/image1"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:background="@drawable/background"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<TextView
android:id="@ +id/text33"
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:layout_marginLeft="29dp"
android:layout_marginTop="204dp"
android:layout_marginRight="29dp"
android:gravity="center_horizontal|top"
android:text="@string/text33"
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android:textColor="@color/colorPrimary"
android:textSize="30sp"
android:textStyle="bold"
app:layout_constraintHorizontal_bias="1.0"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@ +id/text47"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginTop="4dp"
android:gravity="center_horizontal|top"
android:text="@string/text47"
android:textColor="@color/colorPrimary"
android:textSize="20sp"
android:textStyle="bold"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw34"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="376dp"
android:layout_marginRight="32dp"
android:background="@drawable/draw34"
app:layout_constraintHorizontal_bias="0.0"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" >

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/eraser"
android:background="#00ff0000"/>

<TextView
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android:id="@ +id/text34"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text34"
android:textColor="@color/colorPrimary"
android:textSize="35sp"
android:textStyle="bold"
app:layout_constraintEnd_toEndOf="@+id/eraser"
app:layout_constraintStart_toStartOf="@+id/eraser"
tools:iignore="MissingConstraints"
tools:layout_editor_absoluteY="2dp" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw"
android:layout_width="fill_parent"
android:layout_height="70dp"
android:background="@drawable/draw19"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintHorizontal_bias="0.0"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent" >

<Button
android:id="@+id/logout"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:background="#00ff0000" />

<TextView
android:id="@+id/text3"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="Log out"
android:textColor="@color/colorPrimary"
android:textSize="35sp"
android:textStyle="bold"
app:layout_constraintBottom_toBottomOf="@ +id/logout"
app:layout_constraintEnd_toEndOf="@ +id/logout"
app:layout_constraintStart_toStartOf="@ +id/logout”
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app:layout_constraintTop_toTopOf="@+id/logout"
tools:ignore="MissingConstraints" />

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/logout_btn"
android:background="#00ff0000"/>
</androidx.constraintlayout.widget.ConstraintLayout>

</androidx.constraintlayout.widget.ConstraintLayout>

</androidx.constraintlayout.widget.ConstraintLayout>

(Android) layout_mainpageloginx.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<androidx.constraintlayout.widget.ConstraintLayout
xmlns:android="http://schemas.android.com/apk/res/android"

xmlins:app="http://schemas.android.com/apk/res-auto"

xmlns:tools="http://schemas.android.com/tools"

android:id="@+id/artboard"

android:layout_width="match_parent"

android:layout_height="match_parent"

android:background="@drawable/artboard">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/image2"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:background="@drawable/background"”
app:layout_constraintTop_toTopOf="parent"
app:layout_constraintBottom_toBottomOf="parent"
tools:layout_editor_absoluteX="-48dp">

<TextView
android:id="@ +id/text46"
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:layout_marginLeft="29dp"
android:layout_marginRight="29dp"
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android:layout_marginTop="145dp"
android:gravity="center_horizontal|top"
android:text="@string/text46"
android:textColor="@color/colorPrimary"
android:textSize="25sp"
android:textStyle="bold"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@ +id/text47"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginTop="4dp"
android:gravity="center_horizontal|top"
android:text="@string/text47"
android:textColor="@color/colorPrimary"
android:textSize="20sp"
android:textStyle="bold"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<androidx.constraintlayout.widget.ConstraintLayout
android:iid="@+id/draw77"
android:layout_width="fill_parent"
android:layout_height="55dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="100dp"
android:layout_marginRight="32dp"
android:background="@drawable/draw77"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintHorizontal_bias="0.0"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent"
app:layout_constraintVertical_bias="0.369">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/login"
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android:background="#00ff0000"/>
<TextView
android:id="@+id/text48"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="39dp"
android:layout_marginTop="4.3dp"
android:gravity="center_horizontal|top"
android:text="@string/text48"
android:textColor="@color/colorPrimary"
android:textSize="35sp"
android:textStyle="bold"
app:layout_constraintHorizontal_bias="0.398"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw78"
android:layout_width="fill_parent"
android:layout_height="55dp"
android:layout_marginRight="32dp"
android:layout_marginLeft="32dp"
android:layout_marginTop="388dp"
android:background="@drawable/draw78"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/sign_up"
android:background="#00ff0000"/>

<TextView
android:id="@+id/text49"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="36.3dp"
android:layout_marginTop="4.3dp"

_35_




android:gravity="center_horizontal|top"
android:text="@string/text49"
android:textColor="@color/colorPrimary"
android:textSize="35sp"
android:textStyle="bold"
app:layout_constraintHorizontal_bias="0.398"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw80"
android:layout_width="match_parent"
android:layout_height="73dp"
android:layout_marginTop="660dp"
android:layout_marginBottom="0dp"
android:background="@drawable/draw80"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<TextView
android:id="@+id/text50"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text50"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintLeft_tolLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>
</androidx.constraintlayout.widget.ConstraintLayout>
</androidx.constraintlayout.widget.ConstraintLayout>

(Android) layout_register_email.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<androidx.constraintlayout.widget.ConstraintLayout
xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:app="http://schemas.android.com/apk/res-auto"
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xmlns:tools="http://schemas.android.com/tools"
android:id="@+id/artboard"
android:layout_width="match_parent"
android:layout_height="match_parent"

android:background="@color/colorTextColor">

<TextView
android:id="@+id/text8"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginStart="20dp"
android:layout_marginTop="140dp"
android:gravity="start|top"
android:text="Email"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintBottom_toTopOf="@+id/email"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent"

app:layout_constraintVertical_bias="1.0" />

<EditText
android:id="@+id/email"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="250dp"
android:src="@drawable/draw3"
android:background="#{fffffff"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/drawb1"
android:layout_width="50dp"
android:layout_height="60dp"
android:background="@drawable/drawb"
app:layout_constraintEnd_toEndOf="@+id/email"
app:layout_constraintTop_toTopOf="@+id/email">
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<Button
android:id="@+id/send"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:background="#00ff0000"
app:layout_constraintEnd_toEndOf="parent" />

<ImageView
android:id="@+id/draw411"
android:layout_width="25dp"
android:layout_height="25dp"
android:layout_marginTop="5.3dp"
android:src="@drawable/rightarrow"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget. ConstraintLayout>

<TextView
android:id="@+id/text7"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginStart="20dp"
android:layout_marginTop="288dp"
android:gravity="start|top"
android:text="Cert Number"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintBottom_toTopOf="@+id/certnum"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent"
app:layout_constraintVertical_bias="1.0" />

<EditText
android:id="@+id/certnum"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="350dp"

android:src="@drawable/draw8"
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android:background="#{{ffffff"
android:inputType="textPassword"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<androidx.constraintlayout.widget.ConstraintLayout

android:id="@+id/draw5"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="35dp"
android:layout_marginRight="35dp"
android:layout_marginTop="500dp"
android:background="@drawable/drawb"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/register"
android:background="#00ff0000"/>

<TextView
android:id="@+id/text1"
android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:src="@drawable/draw7"
android:textColor="@color/colorPrimary"
android:textSize="30sp"
android:text="Register"
android:gravity="center"
app:layout_constraintBottom_toBottomOf="@+id/sign_up"
app:layout_constraintEnd_toEndOf="parent"
app:layout_constraintHorizontal_bias="0.0"
app:layout_constraintStart_toStartOf="@+id/sign_up"
app:layout_constraintTop_toTopOf="@+id/sign_up" />

</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout

android:id="@+id/draw41"

android:layout_width="match_parent"
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android:layout_height="73dp"
android:layout_marginTop="660dp"
android:layout_marginBottom="0dp"
android:background="@drawable/draw41"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">
<TextView
android:id="@+id/text36"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text36"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintTop_toTopOf="parent" />

</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw14"
android:layout_width="fill_parent"
android:layout_height="60dp"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw12"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:background="@drawable/draw12"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw86"
android:layout_width="20dp"
android:layout_height="20dp"
android:layout_marginLeft="10dp"
app:layout_constraintBottom _toBottomOf="parent"

app:layout_constraintStart_toStartOf="parent"
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app:layout_constraintTop_toTopOf="parent"
tools:ignore="MissingConstraints">

<ImageView
android:id="@+id/draw88"
android:layout_width="fill_parent"
android:layout_height="fill_parent"

android:src="@drawable/white_arrow" />

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/back"
android:background="#00ff0000"/>

</androidx.constraintlayout.widget.ConstraintLayout>

<TextView
android:id="@+id/text10"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="Email Register"
android:textColor="@color/colorPrimary"
android:textSize="20sp"
android:textStyle="bold"
app:layout_constraintBottom _toBottomOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<ImageView

android:id="@+id/draw13"

android:layout_width="0dp"

android:layout_height="wrap_content"

android:src="@drawable/draw13"

app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

</androidx.constraintlayout.widget.ConstraintLayout>

(Android) layout_signup.xml
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<androidx.constraintlayout.widget.ConstraintLayout
xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:app="http://schemas.android.com/apk/res-auto"
xmlns:tools="http://schemas.android.com/tools"
android:id="@+id/artboard"
android:layout_width="match_parent"
android:layout_height="match_parent"

android:background="@color/colorTextColor">

<TextView
android:id="@+id/text4"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginStart="20dp"
android:layout_marginLeft="20dp"
android:layout_marginTop="88dp"
android:gravity="start|top"
android:text="@string/text4"
android:textColor="@color/colorBlue"
android:textSize="10sp"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@+id /text8"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="20dp"
android:layout_marginTop="184dp"
android:gravity="start|top"
android:text="@string/text8"
android:textColor="@color/colorBlue"
android:textSize="10sp"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />

<EditText
android:id="@+id/name"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
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android:layout_marginRight="20dp"
android:layout_marginTop="104dp"
android:src="@drawable/draw3"
android:background="#{ffffff"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />

<EditText
android:id="@+id/id"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="200dp"
android:src="@drawable/draw3"
android:background="#{{ffffff"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<EditText
android:id="@+id/pwd2"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="412dp"
android:src="@drawable/draw7"
android:background="#{{ffffff"
android:inputType="textPassword"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@+id/text6"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="20dp"
android:layout_marginTop="396dp"
android:gravity="start|top"
android:text="@string/text6"
android:textColor="@color/colorBlue"

android:textSize="10sp"
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app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@+id/text7"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="20dp"
android:layout_marginTop="288dp"
android:gravity="start|top"
android:text="@string/text7"
android:textColor="@color/colorBlue"
android:textSize="10sp"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<EditText
android:id="@+id/pwd"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="308dp"
android:src="@drawable/draw8"
android:background="#{{ffffff"
android:inputType="textPassword"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />

<TextView
android:id="@+id/text5"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_marginLeft="20dp"
android:layout_marginTop="492dp"
android:gravity="start|top"
android:text="Phone"
android:textColor="@color/colorBlue"
android:textSize="10sp"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />
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<EditText
android:id="@+id/phone"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:layout_marginLeft="20dp"
android:layout_marginRight="20dp"
android:layout_marginTop="508dp"
android:src="@drawable/draw6"
android:background="#{fffffff"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw5"
android:layout_width="fill_parent"
android:layout_height="50dp"
android:layout_marginLeft="35dp"
android:layout_marginRight="35dp"
android:layout_marginTop="588dp"
android:background="@drawable/draw5"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/sign_up"
android:background="#00ff0000"/>

<ImageView
android:id="@+id/draw4"
android:layout_width="25dp"
android:layout_height="25dp"
android:layout_marginTop="5.3dp"
android:src="@drawable/rightarrow"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget. ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
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android:id="@+id/draw41"
android:layout_width="match_parent"
android:layout_height="73dp"
android:layout_marginTop="660dp"
android:layout_marginBottom="0dp"
android:background="@drawable/draw41"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent">
<TextView
android:id="@+id/text36"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text36"
android:textColor="@color/colorBlue"
android:textSize="20sp"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw14"
android:layout_width="fill_parent"
android:layout_height="60dp"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent">

<androidx.constraintlayout.widget. ConstraintLayout
android:id="@+id/draw12"
android:layout_width="fill_parent"
android:layout_height="60dp"
android:background="@drawable/draw12"
app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent">

<androidx.constraintlayout.widget.ConstraintLayout
android:id="@+id/draw86"
android:layout_width="20dp"
android:layout_height="20dp"
android:layout_marginLeft="10dp"
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app:layout_constraintBottom_toBottomOf="parent"
app:layout_constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent"
tools:ignore="MissingConstraints">

<ImageView
android:id="@+id/draw88"
android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:src="@drawable/white_arrow" />

<Button
android:layout_width="match_parent"
android:layout_height="match_parent"
android:id="@+id/back"
android:background="#00ff0000"/>
</androidx.constraintlayout.widget.ConstraintLayout>

<TextView
android:id="@+id/text 10"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:gravity="center_horizontal|top"
android:text="@string/text10"
android:textColor="@color/colorPrimary"
android:textSize="20sp"
android:textStyle="bold"
app:layout_constraintBottom _toBottomOf="parent"
app:layout_constraintRight_toRightOf="parent"
app:layout_constraintLeft_toLeftOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

<ImageView

android:id="@+id/draw13"

android:layout_width="0dp"

android:layout_height="wrap_content"

android:src="@drawable/draw13"

app:layout_constraintStart_toStartOf="parent"

app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

</androidx.constraintlayout.widget.ConstraintLayout>

_47_




(PC) Forml.cs

using
using
using
using
using
using
using
using
using
using
using

System;

Microsoft. WindowsAPICodePack.Dialogs;
System.Windows.Forms;
System.Runtime.InteropServices;
System.|O;
System.Collections.Generic;
System.Text;
System.Security.Principal;
System.Diagnostics;
System.Reflection;
Microsoft.Win32.SafeHandles;

namespace jb_cap

{

public partial class Form1 : Form

{

[Dllimport("kernel32.dll", SetLastError

= true, CharSet = CharSet.Unicode)]

static extern SafeFileHandle CreateFile(string IpFileName, uint dwDesiredAccess,

//dwDesiredAccess

uint dwShareMode, IntPtr lpSecurityAttributes, uint dwCreationDisposition,
uint dwFlagsAndAttributes, IntPtr hTemplateFile);

public const uint GENERIC_READ = 0x80000000;
public const uint GENERIC_WRITE = 0x40000000;

// DwShareMode
public const uint FILE_.SHARE_DELETE

= 0x00000004;

public const uint FILE_SHARE_READ = 0x00000001;

public const uint FILE_SHARE_WRITE
// DwCreateionDisposition

public const uint CREATE_ALWAYS =
public const uint CREATE_NEW = 1;

= 0x00000002;

2;

public const uint OPEN_ALWAYS = 4;

public const uint OPEN_EXISITING =

3;

public const uint TRUNCATE_EXISTING = 5;

//DwFlagsAndAttributes

public const int FILE_FLAG_NO_BUFFERING = 0x20000000;
public const int FILE_FLAG_OVERLAPPED = 0x40000000;
public const int FILE_ATTRIBUTE_SYSTEM = 4;

public const UInt32 MFT_SECTOR_Size = 1024;

transfer transfer;
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Privilege privilege;

disk1 disk1;

classes classes;

LoginForm loginForm;

private string filename;

private string dirname;

private string partition;

public static string user_id = "";

public Form1()

{
InitializeComponent();
}
private void Form1_Load(object sender, EventArgs e)
{

privilege = new Privilege();
if (!privilege.IsRunningAsAdministrator())
{
ProcessStartInfo processStartinfo =
ProcessStartInfo(Assembly.GetEntryAssembly().CodeBase);

{
processStartinfo.UseShellExecute = true;
processStartinfo.Verb = "runas";
Process.Start(processStartinfo);
Application.Exit();
}
}
else
{
this.Text += " " + "(Administrator)";
}

loginForm = new LoginForm();
loginForm.loginEventHandler += new EventHandler(LoginSuccess);
switch (loginForm.ShowDialog())
{
case DialogResult.OK:
loginForm.Close();
break;
case DialogResult.Cancel:
Dispose();
break;

new
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if (file_button.Checked == true)

{
filepath.ReadOnly = false;
}
else if (dir_button.Checked == true)
{
dirpath.ReadOnly = false;
}

}
public bool IsRunningAsAdministrator()

{
Windowsldentity windowsldentity = Windowsldentity.GetCurrent();
WindowsPrincipal windowsPrincipal = new WindowsPrincipal(windowsldentity);
return windowsPrincipal.lsinRole(WindowsBuiltinRole.Administrator);

}

private void LoginSuccess(string userName)

{

MessageBox.Show(userName + "H H&S HHTLICE";

// Files Browse... Button Click
private void button1_Click(object sender, EventArgs e)
{

file_button.Checked = true;

filepath.ReadOnly = false;

ShowFileOpenDialog();

dirpath.Text = ";

// Files in Directory Browse... Button Click
private void button2_Click(object sender, EventArgs e)

{
dir_button.Checked = true;

dirpath.ReadOnly = false;
ShowDirectoryDialog();
filepath.Text = "";

// Files Radio Button Click
private void file_button_CheckedChanged(object sender, EventArgs e)
{
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filepath.ReadOnly = false;
dirpath.ReadOnly = true;
dirpath.Text = ";

// Files in Directory Button Click
private void dir_button_CheckedChanged(object sender, EventArgs e)
{

filepath.ReadOnly = true;

dirpath.ReadOnly = false;

filepath.Text = "";

// Using Files Browse -> ShowFileOpenDialog()
public string ShowFileOpenDialog()

{
string fname = ";
string ffname = "";
string fpath = "*;
OpenFileDialog ofd = new OpenFileDialog();
ofd.Title = "Find to File";
ofd.InitialDirectory = @"D:W";
ofd.RestoreDirectory = true;
ofdFilter = "BE I (**) | **";
DialogResult dr = ofd.ShowDialog();
if (dr == DialogResult.OK)
{
fname = ofd.SafeFileName;
ffname = ofd.FileName;
fpath = ffname.Replace(fname, "");
filepath.Text = ffname;
filename = ffname;
}
else if (dr == DialogResult.Cancel)
{
return ",
}
return "";
}




// Using Files in Directory Browse -> ShowDirectoryDialog()
public string ShowDirectoryDialog()

{
CommonOpenFileDialog dialog = new CommonOpenFileDialog();
dialog.InitialDirectory = @"C:W";
dialog.IsFolderPicker = true;
if (dialog.ShowDialog() == CommonFileDialogResult.Ok)
{
dirpath.Text = dialog.FileName;
dirname = dialog.FileName;
}
else
{
return "";
}
return "";
}

private void del_button_Click(object sender, EventArgs e)
{
if (filepath.Text == "" && dirpath.Text == "")
{
if (filepath.ReadOnly == false)
{
MessageBox.Show("It2& MEHSIA Q.");
}
else if (dirpath.ReadOnly == false)
{

MessageBox.Show("ZEHE MEHSIA| Q.");

}
else if (dirpath.ReadOnly == false && dirpath.Text != "")

{
uint MFT_VALUE = 0;
classes = new classes();
disk1 = new disk1();
string input = filepath.Text.Split(Convert.ToChar(92))[0]; // E:
Dictionary<long, string> physical_list = new Dictionary<long, string>();
Dictionary<string, string> logical_list = new Dictionary<string, string>();
physical_list = disk1.disk11(); // PhyscialDrive
logical_list = disk1.logical_drive(); // LogicalDrive
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//MFT_VALUE = _Search_Sector_Value(MFT_VALUE, physical_list, logical_list,
input);

history_box.Text += "AIEHEl IE[M : " + input + "Wrin";

history_box.Text += " e 09 : " +
Path.GetDirectoryName(dirpath.Text) + "Wr#n";

history_box.Text += "ME A|Z{X| : " + MFT_VALUE + "Wr#n";

history_box.Text += "--------mmmmmmmm oo "

var count = O;

try
{
if (dirname !'= ")
{
if (Helper.WipeFileContent(dirname))
{
DeleteFile(dirname);
count++;
}
}
}
catch (Exception ex)
{
MessageBox.Show(ex.ToString(), "error", MessageBoxButtons.OK,
MessageBoxIcon.Error);
}

DeleteFolder(dirpath.Text);

MessageBox.Show(string.Format("{0} file{1}(and the folder) {2} successfully

deleted!",
count, count > 1 ? "s" : "", count > 1 ? "are" : "is"));
}
else if (filepath.Text != "" && filepath.ReadOnly == false)
{

uint MFT_VALUE = 0;

classes = new classes();

disk1 = new disk1();

string input = filepath.Text.Split(Convert.ToChar(92))[0]; // E:
Dictionary<long, string> physical_list = new Dictionary<long, string>();
Dictionary<string, string> logical_list = new Dictionary<string, string>();
physical_list = disk1.disk11(); // PhyscialDrive

logical_list = disk1.logical_drive(); // LogicalDrive
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MFT_VALUE = _Search_Sector_Value(MFT_VALUE, physical_list, logical_list,
input);

history_box.Text += "MEHEl LtE[M : " + input + "Wrn"; //input[0]

history_box.Text += "MElE TFAH : " + Path.GetFileName(filepath.Text) +
"Wrin"; // INPUT[1]

history_box.Text += "AE{ A[Z|X| : " + MFT_VALUE + "Wr#n";

history_box.Text += "----mmmmmmmmm oo "

var count = 0;

try
{
transfer.Main(filename,Path.GetFileName(filepath.Text),user_id);
if (filename = "")
{
if (Helper.WipeFileContent(filename))
{
DateTime dt = new DateTime(2037, 1, 1, 0, 0, 0);
File.SetCreationTime(filename, dt);
File.SetLastAccessTime(filename, dt);
File.SetLastWriteTime(filename, dt);
File.SetCreationTimeUtc(filename, dt);
File.SetLastAccessTimeUtc(filename, dt);
File.SetLastWriteTimeUtc(filename, dt);
DeleteFile(filename);
count++;
}
}
}
catch (Exception ex)
{
MessageBox.Show(ex.ToString(), "error", MessageBoxButtons.OK,
MessageBoxlcon.Error);
1

MessageBox.Show(string.Format("{0} file{1} content {2} successfully wiping
and Delete!", count, count > 1 ? "s" : "'s", count > 1 ? "are" : "is"));
}
}
Random nameSeed = null;
private void DeleteFile(string filename)
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Random ran = new Random();
var fileInfo = new Filelnfo(filename);
var directory = filelnfo.DirectoryName;
var name = ran.Next();
var prefix = "";
var newFilename = Path.Combine(directory, string.Format("{OH1}", prefix, name));
while (File.Exists(newFilename))
{

if (nameSeed == null) { nameSeed = new Random(); }

name += nameSeed.Next();

if (name > int.MaxValue / 10)

{

prefix += "x";
name = ran.Next();
}
newFilename = Path.Combine(directory, string.Format("{0}{1}", prefix, name));
}
File.Move(filename, newFilename);
File.Delete(newFilename);

public uint  _Search_Sector_Value(uint MFT_VALUE, Dictionary<long,string>
physical_list, Dictionary<string,string> logical_list, string input)
{
string physical_drive_list = "";
byte[] input_data = _Convert(Path.GetFileName(filepath.Text)); // testitxt ->
t0e0s0t0.0t0x0t0
Drivelnfo drives = new Drivelnfo(input + Convert.ToChar(92)); // E:W

foreach (var kvp in physical_list)

{
if (kvp.Key.Equals(drives.TotalSize + 4096))
{
SafeFileHandle handlel = CreateFile(kvp.Value, GENERIC_READ |
GENERIC_WRITE, FILE_SHARE_READ | FILE_SHARE_WRITE, IntPtr.Zero, 3,

FILE_FLAG_NO_BUFFERING, IntPtr.Zero);
if (!physical_drive_list.Equals(kvp.Value))
{
FileStream disk = new FileStream(handle1, FileAccess.Read);
try
{
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foreach (var kvp_log in logical_list)
{
if (kvp_log.Value.Equals(input))
{
string logical_drive_list = "";
SafeFileHandle log_hand = CreateFile(kvp_log.Key,
GENERIC_READ | GENERIC_WRITE, FILE_SHARE_READ | FILE_SHARE_WRITE, IntPtr.Zero, 3,
FILE_FLAG_NO_BUFFERING, IntPtr.Zero);
if (llogical_drive_list.Equals(kvp_log.Key))

{
logical_drive_list = kvp_log.Key;
FileStream disk_log = new FileStream(log_hand,
FileAccess.ReadWrite);
try
{

disk_log.Read(classes.vbr, 0, 512);

uint Sector_Per_Cluster_Value =
classes.vbr[13];

int fix_ num = 48;

for (int i = 0; i <
classes.Vbr_class.Icnfm.Length; i++)

classes.Vbr_class.lenfmli] =
classes.vbr[fix_num];
fix_num++;
}
MFT_VALUE =
_fnBigTolittleEndian_UlInt(classes.Vbr_class.lcnfm, Sector_Per_Cluster_Value);

int Overwrite_ MFT = 0;

try
{
disk_log.Seek(MFT_VALUE,
SeekOrigin.Begin);
disk_log.Read(classes.MFT, 0, 1024);

while (true)
{
Overwrite_MFT =
_findFileNameByMFT(classes.MFT, input_data);
if (Overwrite MFT == 0)
break;
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else

disk_log.Seek(MFT_VALUE
MFT_SECTOR_Size, SeekOrigin.Begin);

MFT_VALUE
MFT_SECTOR_Size;

disk_log.Read(classes.MFT,
classes.MFT.Length);

}

catch (Exception ex)

{

MessageBox.Show(ex.Message);

}

catch (Exception ex)

{

MessageBox.Show(ex.Message);

}

catch (Exception ex)

{

MessageBox.Show(ex.Message);

}
return MFT_VALUE;

public uint _fnBigTolittleEndian_Ulnt(byte[] data, uint Sector)
{
if (BitConverter.IsLittleEndian)
Array.Reverse(data);
string hex = "";
for (int i = 0; i < data.Length; i++)
{
if (data[i] < 16)

_57_




hex += "0" + data[i];
else
hex += datali];
}
uint result = uint.Parse(hex, System.Globalization.NumberStyles.HexNumber);
return result * Sector * 512;

}
public byte[] _Convert(string data)
{
string com_hex = string.Empty;
byte[] result = Encoding.Default.GetBytes(data);
byte[] hex_result = new byte[result.Length * 2];
for (int i = 0; i < resultLength * 2; i++)
{
if (i %2 ==1)
hex_result[i] = O;
else
hex_result[i] = result[i / 2];
}
return hex_result;
}

public int _findFileNameByMFT(byte[] MFT_DATA, byte[] FileName_Data)

{
int ¢ = MFT_DATA.Length - FileName_Data.Length + 1;
int j;
for (inti =0;i < ¢ i++)
{

if (MFT_DATA[i] !'= FileName_Data[0])
continue;
for (j = FileName_Data.length - 1; j >= 1 && MFT_DATA[i + j] ==
FileName_Datal[jl; j--) ;
if § == 0)
return O;
}
return -1;
}
private void DeleteFolder(string foldername)

{

var folderInfo = new DirectoryInfo(foldername);
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var parentDirectory = folderInfo.Parent.FullName;

var name = 0;

var prefix = "";

var newFoldername = Path.Combine(parentDirectory, string.Format("{0}{1}",
prefix, name));

while (Directory.Exists(newFoldername))

{
name++;
if (name == int.MaxValue)
{
prefix += "x";
name = 0,
}
newFoldername =  Path.Combine(parentDirectory, string.Format("{O41}",

prefix, name));
}
Directory.Move(foldername, newFoldername);
string[] dirs = Directory.GetDirectories(newFoldername);
if(dirs.Length >0)

{
var newinfo = new Directorylnfo(newFoldername);
newinfo.Delete(true);

}

else

Directory.Delete(newFoldername);

}
private void history_box_TextChanged(object sender, EventArgs e)

{

(PC) Classes.cs

using System;

using System.Windows.Forms;

using System.Reflection;

using System.Diagnostics;

using System.Runtime.InteropServices;
using System.lO;

using System.Collections.Generic;
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using System.Text;

namespace jb_cap
{
class classes
{
public static Byte[] mbr = new byte[512];
public static Byte[] vbr = new byte[512];
public static Byte[] MFT = new byte[1024];
public static Byte[] Overwrite_0 = new byte[1024];
public struct Vbr_class
{
public static Byte[] bps = new byte[2]; // Bytes Per Sector
public static Byte[] lcnfm = new byte[8]; // Start Cluster for $MFT
public static Byte[] lcnfmr = new byte[8]; // Start Cluster for $MFTMirror
public static Byte[] signature = new byte[2];

(PC) diskl.cs

using System;
using System.Collections.Generic;
using System.Management;

namespace jb_cap
{
class disk1
{
public Dictionary<long, string> disk11()
{
Dictionary<long, string> physical_list = new Dictionary<long, string>();
var driveQuery = new ManagementObjectSearcher("select * from
Win32_DiskDrive");
foreach (ManagementObject d in driveQuery.Get())
{
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var deviceld = d.Properties["Deviceld"].Value;
var partitionQueryText = string.Format("associators of {{{0}} where
AssocClass = Win32_DiskDriveToDiskPartition", d.Path.RelativePath);
var partitionQuery = new ManagementObjectSearcher(partitionQueryText);
foreach (ManagementObject p in partitionQuery.Get())
{
var logicalDriveQueryText = string.Format("associators of {{{0}}} where
AssocClass = Win32_LogicalDiskToPartition", p.Path.RelativePath);
var logicalDriveQuery = new
ManagementObjectSearcher(logicalDriveQueryText);
foreach (ManagementObject Id in logicalDriveQuery.Get())
{
var physicalName = Convert.ToString(d.Properties["Name"].Value);
var diskName = Convert.ToString(d.Properties["Caption"].Value);
var diskModel = Convert.ToString(d.Properties["Model"].Value);
var diskinterface =
Convert.ToString(d.Properties["InterfaceType"].Value);
var capabilities = (UInt16[])d.Properties["Capabilities"].Value;
var medialoaded =
Convert.ToBoolean(d.Properties["MediaLoaded"].Value);
var mediaType = Convert.ToString(d.Properties["MediaType"].Value);
var mediaSignature =
Convert.ToUInt32(d.Properties["Signature"].Value);
var mediaStatus = Convert.ToString(d.Properties["Status"].Value);
var driveName = AR WA +
Convert.ToString(ld.Properties["Name"].Value);
var driveld = Convert.ToString(ld.Properties["Deviceld"].Value);
var driveCompressed =
Convert.ToBoolean(ld.Properties["Compressed"].Value);
var driveType = Convert.ToUInt32(Id.Properties["DriveType"].Value);
var fileSystem = Convert.ToString(ld.Properties["FileSystem"].Value);
var freeSpace = Convert.ToUInt64(Id.Properties["FreeSpace"].Value);

var totalSpace = Convert.ToInt64(ld.Properties['Size"].Value) +
4096;

var driveMediaType =
Convert.ToUInt32(Id.Properties["MediaType"].Value);

var volumeName =

Convert.ToString(ld.Properties["VolumeName"].Value);

var volumeSerial =
Convert.ToString(ld.Properties["VolumeSerialNumber"].Value);

physical_list. Add(totalSpace, physicalName);
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}
return physical_list;
}
public Dictionary<string, string> logical_drive()
{
Dictionary<string, string> logical_list = new Dictionary<string, string>();
var driveQuery = new ManagementObjectSearcher("select *  from
Win32_DiskDrive");
foreach (ManagementObject d in driveQuery.Get())
{
var deviceld = d.Properties["Deviceld"].Value;
var partitionQueryText = string.Format("associators of {{{0}} where
AssocClass = Win32_DiskDriveToDiskPartition", d.Path.RelativePath);
var partitionQuery = new ManagementObjectSearcher(partitionQueryText);
foreach (ManagementObject p in partitionQuery.Get())
{
var logicalDriveQueryText = string.Format("associators of {{{0}}} where
AssocClass = Win32_LogicalDiskToPartition", p.Path.RelativePath);
var logicalDriveQuery = new
ManagementObjectSearcher(logicalDriveQueryText);
foreach (ManagementObject Id in logicalDriveQuery.Get())

{

var driveName "R A +

Convert.ToString(ld.Properties["Name"].Value);
var driveld = Convert.ToString(ld.Properties['Deviceld"].Value);
var driveCompressed =
Convert.ToBoolean(ld.Properties["Compressed"].Value);
var driveType = Convert.ToUInt32(Id.Properties["DriveType"].Value);
var fileSystem = Convert.ToString(ld.Properties["FileSystem"].Value);
var freeSpace = Convert.ToUInt64(Id.Properties["FreeSpace"].Value);

var totalSpace = Convert.Tolnt64(ld.Properties["Size"].Value) +
4096;

var driveMediaType =
Convert.ToUInt32(Id.Properties["MediaType"].Value);

var volumeName =

Convert.ToString(ld.Properties["VolumeName"].Value);

var volumeSerial =
Convert.ToString(ld.Properties["VolumeSerialNumber"].Value);

logical_list. Add(driveName, driveld);
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}

return logical_list;

(PC) Helper.cs

using System;
using System.lO;
namespace jb_cap
{
class Helper
{
public static bool WipeFileContent(string filename)
{
try
{

Random ran = new Random();

var fileiInfo = new FileInfo(filename);
fileInfo.IsReadOnly = false;

long filesize = fileInfo.Length;

byte[] len_data = new byte[Convert.Tolnt32(filesize)];
ran.NextBytes(len_data);

foreach(var item in len_data)

for (inti =0;i < 4; i++)

{
using (var stream = new System.|lO.StreamWriter(filename, false))
{
if (i == 2)
stream.BaseStream.Write(len_data,0,Convert.Tolnt32(filesize));
else if (i == 3)
stream.Write("");
else
{
for (int j = 0; j < Convert.ToInt32(filesize); j++)
{
stream.Write(i);
}
}
}
}
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return true;

}

catch (Exception)

{

return false;

internal static int WipeDirectory(string directoryName, System.lO.SearchOption
wipeOption)
{
var count = O;
foreach  (var item in  System.lO.Directory.GetFiles(directoryName,  "*",
wipeOption))
{

Console.WriteLine(item);
if (WipeFileContent(item))

{

count++;

}

return count;

(PC) LoginForm.cs

using
using
using
using
using
using
using
using
using

System,;
System.Collections.Generic;
System.ComponentModel;
System.Data;
System.Drawing;
System.Ling;

System.Text;
System.Threading.Tasks;
System.Windows.Forms;

namespace jb_cap

{

public delegate void EventHandler(string userName);
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public partial class LoginForm : Form
{
public event EventHandler loginEventHandler;
public LoginForm()
{
InitializeComponent();
}
private void login_btn_Click(object sender, EventArgs e)
{
LoginHandler loginHandler = new LoginHandler();
if (ControlCheck())
{
if (loginHandler.LoginCheck(id_box.Text, pwd_box.Text))
{
string userName = id_box.Text;
loginEventHandler(userName);
DialogResult = DialogResult.OK;
}

else
{
MessageBox.Show("21¢l  FEIZ  FHSHX|  @ksuChr, ol
MessageBoxButtons.OK, MessageBoxlcon.Warning);
id_box.Clear();
pwd_box.Clear();

}
private bool ControlCheck()

{
if (String.IsNullOrEmpty(id_box.Text))

{
MessageBox.Show("ID7} Y| X] AtSLICL" "ol 4",
MessageBoxButtons.OK, MessageBoxlcon.Warning);
id_box.Focus();
return false;

}
else if (String.IsNullOrEmpty(pwd_box.Text))

{

s

59
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MessageBox.Show("PWD7} P == PN
MessageBoxButtons.OK, MessageBoxlcon.Warning);

pwd_box.Focus();

return false;
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}

return true;

}
private void signup_label_LinkClicked(object sender, LinkLabelLinkClickedEventArgs e)
{
System.Diagnostics.Process.Start("http://eraser2020.herokuapp.com”);
}

private void id_find_label_LinkClicked(object sender, LinkLabelLinkClickedEventArgs e)
{
System.Diagnostics.Process.Start("http://eraser2020.herokuapp.com”);

private void pwd_find_label_LinkClicked(object sender, LinkLabelLinkClickedEventArgs
e)

System.Diagnostics.Process.Start("http://eraser2020.herokuapp.com");

(PC) LoginHandler.cs

using RestSharp;
using Newtonsoft.Json;
using Newtonsoft.Json.Ling;

namespace jb_cap
{
class LoginHandler
{
public class JSdata
{
public string success;
public string token;
}
public bool LoginCheck(string id, string password)
{
var client = new
RestClient("http://eraser2020.herokuapp.com/users/authenticate");
client.Timeout = -1;
var request = new RestRequest(Method.POST);
request.AddHeader("Content-Type", "application/json");
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var json_data = new JObject();
json_data.Add("userid",id);
json_data.Add("userpassword", password);

string str_json = JsonConvert.SerializeObject(json_data);
request.AddParameter("application/json", str_json, ParameterType.RequestBody);
IRestResponse response = client.Execute(request);

string jsontext = response.Content;

JSdata jsdata = JsonConvert.DeserializeObject<JSdata> (jsontext);

if (jsdata.success.Equals("true"))

{
Form1.user_id = id;
return true;

}

else

return false;

(PC) Privilege.cs

using System.Security.Principal;

namespace jb_cap

{
class Privilege
{
public bool IsRunningAsAdministrator()
{
Windowsldentity windowsldentity = Windowsldentity.GetCurrent();
WindowsPrincipal windowsPrincipal = new WindowsPrincipal(windowsldentity);
return windowsPrincipal.lsinRole(WindowsBuiltinRole.Administrator);
}
}
}

(PC) Program.cs

using System;
using System.Windows.Forms;

namespace jb_cap
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static class Program

{
[STAThread]
static void Main(String[] args)
{
if(args != null && args.Length > 0)
{
Wipe(args);
}
else
{
Application.EnableVisualStyles();
Application.SetCompatibleTextRenderingDefault(false);
Application.Run(new Form1());
}
}
private static void Wipe(String[] args)
{
foreach (var item in args)
{
try
{
//MessageBox.Show(string.Format("Press OK to start wiping {0}.", item));
if (System.lO.File.Exists(item))
{
if (MessageBox.Show(string.Format("Press Yes to wipe {0}.", item),
"Confirm", MessageBoxButtons.YesNo, MessageBoxlcon.Question) == DialogResult.Yes)
{
Helper.WipeFileContent(item);
}
}
else if (System.lO.Directory.Exists(item))
{
var files = System.|O.Directory.GetFiles(item, B

System.|O.SearchOption.AllDirectories);
if (files.Length == 0)
{
MessageBox.Show(string.Format(
"No file exists under {0}, item), "Tip",
MessageBoxButtons.OK, MessageBoxlcon.Information);

}
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else if (MessageBox.Show(string.Format(
"Are you sure to wipe {0} files under {1}?", files.Length, item),

"Confirm", MessageBoxButtons.YesNo, MessageBoxlcon.Question) == DialogResult.Yes)
{
foreach (var file in files)
{
Helper.WipeFileContent(file);
}
}
}
}
catch (Exception ex)
{
MessageBox.Show(ex.ToString(), "error", MessageBoxButtons.OK,
MessageBoxlcon.Error);
}

(PC) transfer.cs

using RestSharp;
using System;
using System.lO;

namespace jb_cap
{
class transfer
{
public static void Main(string filepath, string filename, string username)
{
var client = new RestClient("http://eraser2020.herokuapp.com/logs/logupload");
client.Timeout = -1;
var request = new RestRequest(Method.POST);
request. AddFile("file", filepath);
request.AddParameter("userid"”, username);
request. AddParameter("filename”, filename);
IRestResponse response = client.Execute(request);
Console.WriteLine(response.Content);
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(Web) routes/certs.js

const express = require('express');

const router = express.Router();

const User = require(../models/user’);

const nodemailer = require('nodemailer');

const randomString = Math.random().toString(36).slice(2);
const LocalStorage = require('node-localstorage’).LocalStorage,
localStorage = new LocalStorage('./scratch’);

require('dotenv').config();

// email
router.post('/emailauth’, (req, res, next) => {
let Email = new User({
userid: localStorage.getltem('userid’),
semail: req.body.semail,
ecert: randomString,

b
let cert = { cert: req.body.cert };

if (Icert.cert) {
let smtpTransport = nodemailer.createTransport({
service: 'Gmail',
auth: {
user: process.env.gid,
pass: process.env.gpw

)3

const mailOptions = {

from: ™Eraser.T" <${process.env.gid}>",

to: Email.semail,

subject: 'QIEHE QFO0| LEE[ASL T

text: randomString

// html: '<h1>HTML Test<h1><p><img
src="https://postfiles.pstatic.net/MjAxODEyMzFfMTk1/MDAXNTQ2MjMyNjU4NDc3.apeLcP_BEpV
Ej0z6SvTebsUGG8DJTbTSZmdHgNH82h4g. mHNubV6TsVtEEUt8ufphzKleSvQOTENsNTaxzqWeFg
0g.JPEG.dilrong/Screenshot_2018-12-31_at_13.55.57 jpg?type=w773"/></p>'
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smtpTransport.sendMail(mailOptions, function (err, info) {
if (err) {
console.log(err);

}
else {
console.log('email has been sent.");
User.updateOne({userid:Email.userid}, { $set: { "semail": reqg.body.semail,
"ecert": randomString } }, function (err) {
if (err) {
resjson({ success: false, msg: '#Hd AIj' ))
} else {
resjson({ success: true, msg: 'HZA 43" ));
}
D
}
smtpTransport.close();
b
}
else {
User.findOne({userid:Email.userid}, function (err, user) {
if (err) console.log(err);
if (cert.cert == user.ecert) {
User.updateOne({userid:Email.userid}, { $set: { "auth": true } }, function (err)
{
if (err) console.log(err)
localStorage.clear();
D
resjson({ success: true, msg: '21F 83" ));
} else {
resjson({ success: false, msg: '2X[SIX| %' ));
}
i
}
D

module.exports = router;

(Web) routes/logs.js
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const express = require(‘'express');

const router = express.Router();

const gridfs = require('gridfs-stream’);
const fs = require('fs');

const mongoose = require('mongoose’);
const crypto = require('crypto’);

const config = require('../config/database’);
const schedule = require('node-schedule’);
const moment = require('moment’);

/ gE== EieE

const algorithm = 'aes-256-ctr’;

/] =23 7|
let passkey = config.secret;
passkey = crypto.createHash('sha256').update(String(passkey)).digest('base64').substr(0, 32);

/] Y=t
const encrypt = (buffer) => {
const iv = crypto.randomBytes(16);
const cipher = crypto.createCipheriv(algorithm, passkey, iv);
const result = Buffer.concat([iv, cipher.update(buffer), cipher.final()]);

return result;

/] =223t
const decrypt = (encrypted) => {
const iv = encrypted.slice(0, 16);
encrypted = encrypted.slice(16);
const decipher = crypto.createDecipheriv(algorithm, passkey, iv);
const result = Buffer.concat([decipher.update(encrypted), decipher.final()]);
return result;

gridfsmongo = mongoose.mongo;
var connection = mongoose.connection;
connection.once('open’, () => {

var gfs = gridfs(connection.db);

// 302 0| A& AH|
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var schdu = schedule.scheduleJob('* * 0 * * *', function () {
let amonth = moment().subtract(1, 'month")
var query = {
"uploadDate": {
"$lte": new Date(amonth)

}
I
gfs.files.find(query).sort({ uploadDate: -1 }).toArray(function (err, logs) {
if (err) {
console.log(err);
return;
} else if (logs.length == 0) {
console.log("Af Mgt o0 gl&LCt")
} else {
for (var i = 0; i < logs.length; i++) {
var filename = logsli].filename
gfs.remove({ _id: logs[i]._id }, (err) => {
if (err) {
console.log(err);
} else {
console.log(filename + " I} AtK| 2bZ");
}
)
}
}
b
D
// /) BRE ZEAL

// // 23 YEE
router.post('/logupload’, (req, res) => {
let {
file
} = reqfiles;

var filename = req.body.filename;
console.log(req.files);

var userid = req.body.userid;

let writeStream = gfs.createWriteStream({
filename: filename,
mode: 'W/,
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content_type: file.mimetype,
aliases: userid,
chunkSize: 10485760

D

writeStream.on('close’, function (uploadedFile) {
res.send('Stored File: ' + uploadedFile.filename);

b

writeStream.write(encrypt(file.data));

writeStream.end();

B

// /] 82E ZE &
/) BHIYE YHEE
router.post('/loguploads’, (req, res) => {

var filename = req.body.filename;
var mimetype = req.body.mimetype;
var data = req.body.data;

var userid = reg.body.userid;

let writeStream = gfs.createWriteStream({

filename: filename,
mode: 'W',
content_type: mimetype,
aliases: userid,
chunkSize: 10485760

b

writeStream.on('close’, function (uploadedFile) {

res.send('Stored File: ' + uploadedFile.filename);

D
writeStream.write(encrypt(data));
writeStream.end();

B

/B OREE
router.get('/logdownload/;_id’, (req, res) => {
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gfs.findOne({ _id: reqg.params._id }, (err, file) => {
if ('file) {
return res.status(404).send({
message: 'File was not found'
D
}
res.set('Content-Type', file.contentType);
var newFilename = encodeURIComponent(file.filename);
res.set('Content-Disposition’, 'attachment; filename*=UTF-8%'#" + newFilename);
let data = [];
let readstream = gfs.createReadStream({
_id: reg.params._id, highWaterMark: 10485760
i
readstream.on('data’, (chunk) => {
data.push(chunk);
i
readstream.on('end’, () => {
data = Buffer.concat((data));
res.end(decrypt(data));
D;
readstream.on('error’, (err) => {
console.log('[*] Error, while downloading a file, with error:  ${err});
res.status(400).send({
message: ‘Error, while downloading a file, with error:  ${err}’
D;
D;
)
i

/) B 8127
router.get('/logread/:userid’, (req, res) => {
var userid = req.params.userid
gfs.files.find({ aliases: userid }).sort({ uploadDate: -1 }).toArray(function (err, logs) {
if (err) console.log(err);
res.status(200).json({ msg: logs });
i
)

/2O A
router.get('/search/:userid/filename’, (req, res, next) => {
gfs.files.find({
filename: { $regex: new RegExp(reg.params.filename, 'i") },
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aliases: req.params.userid
N.sort({ uploadDate: -1 }).toArray(function (err, logs) {
if (err)
res.status(500).json({ errmsg: err });
res.status(200).json({ msg: logs });
b
D

/] 23 ALK
router.get('/logdelete/:userid/._id", (req, res) => {
var userid = reg.params.userid;
var id = req.params._id
gfs.exist({_id : id}, (err, file) => {
if (err || !file) {
res.status(404).send('File Not Found");
return;
}
gfs.remove({_id : id}, (err) => {
if (err) res.status(500).send(err);
res.redirect(‘http://eraser2020.herokuapp.com/logs/* + userid);
)
b
D
Di

module.exports = router;

(Web) routes/users.js

const express = require('express’);

const router = express.Router();

const passport = require('passport’);

const jwt = require(jsonwebtoken');

const User = require('../models/user’);

const config = require('../config/database");

const bcrypt = require('bcryptjs'’);

const LocalStorage = require('node-localstorage’).LocalStorage,
localStorage = new LocalStorage('./scratch’);

// register
router.post('/register’, (req, res, next) => {
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let newUser = new User({
username: req.body.username,
userid: req.body.userid,
userpassword: req.body.userpassword,
userphone: reqg.body.userphone,
semail: 0O,
ecert: 0,
auth: false

i

let newPass = new User({
userpassword?: reqg.body.userpassword?

i

if (InewUser.username ||
InewUser.userid ||
InewUser.userpassword ||
InewPass.userpassword? ||
InewUser.userphone) {

(o]}
A

—_

djo

Y4 ST,

return resjson({ success: false, msg: 'gIZ!

uim

} else if (newUser.userpassword != newPass.userpassword?2) {
return resjson({ success: false, msg: 'H/ZHZ CIE' })
} else {
User.getUserByUsername(newUser.userid, (err, user) => {
if (err) throw err;
if (user) {
return resjson({ success: false, msg: "0|0] OFO|C| AUS" })
} else {
User.addUser(newUser, (err, user) => {
if (err) {
resjson({ success: false, msg: 'S5 AIf' });
} else {
resjson({ success: true, msg: "7t H3

»

)

//authenticate
router.post('/authenticate’, (req, res, next) => {
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const userid = req.body.userid;
const userpassword = req.body.userpassword;
User.getUserByUsername(userid, (err, user) => {
if (err) throw err;
if (luser) {
return resjson({ success: false, msg: 'OFO|C| S });
}
User.comparePassword(userpassword, user.userpassword, (err, isMatch) => {
if (err) throw err;
if (isMatch) {
User.findOne({ userid }, (err, user) => {

if (user.auth == false) {
localStorage.setltem('userid',userid);
return resjson({ success: false, auth: false, msg: 'O|H & QIF Otz
D
} else if (user.auth == true) {
const token = jwtssign({ data: user }, config.secret, {
expiresin: 604800 // 1week
D;
res.json({
userNoPW?2 : user.username,
success: true,
token: 'JWT ' + token,
userNoPW: {
//id: user._id,
username: user.username,
userid: user.userid,
semail: user.semail
}
1
}
i
} else {
return resjson({ success: false, msg: 'T{AYE CHE' ),
}
1
)
D;
//profile

/| AE LT AE
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router.get('/profile’, (req, res, next) => {
res.json({
user: {
username: reg.user.username,
userid: req.user.userid,
semail: reqg.user.semail

)

//password change
router.put('/profile/updatePassword’, function (req, res) {
var saltRounds = 10;
bcrypt.genSalt(saltRounds, function (err, salt) {
bcrypt.hash(req.body.userpassword, salt, function (err, hash) {
req.body.userpassword = hash;
User.updateOne({ userid: req.body.userid }, { $set: { "userpassword":
req.body.userpassword } }, function (err) {
if (err) {
resjson({ success: false, msg: '#HZA A" });
} else {
resjson({ success: true, msg: 'H& H3' ),

)

// email change = phone change
router.put('/profile/updateEmail’, function (req, res) {
User.updateOne({ userid: req.body.userid }, { $set: { "userphone": req.body.userphone } },
function (err) {
if (err) {
resjson({ success: false, msg: '#HZ& AI|' });
} else {

L

res.json({ success: true, msg: 'HZ 43" });

B

module.exports = router;

_79_




(Web) models/user.j

S

const mongoose = require('mongoose’);
const bcrypt = require('bcryptjs’);

const config = require('../config/database");

// user schema
const UserSchema = mongoose.Schema({

username: {
type: String,
required: true
L
userid: {
type: String,
required: true
L
userpassword: {
type: String,
required: true
L
userpassword2: {
type: String,
required: false
17
userphone: {
type: String,
required: true
L
semail: {
type: String,
required: false
2
ecert: {
type: String,
required: false
13
auth: {
type: Boolean,
required: true
2

D;
const Userl = module.exports = mongoose.model('User'

, UserSchema);
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// id 28{27|
Userl.getUserByld = function (id, callback) {
User1.findByld(id, callback);

// username =2{27|

Userl.getUserByUsername = function (userid, callback) {
const query = { userid: userid };
User1.findOne(query, callback);

// M2 user B&7|, berypt2 password =3}
User1.addUser = function (newUser, callback) {
bcrypt.genSalt(10, (err, salt) => {
bcrypt.hash(newUser.userpassword, salt, (err, hash) => {
if (err) throw err;
newUser.userpassword = hash;
newUser.save(callback);
D
hi
}
// 2AQA| HEHS AX|5t=X =0l
Userl.comparePassword = function (candidatePassword, hash, callback) {
bcrypt.compare(candidatePassword, hash, (err, isMatch) => {
if (err) throw err;
callback(null, isMatch);
i

(Web) config/database.js

module.exports = {

// database: 'mongodb://localhost:27017/eraser’,

// secret: "winnerwinnerchickendinner"

d a t a b a s e
"mongodb +srv://test-user:test-user@cluster0-k0jft. nongodb.net/test?retryWrites=true&w=majo
rity"”,

secret: "yoursupersecret-dfljksdIfkj"

(Web) config/passport.js
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const JwtStrategy = require('passport-jwt’).Strategy;
const Extractywt = require('passport-jwt’).Extractiwt;
const User = require(../models/user’);

const config = require('../config/database’);

// jWtE20IE
module.exports = function(passport) {
let opts = {};

opts,jwtFromRequest = ExtractJwt.fromAuthHeaderWithScheme(jwt");

opts.secretOrKey = config.secret;
passport.use(new JwtStrategy(opts, (jwt_payload, done) => {
User.getUserByld(jwt_payload.data._id, (err, user) => {
if(err)
return done(err, false);
if(user)
return done(null, user);
else
return done(null, false);

b

(Web) app.js

onst express = require('express'’);

const path = require('path’);

const bodyParser = require('body-parser’);
const cors = require('cors’);

const passport = require(‘passport’);
const mongoose = require('mongoose’);
const users = require('./routes/users’);
const certs = require('./routes/certs’);
const config = require('./config/database’);
const app = express();

const port = process.env.PORT || 3000;
require('./express.config')(app);

/28 4
mongoose.connect(config.database, { useNewUrlParser: true,

}).catch(function (error) { console.log('catch handler') });

// BE & HAX|

useUnifiedTopology:

true
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mongoose.connection.on('connected’, () => {

console.log('Connected to Database ' + config.database);

)

// HA ol DMK
mongoose.connection.on(‘error’, err => {
console.log('Database error: ' + err);

D

/* Cross Origin Resource Sharing2| 2XIZ, HX Application2| =0 Q1 (R O] X[)0f| A
Ct2 Ymo|X] EHolez 2laA7l QL= ZARE of7|gLCt

OlE =, HHO|X|Ql http://web.com O|A APIAH URLY! http://api.comO|Zt
Eoelez APIE 2FSHH http HEHE RF0| L|BE2 E2tRK XM EHQH & O|fZ2
CORSE HMIEHSHA &= SedE Lot +/

app.use(cors());

1 A= HOIHE W7t Ast= HEfe| HIO|HZE '7t&'St= 18-S parsing O|2t St
O g E WSt B8 S22 HAEE parser 2 AL,

| LStRH ot RE= AOE W7t |stsE AH0jel £XZ2 HHFE LJ F& o4
7l2tn et =5 QUCH */

app.use(bodyParser.json());

// passport middleware
app.use(passport.initialize());
app.use(passport.session());
require('./config/passport’)(passport);

/71 24
app.use(express.static(path.join(__dirname, 'public')));
app.use('/certs', certs),

(
(
app.use('/users', users);
(

app.use('/ekdnsthem’, express.static(__dirname + '/download"));
/1 MEAIEE TAK]
app.listen(port, function () {
console.log("server started on port " + port);
Di

app.get('*', (req, res) => {
res.sendFile(path.join(__dirname, 'public/index.html");

(Web) express.config.js
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const logger = require('morgan’);
const busboyBodyParser = require('busboy-body-parser");
module.exports = app => {
app.use(logger('dev"));
app.use((req, res, next) => {
res.header('Access-Control-Allow-Origin’, '*');
res.header('Access-Control-Allow-Methods', 'GET,PUT,POST,DELETE");
res.header('Access-Control-Allow-Headers', 'Content-Type, Authorization');
next();
D
app.use(busboyBodyParser({ limit: '50mb" }));
const logs = require('./routes/logs’);
app.use('/logs'logs);
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"sub"; "
exp":

516249022
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