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GNS3

GNS(Graphical Network Simulator)= 7t C|HIO|AE 0|83 OjR S&sH HEKIE
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2.2 CentOS

2 CentOS

CentOS(The Community Enterprise Operating System)2 Red Hat E{Z2{0|= 2|5AQ}
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2.3 WINXP

O0|AZAZTEOA 7HEst HAEEH 2 M2 Windows2| 3t ZF0|CH(VmwareS
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2.4 MYSQL

MYSQL2 TMAHe=z 7hE a2l AF8E1 A= 2E &4 H|O|EHH|0[A0|CHD|R W21
%Odﬁfﬂi AESH| 2 A T A EZS XS, C Eiffel, AHHY,
, PHP, Pyton 23 E ?lot 82" 2EHO|AAP)E MSLLE. FHAL
o

EI'::—&, Windows &

WAF,Z 23t (Web Application Firewall, WAF)2 2 SQL Injection, Cross-Site
Scripting(XSS)s1t 22 & 545 B[St Aot Mo wep Se 215 BHAlS
MNE35t= PAM,TCP/UDP ZE =Xfet &4 Sl SHX|9| Ip & S5 M7[EoHEHN
otREHE S8 HESRA EefEHE 1 H= NAT

,utm(Unified Threat Management)S O|8%t £2M Xt

2.6 UTM

UTM2 unified threat management2| A2 Ol 7He| Hot 7|5 & %A 274,871 0|42l
7|52 SiLtol gao] QoA Atgste S SlHme| AAHO|C) stLie] Bot FHlo|

olgf 7ie| 2¢ 7|s0] S8 =0 AL of7[ofM st B HEXT #+= Ee=hHlE

I'|7I- ':Ol II-I-I% OE-I% |_'_|-

1
£0

2.7 Bo|5|H



A

th2 Ol ROIRIX| ¥
ol sl A3YET
2l XSS,

8, MM, 55 S)E

rot
= e
| m
rr mn o
5 2
oF

19 r
— o
0

> ©

SAX7} OIE10| 7ts3sl iOﬂ o} |x-|o|
Z0|M SESIZE 50 2o| X QI Q|
AHEXIZF RHAIO| o|X|otE B
AAO|EO| QASIA st =A
HilE TS0l ME 2l H|O|EH
2 AAE S0AM oY H2E 7|
© Sh=S

QFH 2l file upload F|2FE

4

%
Ir ot do I:IZ'_

Al

e
=T

Ok

N [E
18
>

n

O

—

3

D

2

(@]

)

=]

mo
1
0
Of
2
>
|>
m
$Q ot

& 43 1o

o
ol
2 o
H

1o
ield
oN
mjo
[l
o
el3 0
HT

H=E
—

W

3.1 ¢

g

3

GNS3,VMWARE,CentOS6.7, Windows XP,windows7
3.2 79 g A

GNS3 LIS CHRZE BIOtM 7|2
Al-_Q_ol- |-_?_E-| AFOI O] 7|E IP Ejj

The software that empowers

network professionals

Frod Dodnlced




[ RS

A @) OB, YEYI YOHY , YEYI HZ v b
) B
P B\uetooth!-ﬂEﬂﬂ a4z | VMware Network Adepter VMnet1 ™ 1 VMuare Network Adapter = 1 Vhiware Netwark Adapter
: BRI UF 22 &ﬁ JiE=E k L VMret10 £ \Mnet3
X Bluetoath Device |_Fer5cna\ A3 @2 \Mpare Virtual Ethernet Adapter. @ MEY ﬂﬁ’? A2
| VMware Netwark Adapter \Mware Network Adapter Wiware Network Adapter ‘h Nware Network Adapter Vhnet2
VMnet 14 &!‘ VMnetis &ﬁ VMnet16 =
7 i w2 Agd @ Mgy @ Wvere Virtual Ehernet Adapter..
5# WMware Hetwork Adapter VMnat3 &k \Mware Network Adapter Yiingtd kk Wivware Network Adapter VMnets kh Whiware Network Adapter VMnete
A -:r .._—_';I h_—_'il H-ol

GFJ \frv‘.wure \irtual Ethemnet Adapter.

QH WMware Hetwork Adapter Vinet7
I\ ;Jl‘
ﬁ‘f VMwara Virtual Ethemnet Adapter,.

)(m‘f’ Realtek PCle F :anll,uuntrnl\er

A

.-_—_':l

oGl

GNS30|AM & 7t HERKAES

vmware 2HZ0|A centos, 7t HE

\"\ Wiware Workstation laver (Mo cmme | use of
Player v [ ~ i_'l_?;: T S

l_'|:| WinXP(3)
l_'|:| CentOS(4)
l_'|:| WinkP(5)
[ Jwnem
l_'|:| WinkP(4)

@2 \Mwarz Virtual Ethemet Adapter.
VMware Network Adapter Yiinetd

&2 \Mware Virtual Ethemet Adapter.

€ 2E pco| &4

@ \Whare Virtual Ethemet Adapter..

h Wi-Fi
GiGA 5G_New Hong

Qualcumm Atheros QCAS37T W.

@2 \Mware Virtusl Ethemet Adapter..
&# Wiware Network Adzpter Vnetd

.h_—_'i'l
@ &Mwam\nﬁual Fthemet Adapter..

A7 EEEL.

£ 3 (VMNET)0|&

Welcome to VMware
Workstation 15 Player

[
0=
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O[O|X| mtHS HOLM 2tHE A4X|E 74

General | General prelerences

Server

GNS2 VM Ganairal Finary imsges Console applicalions YROU SPICE Topoiogy view Miscellanoous

Packet capture

 Built-in Lacal paths
Ethernet hubs My peopbet
Ethernet switches Ci¥pojects frowse.,,
Cloud nodes My swmbals

‘WPCS CiWlzersWhyoWonS I8y mbals Browse,.,
WPCS nodes i i

| B iy confge:
105 rnrrters CiUsersWhvoWONS S¥configs Browan.

105 on UMIX lip cuanam Spphances
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dev

vmnetd

vmnetd

mark vlhne{/

DHCP &8 EEZX|

encapsulation dot1Q 10
ip address 10.10.50.254 255.255.255.0
ip helper-address 50.50.50.50

interface FastEthernet1/0.20 intervlan
encapsulation dot1Q 20
ip address 10.10.60.254 255.255.255.0
ip helper-address 50.50.50.50

interface FastEthernet1/0.30
encapsulation dot1Q 30
ip address 10.10.70.254 255.255.255.0
ip helper-address 50.50.50.50

interface FastEthernet1/0.40
encapsulation dot1Q 40
ip address 10.10.80.254 255.255.255.0
ip helper-address 50.50.50.50

/0

internetl

0/150,50.50.254/24

vmnet2

—



(ip helper :2XX| IPF27} broadcast IPFAY I H7|3HX| &0 XY= ZHX|2

ﬁ 23.0.0.100, 26.0.0.100 <> 172.168.20,100
. 22.0.0.200, 28.0.0.200 == 172.168.20.200
:ﬂ % :E: J-.::E-?uﬁ:::i‘- 23.0.0.280, 28.0.0.780 <> 172.168.20.788
o L budar
5 / oA T

HERF 710 HHE
0= AT 188.20,284
FOF1 =3 1T 16810,

P AT2AGRAD. 9124
A ATEAGE. 10254
dms r AT ARE20.250

vian 100

1715 ESWS

vmneta

125.125.125.1/24
UDP wnnel 1 hvo

% a4.0 48 28724

VMware Network Adupter Vs (S
ViMwaru Network Adupler VMists

ware Notwar ik Adupter VMied
YMuware Notwark Adapto?MMRGEN o VMuwaro Notwork Adad{MwaHhMgtwork Adapter VMnetd

VMware Network Adapter YMnetl 1



ip tcp synwait-time 5

track 1 interface FastEthernet0/0 line-protocol
= 0/0 ZAl EAFY 19

interface FastEthernet0/0
ip address 25.0.0.2 255.255.255.0
ip nat outside
ip virtual-reassembly
duplex auto

speed auto

interface FastEthernet0/1
ip address 172.168.10.253 255.255.255.0 (M| E2I2H)

ip virtual-reassembly
duplex auto

speed auto

standby 1 ip 172.168.10.254

standby 1 timers 1 3 (|2 12X Z|Cf 32 2FA|ZE OtCt
standby 1 preempt delay minimum 5

standby 1 authentication md5 key-string hhs (R3 R5 ¢1&)

r

2])

standby 1 track 1 decrement 30
(fo/0 THX|H =9 30 EOS0{M T{ZI0] R5 2 L&)

Ofotd&f (2AFAE FE20| XA 7|E)



org(Fy HEE =27)(V) ZA(5) EHO|E(T) Z=Z2H)

DEVICE=eth1:100
TYPE=Ethernet
ONBOOT=yes
BOOTPROTO=static
FIPADDR=21.0.0.100
NETMASK=255.255.255.0

ETH1-100(nat-static M8 Qs+ 714t

[root@localhost ~]# iptables -t nat -nL
Chain PREROUTING (policy ACCEPT)

target prot opt source destination
DNAT all -- 0.0.0.0/0 21.0.0.100
DNAT all -- 0.0.0.0/0 21.0.0.200
DNAT all -- 0.0.0.0/0 21.0.0.250

chain POSTROUTING (policy ACCEPT)

target prot opt source destination
MASQUERADE all -- 172.168.10.1 0.0.0.0/0
nat A&

to:172.168.20.100
to:172.168.20.200
t0:172.168.20.250



?mysqlb select user, password, host from mysqgl.user;

Foemmmemnnan e T e Feme s
e e R A L T +
| user | password | host
| I
et e eeeeeemsscesecscccmss e R e ettt
i i e el o +
[I root | *8232A1298A49F710DBEEOB330C42EECB2504190A | localhost
1
I
|| root | *B232A1298A49F710DBEEGB330C42EECB25D4190A | a23-0-0-108.deploy.sta
Etic,akamaite:hnolugies,cnm |
|| root | *B232A1298A49F710DBEEGB330C42EECE25D4190A | 127.0.0.1
I
|

(1 | | localhost

|
1l | | a23-8-0-10.deploy.sta
!tic.akamaitechnolngies.cum |
|| remoteroot | *8232A1298A49F710DBEEOB336C42EECB25D4190A | 172.16.0.20

|
|| remoteUser | *8232A129BA49F710DBEEOB330C42EECB25D4190A | 20.20.20.20

[ |
|| root | *8232A1298A49F710DBEEOB330C42EECB25041904 2.168.168.1
' |

AP T T

22| Xt PCOIA FTPE ALE
5t7| 2|5t0f DB #3THE FItstCL.

[root@localhost html]# 1s

board.php download.php login_proc.php
board_del.php edit_member .php logout . php
board_insert.php edit_member_proc.php style.css
board_search.php index.php upload.php
board_view.php inmember .html upload_proc.php
change_nick.php inmember_proc.php uploaded_search_proc.php
change_nick _proc.php login.html uploadfiles

HAKX[Q EE[X} PCO|A sql }IAMKIZE ALES] DBE HZASIL, vscodel| sftp

WS ALESHY port H= ot DBE LA 2Fst0] Bz==za|d o It

Qal
=

=
=

L=3
=



; Maximum size of POST data that PHP will accept.
; http://www.php.net/manual/en/ini.core.php#ini.post-max-size
post_max_size = 8M

; Magic quotes are a preprocessing feature of PHP where PHP will attempt to

; escape any character sequences in GET, POST, COOKIE and ENV data which might

; otherwise corrupt data being placed in resources such as databases before

; making that data available to you. Because of character encoding issues and

; non-standard SQL implementations across many databases, it's not currently

; possible for this feature to be 100% accurate. PHP's default behavior is to

; enable the Teature. We strongly recommend you use the escaping mechanisms

; designed specifically for the database your using instead of relying on this

; feature. Also note, this feature has been deprecated as of PHP 5.3.0 and is

; scheduled for removal in PHP 6.

; Default Value: On

; Development Value: Off

; Production Value: off
http://www.php.net/manual/en/info.configuration.php#ini.i&@le-quotes-gpc

- quotes_gpc = Onj]

; Magic quotes for runtime-generated data, e.g. data from SQL, from exec(), etc.
; http://www.php.net/manual/en/info.configuration.php#ini. i@ -quotes-runtime

MEGEE quotes runtime = OFf

; Use Sybase-style [l quotes (escape ' with '' instead of \').
; http://www.php.net/manual/en/sybase.configuration.php#ini. il -quotes-sybase

-_quotes_sybase = off

; Automatically add files before PHP document.
; http://www.php.net/manual/en/ini.core.php#ini.auto-prepend-file
auto_prepend file =

(X7l PHP_ini)

waf 7|sE F=HY = UAA php.ini httpd.confE =

3 2| OE HFTUM dhep MEIASE AFESIEZ, 22 POOLE Td5t2
%A POOL T8I AES ZtZt windows XPOICHE B2 scope BHE,ESH AL
M arp -s & 0|88 FHRE macFLE €F



[root@localhost ~]# iptables -nL --line
Chain INPUT (policy ACCEPT)
num target  prot opt source destination

thain FORWARD (policy ACCEPT)

num target  prot opt source destination

1 DROP tep -- 0.0.8.0/0 25.0.0.200 multiport dports 80,443 STRING match "admin” ALGO name kmp TO 65535
2 DROP tep -- 0.0.8.0/0 23.0.0.200 multiport dports 89,443 STRING match "admin" ALGO name kmp TO 65535
3 ACCEPT tep -- 0.0.8.0/0 23.0.0.100 tep dpts:20:22

4 ACCEPT tep -- 0.0.8.0/0 25.0.0.100 tep dpts:20:22

5  DROP all -- 0.0.8.0/0 23.0.0.100

6  DROP all -- 0.0.0.0/8 25.0.0.100

T ACCEPT  tep -- 0.0.0.0/0 23.0.0.200 nultiport dports 80,443,25,110,143

§ ACCEPT  tep -- 0.0.0.0/0 25.0.0.200 nultiport dports 80,443,25,110, 143

8  DROP all -- 0.0.8.0/0 23.0.0.200

10 DROP all -- 0.0.0.0/8 25.0.0.200

11 ACCEPT udp -- 0.0.8.0/0 23.0.0.250 udp dpt:53

12 ACCEPT udp -- 0.0.8.0/0 25.0.0.250 udp dpt:53

13 DROP all -- 0.0.8.0/0 23.0.0.250

14 DROP all -- 0.0.8.0/0 25.0.0.250

15 DROP all -- 0.0.8.0/0 23.0.0.0/24

16 DROP all -- 0.0.8.0/0 25.0.0.6/24

Chain OUTPUT (policy ACCEPT)
num target  prot opt source destination

firewall BOIZES} (U3ls ABEslBg HEE HE)

# Authentication:

# 2 Az 28 FE 239 F3, 9F AL 55, g IF 4 1e
EBgifcraceTime 2m

PermitRootEEEER ves

#StrictModes yes

MaxAuthTries 5

MaxSessions 10

#RSAAuthentication yes

#PubkeyAuthentication yes

#AuthorizedKeysFile .sshfauthorized_keys.
#AuthorizedKeysCommand none
#AuthorizedKeysCommandRunAs nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts

-- 7A9Y Il --

| M enan@ticatostetes.. | =

MH|A @ MH[AS S yum install sshd, vsftpd & 278



EPTPrerTTS P oeapuas v

o
root@localhost security]# cat /etc/pam.d/sshd

L o

%PAM-1.0

ccount required a

uth required pam_Llistfile so item=user sense=allow file=Aetc/ssh/sshlist|onerr=succeed
uth required pam_sepernit.so = =

uth include password-auth

ccount required pam_nologin.so

ccount include password-auth

assword  include password-auth

- pam_selinux.so close should be the first session rule

ession required pam_selinux.so close

ession required pam_loginuid.so

- pam_selinux.so open should only be followed by sessions to be executed in the user context
ession required pam_selinux.so open env_params

ession optional pam_keyinit.so force revoke

ession include password-auth

root@localhost security]# cat /etc/pam.d/vsftpd

%PAM-1.8

ession optional pam_keyinit.so force revoke

ccount  required

uth required pam—14-< e.s0 item=user sense=deny file=/etc/vsftpd/ftpusers onerr=succeed
uth required pam_shells.so

uth include password-auth

ccount include password-auth

PAM 2 O|ZdliA (sshlist, timeso)& O|83l0] 9K 3ZI0|E E|AE A, Al7h &by

[root@localhost ~]# rpm -ga vsftpd
vsftpd-2.2.2-24.el16.x86_64
[root@localhost ~]# [

(2X] =22l) DNS MH[AS =510 0|F22 HE|otH HH0| 7hsotA Z=S0{ECt



$TTL 1D
@ IN SOA ns.hhs.com. admin.hhs.com. (
0 ; serial
1D ; refresh
1H ; retry
iw ; expire
3H ) 5 minimum
NS nsi.hhs.com.
MX 10 mall.hhs.com.
A 172.168.20.250
A 1/2.168.20.200
A 172.168.20.200
A 172.168.20.100
A 172.168.20.100
A 172.168.20.100

SAFO A AFR S HTML,CSS,PHPE A StHCE

"name"”: “jbproject”,
"host": "www.hhs.com",
: m _Ftpli %

I: "[“'C}U‘t",

rd": "P@sswlrd”,
1" " fvar/www/html/",
s [
1€




[root@localhost ~1# ls -1 Svar/www/html/

%7 sa
-TW-r--r-- 1 root root 3467 2821-09-12 14:44 board.php
=rW-r--r-- 1 root root 1286 2821-09-11 22:55 board_del.php
-TW-r--r-- 1 root root 1939 2021-10-83 21:58 board_insert.php
=rfW-r--r-- 1 root root 1185 2821-89-11 22:54 board_search.php
-rW-r--r-- 1 root root 1018 2021-09-11 22:53 board_view.php
-rwW-r--r-- 1 root root 1401 28621-09-11 22:02 change_nick.php
-rw-r--r-- 1 root root 1036 2821-10-83 21:58 change_nick_proc.php
-FW-r--r-- 1 root root 424 2021-089-12 17:07 download.php
~rw-r--r-- 1 root root 2356 2021-09-11 22:57 edit_member.php
-FW-r--r-- 1 root root 1630 2021-89-11 22:39 edit _member proc.php
-rw-r--r-- 1 root root 2015 2821-89-12 16:37 index.php
-fW=-r--r-- 1 root root 3814 2821-09-12 14:43 inmember.html
-rwW-r--r-- 1 root root 2374 2021-89-11 22:39% inmember_proc.php
-rwW-r--r-- 1 root root 1492 2821-089-12 16:58 login.html
-FW-r--r-- 1 root root 1581 2021-10-63 19:41 login_proc.php
-FfW-r--r-- 1 root root 2085 2021-89-11 21:58 logout.php
-rwW-r--r-- 1 root root 285 2021-09-11 21:43 style.css
-rW-r--r-- 1 root root 1631 2621-89-12 16:49 upload.php
=rW-r--r-- 1 root root 1301 2821-09-12 18:07 upload proc.php
-fW-r--r-- 1 root root 2233 2821-09-12 17:02 uploaded search_proc.php
2

i g ] g

root root 4096 2021-10-03 21:53 N

g|Atel 7he ZHO[X| =

=
B

e B ugi. uﬂ !: :"' 10 M [ _l:':"“l H g '“:Iti
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MH|A

i
e

[rootiilocalhost <]# iptables «nL ««line
Chain IMPUT [palicy ACCERT]
num  target prot opt source

Chain FORWARD [policy ACCEPT)

mim  target prot opt source

i DROP tep <= BoB.B.0SD
¥ DROP tep -« B,0,0.000
3 ACCERT tep -~ 0.0.0.0/0
4 ACCERT tep -+ 0.0.0.040
5  DROP all -- 0.0.0.0/0
6 DROP all -~ 000040
T AECERT  fep .- 00000
B ACCERT tip -+ 0.0.0.0/0
#  DROF all -- 000040
10 bRoF all -- 0.0.0.0/0
11 ACCERT wlp -+ 0.0.0.0:0
1 ACCEPT wlp -+ 0.0.0.040
13 DROP all - 0.0.0.049
4 DROP all -- 0.0.0.0/0
15 DROP all - B.0.0.0/0
16 DROP all - B.0.0.8/9
Chain DUTPUT {policy ACCEPT)

mm  target prat opt source
==l alnallb ol Th =1

= SHOIX| #=28 = 2o 8iF S5

destination

diest 1mat 1an

25.0,8, 200
23.8,0, 208
$3.6,0. 108
25.0.8,100
23.0.8,108
25.0.0,100
23.0,8 208
25.0.0,. 200
230,08, 00
25.0.6,200
23.0.0.260
25.0.0.208
#3.0.0.250
26.0.0.250

22.0.0.0/24
26.0.0.0/24

destinaticn

therl o ML

Al

=

multiport dports 89,443 STRIND match “admin® ALDO nase kmp TO 85535
sultiport dports 88,443 STRIND match "adain® ALGO nase kep TO 65535
tep dpta:20:22
tep dpts:30:22

miltiport dports 88,443, 26,120, 143
miltiport dports 80,443, 78,110, 143

udp dpt 83
udp dpt 83

==I710l=L FHTH=2 TEAH =L

MEdte ME A MEdte MEIATE ALESHY| fiet SHMS A-gelrt

oot T - Wi

Fle Edt View Tool Meisige Help

4 Local Foloers P 4T Suteet st s Acegunt

ay oo pagusn 0o MHUL mlthscen
. E::b;’:m 52 h W90 malhssom
~ M:N n;ms Z1OEE admn et 2521-5?-;: 8 mailhhcom
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:count  required m
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ath required pam_sepermit . so i
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ezzion required pam_selinux.so open env_params

a551i0n optional pam_keyinit.so force revoke

rssion include password-auth

rootilocalhost security]# cat fetc/pam.d/vsftpd

EPAM-1.8

pssion optional gyinit . 50 force revoke
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ith required - 1 e.50 item=user sense=deny file=/etc/vsftpd/ftpusers

Jth required pam shells.so
Jth lnclud& passwnrd =auth

ip 172 .168.20. 254
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priority 120

preempt delay minimum 5
authentication md5 key-string hhs
track 1 decrement 30
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passive-interface FastEthernet(/1
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ip http
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Create new table:

I |[Create |

Table
board
member

upload

3 table(s)

admin admin

cheack

hacker

MUESIETETEIERSY : adain S&%

Z O AAZO MX[A =Tt

2021-10-03 21:27:05 A H

=
U SR HE R
There are 3 table(s) in this DB (hhscompany).

Dump DB:
| Dump

wump_www hhs com_hhscompan

Type Created Modified

2021-09-11 22:24

2021-09-11 21:02:45

2021-09-12

phone email address sex in_date
2021-09
hyo@d hhs.com 11

22:40:00

01072775752
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"r 2021-09
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# C99Shell v. 2.0 [PHP 7 Update] [25.02.2019]
Software: Apache/2.2.15 (CentOS). PHP/5.3.3

uname -a: Linux localhost.localdomain 2.6.32-573.el6.x86_64 #1 SMP Thu Jul 23 15:44:03 UTC 2015
x86_64

uid=48(apache) gid=48(apache) groups=48(apache)
Safe-mode:

Jvar/www/html/ drwxr-xr-x
Free 1,35 GB of 1,91 GB (70.95%)
&l

‘ v 4 m E e ‘ Encoder Tools Proc. FTPbrute Sec. SQL PHP-code Update Feedback Sell remove
Attention! SQL-Manager is NOT ready module! Don't reports bugs.

SQL Manager:
NO CONNECTION
Please, fill the form:

Username Password

Database

{hhscompany!

:: Command execute ::

i

v Execute

=
15

I.

1)

O M| K|

HS : xss
<gocript>alert("HI" )</script>
L=
B e, T —m— S ——— | [ ————— |, ee— —_— [ —"——.
H = XS5
LK =

5.5QL injection
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encapsulation det1l 10
p— ip address 10,10.50,254 2552552550
| ™ io halper-address 50.50.50.50

[ irterface FastEthemet1/0.20 intervian
encapsulation dot1 20

ip address 10.10.60.254 255,255 2550
g helpsrzdorezz S0.50.50.50

(ip helper :23 7] IF 5437} broadcast IP52-50 =]
H7=A 2 A3 SH472 Agss A

T & & — W 4 & W &% W ‘.j,«u

— T % . W § T — T L . W@ § % = . W § T _,-%
(rotocast ¢ ptales -t at AL

i i RERONTING (poliey KCBT)

DEVICE=eth1:100 ;

TYPE=Ethernet target  prot opt sowrce festination

HENE) =2)(V) A5 EOIET) =@2HH)

ONBOOT=yes Wl - BARME 24 IR0
et b0 i Wl - BARNE 24N O
NETMASK=255 . 255. 255, Wl - o 405 00:172.168.20.290
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mysql> select user, password, host from mysql.user;

Hmsmmmmscanma e msmmssammmtisssmssssmssassssmmmsssnmssssmas R
e T . iy W G i i i i
| user | password | host
I
Frrmmmm e e e T L T Frrmrrmr e s
___________________________ -
| root | *B23z2A1Z9BA49FT1DDBEEOBI30CAZEECEZED4198A | localhost
| reot | *"823ZA1Z98AA9FT10DBEEOB330CAZEECEZSDAL9EA | AZ3-0-0-10.deploy.sta
tic,akamaitechnologies.com |
| root | *B23ZAIZO8AASFTIDDBEEDBIIOCAZEECBZ5D4190A | 127 .0.0.1
I
I | | localhost
I
| | | az3-8-0-10.deploy.sta

tic.akamaitechnologies.com |

| remotercot | “"B23ZA1ZO9AA49FT10DBEEOBIIOCAZEECEZSDA1I90A | 172.16.0.20
I

| remoteuser | *B232A1Z9BA49FT1O0DBEEOB3I3ECAZEECE825D41984 | 2Ze.2e.208,.20

I
| reot | *8232A1208AA0FT10DBEEOB3IIOCAZEECEB25D4100A 2.168.16.1 -
1
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[root@localhost html)# 1s

board. php download. php login_proc.php
board_del.php edit_mesber . php logout .php
board_insert.php edit_member proc.php style.css
board_search.php index. php upload. php
board_view.php inmeaber . htal upload_proc.php

thange_nick. php inmesber proc.php  uploaded_search_proc.php
change_nick_proc.php login.htnl Iploadfile]
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# Authentication:

P22 A0 22 5 239 w4, 295 AX
(R

o rml it Roo! yrs
wStrictiodes yeos
ManhuthTries §
PaxSeisions 18
WRSAAULhent icat lon yes

wPubkeyaAuthentication yes

whuthorizedioysFile .ssh/authorized Iut-.l\l
rAuthoriredieysComnand none

FAuthor i pedikeysCommandfunds nobody

W For this to work you will also need host keys in fetc/ssh/ssh known hosts

- AN --

MEl~ § MU AE2 yom imstall sshd. vsiipd 5 24

At

rectdlocalhest secerity]s cat
P18

toounl  required

wth required FHie'se itessuser sense=allow f te/ssh/sshlist| onerr=socceed
uth required pan_sepermit.so S —

sth ime Tude password- aulh

coount required pan_nalogin. so

ccoant inc lude pansword-agth

atsword  inclode password - aath

pan_selimux.so close should be the first sessiom rule
esslon required pan_selinux.so close
eiiion reguired pan logiruid. so

pan_selims 30 open should only be followed by sessioms to be executed in the wser conlext

ession  reguired
ession  opliomal
e1iion ime lude

pan_velinun, S0 Open oAV parses
pan_keyinit.so force revoke
password- auth

rootiilocalhest security)s cat Jfetc/pas. dfvafipd

WPAN-1. 8

ession  optlional
ccount reguired
wth required
uih regquired
wih include
coount int lude

force revohe

ppinit . s
*ﬂl:iu ites=user sensesdeny file=Setc/vafipd/Tipesers onerr=swecceed

pan shalls s
patbwnrd- aath
pansanrd- auth

PAM £ o184 (sshlist. timeso) & o] 454 §34 Re|E f-E
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WPAM-1.0

eount required

ith required File'so item=user sense=allow file=Aptc/ssh/sshlist]om
ith required pam_scpermit.so o 7

ith include password-auth

rcount required pam_nologin.so

ICount inc lude password-auth

issword inelude password-auth

pam_selinux.so close should be the first session rule

1ssion required pam_selinux.so close

saion required pam_loginuid. so

pam selinux.so open should only be followed by sessions to be executed in the user o
rssion required pam_selinux,so open env_params

rssion optional pam_koyinit,so force revoke

rssion include password-auth

rontfilocalhost security]® cat Jete/pam.d/vsfipd

wPAM-1.8

rasion optional pyinit . so force revoke

rcount required

ith required 1 e.50 ltem=user sense=deny Ffile=/ete/vsfipd/frpusers
ith required pam_shells. so

ith include password-auth

Ieount inc lude nassword-auth
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