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main.sh

#1/bin/bash
clear

while [ True ]

do echo -e "wn********************lel QH%I XI_| I:I_|- EilE.:*.'********************Wn"

echo -e " DFEO| : 22 (O] A Z=)wn"

echo -en "1. 7SS [ Wnwn2 T EHZE 1t 2401517 | Wnn3.BHE O]
H7|¥n¥nd. LE7E7 | nn &4 "

read check

if [ $check -eq 1 ]; then

while [ True ]

do

echo -n "3RID Y

read TMPID

mysq| -h localhost -unawon -p1234 -e "select id from user where id like

'$TMPID";" joongbu_db > /joongbu_script/UID.txt

if [ -z "cat /joongbu_script/UID.txt™ ]; then

clear
echo "EXSIX| = oto|C| YL|Ct"
continue
else
clear

echo  "OO|C|7} =X gfL|CH"

uid="cat  /joongbu_script/UID.txt | tail -1°
#rm  -rf /joongbu_script/UID.txt

break

fi

done

function linux() {
clear
python3  /joongbu_script/server_version.py

echo -n "¥4X| DYH

read RID
echo -n "&4X p ¥
read RIP
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echo  $uid >> /joongbu_script/userinfo
echo  $RIP >> /joongbu_script/userinfo
clear

echo "E0H 44"
ssh  $RID@$RIP mkdir /jb

file1=/joongbu_script/check.sh
file2=/joongbu_script/userinfo
file3=/joongbu_script/version.txt
filed=/joongbu_script/check1.sh
folder=/joongbu_script/Inspection_shell
clear

echo "AJERE H™E"

scp -r  $folder $file1 $file2 $file3 $file4 SRID@$RIP:/jb

echo "AJEE HME 2A="
#rm  -rf userinfo
#rm  -rf version.txt

sleep 1
clear
echo "A3EHE A"

ssh  -tt $RID@$RIP "sh /jb/check.sh"
}

function windows()  {
clear

echo -n "®{IZ4X| DYH

read RID
echo -n "ZAX| |p &4 o
read RIP

echo "E0 44"
ssh  $SRID@S$RIP mkdir C:H#jb

file1=/joongbu_script/w_check.bat
folder=/joongbu_script/Windows_Inspection_shell
clear
echo "A3EHE HE"
scp  -r $folder $filel $RID@SRIP:C:#jb

echo "A3JEE HE 2AE"

sleep 1
clear
echo "A3EE H3l"

ssh  SRID@SRIP "C:#Users#$RIDWjbWw_check.bat"
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while [ True ]
do
echo -en "WnOS ZEE ME BM L. (1. linux(centos) 2. windows
server 2012) : "
read OS_version

if [ $OS_version -eq 1 ]; then

linux
break
elif [ $OS_version -eq 2 ]; then
windows
break
else
echo "We[1;31mgt0| EREJUESLICH CHA| ST M 2 We[Om"
continue

fi

done
sleep 2
clear
continue

elif [ $check -eq 2 ]; then

sh /jb/checkl.sh

echo "FYE It Z2OMOo= FOotLfL|CE"
read -p "HF2  SOFZFAZS U (y):" RESP

if [ "$RESP" = "y" ]; then
echo " 72 SOpZL|Ct"
clear
continue
fi
elif [ $check -eq 3 ]; then
clear
echo " < ZHROfstn DYAHA ALK >
echo -e "Wn91613703 =&EH 91812335 HhA|Hlwn
¥n91812608 AKX} 91812701 YLI2IWn Wn91812672 AX|S|wn"

echo -e "Wn < &2 ZZHME Ljg >

echo -e "WnEZ|ESA AMH 735 9 FHAHM ZICh AJEE "
echo -e "Wnd = MH = 3 FAH ZH A3EE A"

echo -e "WnZlth Zut pdf TP =2 =0l
echo -e "wnDB 9& & H IO ASwn"

read -p "Hlw2 SOIZFAIZSUI? (y):" RESP
if [ "$RESP" = "y" |; then
echo "Hlw2 ZotZL(Ct”
clear

_16_




continue
fi

elif [ $check -eq 4 ]; then

read -p "F AN TG ZZIAMES LIZIAZIELIT? (y/n):" RESP
if [ "$RESP" = "y" ]; then

echo "FUH ZIEt Z=gMZ LpZLCE"

break

elif [ "$RESP" = "n" ]; then

echo "FUH™ ZICt =W ASTLCL"

sleep 3
clear
continue
else
echo -e "We[1;31mzZ}0| HRE|IYUSLICE CHA| LT M L WelOm"
sleep 3
clear
continue
fi
fi
done
#rm  -rf /jb
check.sh
2|52 (Cent0S) M ZIEF A3FE : U-07
#1/bin/bash
echo
echo "< U-07 /etc/passwd It A+ & #Hot 47 >
echo ™

file="/etc/passwd"

if [ -f "/etc/passwd" ]; then

perm=" stat -c %a $file °
owner=" stat -c %U $file

if [ "$owner" == "root" ]; then
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if [ "$perm" == "644" 1 || [ "$perm" == "1 [ "$perm" == "600" ] || [
== "444" 1 || [ "$perm" == "440" ] || [ $perm == "400" ]; then

echo -e "&El : We[1;36mY = #e[Om"

echo "ltfo' gl EIE“E1EI #2|,U-07 /etc/passwd It  AfX 9
i kel ’é"78,Safety,$userid,$serverip,$DATE,1" >>  /jb/result.txt
FileDirSafety="expr  $FileDirSafety + 1°

elif [ "$perm" != "644" ] || [ "$perm" !=  "640" ] || [ "$perm" != "600"

11 [ "$perm" != "444" 1 || [ "$perm" = "440" ] || [ "$perm" != "400" ]; then

echo -e "MEl : We[1;31TmZ 2fte[Om"

echo "/etc/passwd It 2o| H3HO| 6440|357t OF g L|Ct"

echo "Itgl &l Cl&E el 2t2|,U-07 /etc/passwd It L[ U
b M7 Risk $userid,$serverip, $DATEO/etc/passwd ool ol 6440|sH7t OfEL|CE" >>
/jb/result.txt

FileDirRisk="expr  $FileDirRisk + 1°

fi

elif [ "$Sowner" != "root" ] && [ "$perm" == "644" 1 || [ "$perm" == "640" ] ||
( "Sperm® == "600" ] || [ "Sperm’ == "44#" 1 | [ "Sperm == "440" ] || [ "Sperm’ ==
"400" ]; then

#if [ "$perm" == "644" ] || [ "$perm" == "640" ] || [ "$perm" == "600" ] || [
"$perm" == "444" ] || [ "$perm" == "440" 1 || [ "$perm" == "400" ]; then

echo -e "&EH : We[1;31mF| 2fte[Om"
echo "/etc/passwd LtYQ| AF{XH7¢ rootZt OFE L|CH”
echo "motgd % ClaEf2| 22|,U-07/etc/passwd It QA U
Hot A7 Risk,$userid, $serverip, $DATE,0,/etc/passwd Lt AFXH7t root?t OFELICE" >»>
/jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

else
echo -e "&EH : We[1;31TmZ| fe[Om"
echo "/etc/passwd LFO|  AFXH7t root7t OtL|1L HBHO| 6440|517t Ot

echo "mte S Cl|aAE2Z| 22|,U-07/etc/passwd It AgX L AHDH
A% Risk,$userid,$serverip, $DATE,0,/etc/passwd ool ARXAHZE rootZh OFL|  HBHO|
6440|5t7k  OtEL|CL" >> /jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1

fi

else
echo -e "AE} : We[1;:33mZAtE 7Hwe[Om"”
echo "/etc/passwd 7t =X StX| & L|CH"
echo 'Ot I C|AEH2]  B2|,U-07/etc/passwd It AKX L Rt
A7 Error,$userid,$serverip, $DATE,0,/etc/passwd 7t =X StX| LELICE" >> /jb/result.txt
FileDirError="expr $FileDirError + 1°
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2|52 (CentOS) AMH TITH AFEE @ U-08

#!/bin/bash

echo mnn

echo "< U-08 /etc/shadow It AL Xt &l Aot MY > ¢
echo mnn

file="/etc/shadow"

perm=" stat -c %a $file
owner=" stat -c %U $file °

root="" echo "$perm" | awk '{print substr($0,1,1)}'
group=" echo "$perm" | awk '{print substr($0,2,1)}'
other=" echo "$perm" | awk '{print substr($0,3,1)}'

if [ -f "/etc/shadow" ] ;
then
f [ "$owner" == "root" ] && [[ "$root" -eq 4 1] && [[ "$group" -eq 0 ]] &&
[[ "$other" -eq O ]]; then
echo -e "MEf : We[1;36MmYF S #e[Om"
echo "ot S C|=ElE2| 242|,U-08/etc/shadow LY AgXt S AHst
74, Safety,$userid,$serverip, $DATE, 1 /etc/shadow TS| AFXI7F rootO|L HBHO| 40091
BRYLEL" >> /jb/result.txt
FileDirSafety="expr  $FileDirSafety + 1°

elif [ "$owner" !=  "root" ] && [[ "$root" -eq 4 ]] && [[ "$group" -eq 0 ]] &&
[[ "$other" -eq 0 ]]; then
echo -e "AEl : We[1;31mF 2we[Om"
echo "/etc/shadow ILFYLO| AR X}7}t root7t OtEl AL YLICE”
echo "It % C|aEE2| 22[,U-08/etc/shadow Lt AKX A
Het A7 Risk,$userid,$serverip, $DATE,0,/etc/passwd ~ Lt2LO|  AFAIE root”t Of'—l
dSYULCE" >>  /jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

elif [ "$owner" == "root" ] && [[ "$root" 1= 4 1] && [[ "$group” != 0 ]] &&
[[ "$other" = 0 ]]; then
echo -e "AEH : We[1;31m% 2we[Om"
echo "/etc/shadow ItC| #H3HO| 4000| Ot 4 L|Ct"
echo "ot ClalEH 2| 22|,U-08,/etc/shadow ufo' AQX Y
ok M Risk,$userid,$serverip, $DATE,0,/etc/shadow LO| F#HFHO| 4000| OfH 74°°'LIEr."
>>  /jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

else
echo -e "AEl : We[1;31mZF we[Om"
echo  "/etc/shadow LtYQ| AFXA7} root?t OFL|Z HBHO| 4000]
otel ZLL|CE"
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echo "ot 3 Cl[AE2Z| &2|,U-08/etc/shadow LtY AFX}
Aot M7 Risk $userid, $serverip, $DATE,0,/etc/shadow Lt Y| AFAH7b root7t OFL|D #BHO|
4000| Ot ZLLICE" >> /jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

fi

else
echo -e "MEN : We[1;33mZA A= 7H¥e[Om"
echo "/etc/shadow 7} =X StX| Q& LICL"
echo "m@ R C|AE2| 22| U-08/etc/shadow MY ARA L e
A7 Error,$userid, $serverip, $DATE,0,/etc/shadow 7t §UELICE" >> /jb/result.txt
FileDirError="expr $FileDirError + 1°

#1/bin/bash
echo "

echo "< U-09 /etc/hosts It AQX I At
echo

H
o

nx
2
v

if [ -f "/etc/hosts" ] ; then

file="/etc/hosts"

Autority=$(Is -l $file | awk  '{print $1}' | cut -c 2-10)
owner=" stat -c %U $file °

perm=" stat -c %a $file °

root="echo "$perm" | awk ‘{print substr($0,1,1)}' °
group="echo "$perm" | awk '{print substr($0,2,1)}' °
other=" echo "$perm" | awk {print substr($0,3,1)}' °

if [ "$owner" == "root" ] && [ "$root" -eq 6 ] && [ "$group” -eq 0 ] && [
"$other" -eq 0 ]; then
echo -e "2El : We[1;36mF = #e[Om"
echo "ot S C|aH2| 22|,U-09/etc/hosts MY AFA A HTB
o, Safety,$userid,$serverip, $DATE, 1,/etc/hostsIt 2 2 29X74 rootO] #H3BHO| 60091
HALRYULICE" >> /jb/result.txt
FileDirSafety="expr  $FileDirSafety + 1°

%
2
n
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elif [ "$owner" != "root" ] && [ "$root" -eq 6 ] && [ "$group” -eq 0 ] && [
"$other" -eq 0 J; then
echo -e "&Ef : We[1;31m3F 2Litel Om
echo "/etc/hostsIt & 9] FX7} rootOtE B2 L Chr

echo "mtg S ClH E| #2|,U-09,/etc/hosts It /X S ATt
A7 Risk,$userid,$serverip, $DATE,0,/etc/hostsIt ¥ 2| AF/XAH7t rootZt O ZBLRYLICE" >»>
/jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°
elif [ "$Sowner" == "root" ] && [ "$Autority” != = "rw------- " 1; then

echo -e "&EH : We[1;31mZ| 2fe[Om"
echo "/etc/hostsITto|  HsH0| 6000 OFl AL L|Ct"
echo "mY S C|#EZ| 2H2[,U-09/etc/hosts IHY AQX S et
M7 Risk,$userid,$serverip,$DATE,0,/etc/hosts It & O] W30l 6000| OtLl ZALYLCL" >>
/jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

else
echo -e "MEN : We[1;31m3| 2 #te[Om"
echo "/etc/hostsIt 9| 2 FA7F rootZt OfL| AP0l 6000| OfH
PR I
echo "o S C|alE2| &2|,U-09/etc/hosts Mt AFA U HBE
A7 Risk,7$userid,$serverip,$DATE,0,/etc/hostsTH ¥ 2| AF X7t rootZt OfL|ZL #BHO| 6000|
ot AL YULICL" >> /jb/result.txt
FileDirRisk="expr  $FileDirRisk + 1°

fi
else

echo -e "MEf : We[1;33mZAALE 7H¥e[Om"
echo "/etc/hosts?t =X StX| & L|CH"

echo "mg R ClAEH2 22| U- O9/etc/hosts o Agx % st
A7d Error,$userid,$serverip, $DATE,0,/etc/hosts7t S LICE" >> jb/result.txt
FileDirError="expr $FileDirError + 1
fi
echo nn
e c h o
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2| s (CentOS) MH ZIEH A3EE - U-10

#!/bin/bash

echo ™

echo "< U-10 /etc/(x)inetd.conf It AKX & #Hst A >
echo nn

Is  /etc/xinetd.d > /jb/file.txt

if [!-f "/etc/xinetd,conf" ] && [ ! -f "/etc/inetd.conf" ] && [ ! -s "/jb/file.txt" ]; then

echo -e "MEf : We[1;33mZAALE 7H¥e[Om"

echo  "/etc/(x)inetd.conf,/etc/inetd.conf /etc/inetd.d7t ZEXWSHX| Q& L|Ct”

echo "It S C|AEEZ 22[,U-10/etc/(X)inetd.conf oY A[A S AT
78 Erorr,$userid, $serverip, $DATE,0,/etc/(x)inetd.conf,/etc/inetd.conf /etc/inetd.d 7+ ZSHX|
RESLICE" >> /jb/result.txt

FileDirError="expr $FileDirError + 1

echo
e C h o)
return
#exit
fi
flag=0

if [ -f "/etc/xinetd.conf" ] ; then
file="/etc/xinetd.conf"
perm=" stat -c %a $file
owner=" stat -c %U $file °

root="echo "$perm" | awk {print substr($0,1,1)}' °
group="echo "$perm" | awk '{print substr($0,2,1)}' °
other="echo "$perm" | awk {print substr($0,3,1)}'

Autority=$(Is -I $file | awk  ‘{print $1}' | cut -c 2-10)

if [ "$owner" == "root" ] && [ "$root" -eq 6 ] && [ "$group” -eq 0 ] && [
"$other" -eq 0 ]; then
echo " > /dev/null

elif [ "$owner" != "root" ] && [ "$root" -eq 6 ] && [ "$group" -eq 0 ] && [
"$other" -eq 0 ]; then
flag=" expr $flag + 1°
echo "/etc/xinetd,conf L9 2FXZL rootObH  FRYLICE" >>
/jb/tmp.txt

elif [ "$owner" == "root" ] && [ "$Autority” !=  "rw------- " I, then
flag= * expr $flag + 1°
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echo "/etc/xinetd.confIt & 2| Hot0| 6000 OtH ZRYLICE" >»>
/jb/tmp.txt

else
flag= ‘expr $flag + 1°
echo "/etc/xinetd.conf L} Q| 2F/A7E root7h OfL|AHLE #H$HO| 60091
427t OFHLICE" >> /jb/tmp.txt

fi
else

flag="expr $flag + 1°

echo "/etc/xinetd.conf?t  EX kX $ELCE" >> /jb/error.txt
fi

if [ -f "/etc/inetd.conf" ] ; then
file1="/etc/inetd.conf"
perm=" stat -c %a $filel *
owner=" stat -c %U $file1 *

root="echo "$perm" | awk ‘{print substr($0,1,1)}' °
group="echo "$perm" | awk ‘{print substr($0,2,1)}' °
other=" echo "$perm" | awk ‘{print substr($0,3,1)}' °

Autority=$(Is -I $file1 | awk {print  $1}' | cut -c 2-10)

if [ "$owner" == "root" ] && [ "$root" -eq 6 ] && [ "$group" -eq 0 ] && [
"$other" -eq 0 ]; then

echo " > /dev/null

elif [ "$owner" != "root" ] && [ "$root" -eq 6 ] && [ "$group” -eq 0 ] &&

[ "$other" -eq 0 ]; then
flag=" expr $flag + 1°
echo "/etc/inetd,conf IO 2FX7L rootOHl AL YLICH" >>
/jb/tmp.txt

elif [ "$Sowner" == "root" ] && [ "$Autority” !=  "rw------- " 1; then
flag=" expr $flag + 1 °
echo  "/etc/inetd.confut | H$H0| 6000 OtLl ZLRULICE" >> /jb/tmp.txt

else
flag= " expr $flag + 1°
echo "/etc/inetd.conf It Q] 2H/A7E rootZb OfL|AHLE #HBHOl 60091
427t OFHLICE" >> /jb/tmp.txt

fi
else

flag=" expr $flag + 1°

echo "/etc/inetd.conf?t =X  SFX| EESLICE" >> Jjb/error.txt
fi
cnt=0
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if [ -d "/etc/xinetd.d" ] ; then
file2="/etc/xinetd.d"
for i in ‘ls $file2'
do

perm=" stat -c %a /etc/xinetd.d/$i °
owner=" stat -c %U /etc/xinetd.d/$i °

if [ "$owner" == "root" ] && [ "$perm" == 600 ]; then
echo " > /dev/null
elif [ "$owner" != "root" ] && [ "$perm" == 600 ]; then

cnt="expr $cnt + 1°

echo ItUE: §i / AFXL $owner / HTH: $perm >> /jb/tmp.txt
elif [ "$owner" == "root" ] && [ "$perm" != 600 ]; then
cnt="expr $cnt + 1°

echo Tt H: §i / 2R X};: $owner / HBE: $perm >> /jb/tmp.txt
else

cnt="expr  $cnt + 1°

echo mtYH: §i / 27Xk $owner / HBF: $perm >> /jb/tmp.txt
fi

done

if [ $cnt = 0 ]; then

echo " > /dev/null
else
echo "/etc/xinetd.d I Q| 29 X7 rootZt OfL|Z{Lt RH$HO|
ZB27t ot Lt >> /jb/tmp.txt
# cat /jb/tmp.txt
fi
else

flag="expr $flag + 1°
echo "/etc/xinetd.dZt EX SkX|  REELICL" >> /jb/error.txt

fi
unset cnt

if [ "$flag" -eq O ]; then
echo -e "2El : #e[1;36MmYF = #e[Om"
echo "mg Sl C|&EEHZ| 22|,U-10/etc/(x)inetd.conf It
74, Safety,$userid,$serverip, $DATE, 1" >> /jb/result.txt
FileDirSafety="expr  $FileDirSafety + 1°

else
echo -e "2El : e[1;31TmZF Lte[Om"
if [ -f /jb/tmp.txt ]; then
cat /jb/tmp.txt
fi
if [ -f /jb/error.txt ]; then
cat /jb/error.txt
fi

A8 4

600¢!

H

o
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echo "ot 3 Cl|AE2] B2[,U-10/etc/(x)inetd.conf It ALK U AHst
A7d,Safety,$userid,$serverip, $DATE,0,/etc/(x)inetd.conf ol ARA 2o AF™r os>»
/jb/result.txt

FileDirRisk="expr $FileDirRisk + 1°

fi

rm -rf  /jb/tmp.txt /jb/error.txt

echo

e C h o
2= (Windows 10) AfH ZITH A3 EE : W-check

@ECHO  OFF

if  not "%1"=="am_admin" (powershell start -verb runas '%0' am_admin & exit /b)

ECHO.

ECHO e 7 ord dep ZRIH

kkkkkhkkkkkkhkhhkkhhhhhkkkkhhhhikkkkhhdhhhkkhkhixkx

ECHO.

ECHO BHEO| : 2Z (0| AR x)

ECHO 1. RIEt 3}7|

ECHO.

ECHO.
ECHO 2. L}7}7]
ECHO.

:ECHO 4. PDF
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/p x=2% .

if  %x%==1 goto first

if  %x%==2 goto second

if  %x%==3 goto third

wset
set

set

set
set

set
set
set

set
set
set

/p userid=userid insert :
/p serverip=serverip insert :

dir=C:WjbWWindows_Inspection_shell

/p ID=DB ID insert :
/p PASSWD=DB passwd insert

AccountSafety=0
AccountRisk=0
AccountError=0

ServiceSafety=0
ServiceRisk=0
ServiceError=0

set SecuritySafety=0

set
set

set
set
set

set
set
set
cls
first
cls
set
set

set

set
set

echo

SecurityRisk=0
SecurityError=0

LogSafety=0
LogRisk=0
LogError=0

PatchSafety=0
PatchRisk=0
PatchError=0

/p userid=userid insert :
/p serverip=serverip insert :
dir=C:WjbWWindows_lnspection_shell

/p ID=DB ID insert :
/p PASSWD=DB passwd insert

%serverip%2| MHE FH4 gL CL
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pause
cls

echo
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

AE 2| HA
%dir%#W-01.bat
%dir%#W-02.bat
%dir%#W-03.bat
%dir%#W-04.bat
%dir%#W-05.bat
%dir%#W-06.bat
%dir%WwW-46.bat
%dir%WW-47 bat
%dir%#W-48.bat
%dir%Ww-49.bat
%dir%WwW-50.bat
%dir%Ww-51.bat
%dir%Ww-52.bat
%dir%Ww-53.bat
%dir%WwW-54.bat
%dir%Ww-55.bat
%dir%WwW-56.bat
%dir%WW-57 . bat

echo A8&2l Y= : %AccountSafety%
echo A2zl  F Y : %AccountRisk%

echo Adaz2l ZAA 27} : %AccountError%
echo AEat2]  RtH| AL : 1

echo.

echo
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

& echo. & echo. & echo. & echo.

MHIA B2| HA
%dir%WwW-07.bat
%dir%Ww-08.bat
%dir%Ww-09.bat
%dir%Ww-10.bat
%dir%Ww-11.bat
%dir%Ww-12.bat
%dir%#W-13.bat
%dir%WW-14.bat
%dir%#W-15.bat
%dir%#W-16.bat
%dir%WW-17.bat
%dir%#W-18.bat
%dir%#W-19.bat
%dir%#W-20.bat
%dir%Ww-21.bat
%dir%WW-22.bat
%dir%WW-23.bat
%dir%WW-24.bat
%dir%Ww-25.bat
%dir%WwW-26.bat
%dir%Ww-27.bat
%dir%Ww-28.bat
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call
call
call
call
call
call
call
call
call
call
call
call
call

%dir%Ww-29.bat
%dir%Ww-30.bat
%dir%WW-31.bat
%dir%#W-58.bat
%dir%#W-59.bat
%dir%#W-60.bat
%dir%#W-61.bat
%dir%#W-62.bat
%dir%#W-63.bat
%dir%#W-64.bat
%dir%WW-65.bat
%dir%HW-66.bat
%dir%WW-67.bat

call %dir%#WwW-68.bat

echo
echo
echo
echo

echo.

echo
call
call
call

echo
echo
echo
echo

echo
call
call
call

echo
echo
echo
echo

echo
call
call
call
call
call
call
call

ME|A 22| g2

: %ServiceSafety%

MH|A 22| FSF . %ServiceRisk%
MH|A 22| HAFEZ} - %ServiceError%
MH|A 2t2| XEIEAF -1

& echo. & echo. & echo. & echo.

%dir%#W-32.bat
%dir%#W-33.bat
%dir%#W-69.bat

I X| 2|
I X| 2|
Ijj x| 22|
I x| 22|

%dir%WWwW-34.bat
%dir%WWwW-35.bat
%dir%WWwW-70.bat

2a3e| ¢S
27|
27|
27|

%dir%#W-36.bat
%dir%#W-37.bat
%dir%#W-38.bat
%dir%Ww-39.bat
%dir%Ww-40.bat
%dir%Ww-41.bat
%dir%WwW-42.bat

X[ 22| HA

&= %PatchSafety%
#|9f : %PatchRisk%
AAHE 7} : %PatchError%
KEM| B AL - 1

20| AA

: %LogSafety%

F 9k : %LogRisk%
HAHE 7} %LogError%
XM AL = 1

o

bEte| HAb

r
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call  %dir%ww-43.bat
call  %dir%ww-44.bat
call  %dir%#WwW-45.bat
call  %dir%WW-72.bat
call  %dir%%W-73.bat
call  %dir%#W-74.bat
call  %dir%WW-75.bat
call  %dir%WW-76.bat
call  %dir%WW-77.bat
call  %dir%#W-78.bat
call  %dir%WwW-79.bat
call  %dir%ww-80.bat
call  %dir%ww-81.bat

echo otz 2= . %SecuritySafety%

echo Eotatg|  F 9 : %SecurityRisk%

echo Hot&tz2|  HAEZL : %SecurityError%

echo Hotata| XM ZAL @ 1

echo  ---------momomooeee- s 27 }EUL -

goto start

echo. & echo. & echo. & echo. & echo.

pause
mysq|l -h 192.168.111.100 -unawon -p1234 -e "load data local infile 'C:/jb/result.txt’
into table result fields terminated by ';" joongbu_db
rmdir /S /Q CWUsersAdministratoritjow
exit
2IE2(Windows 10) A{H| XIEk A3 ZE : W-01
@ECHO OFF
ECHO.

H

ECHO ~< W-01 Administrator Al 0|& HZA L& HOtM A3t A

ECHO.

net user | find /i "Administrator" > CM#twO01.txt

IF %errorlevel% EQU 0 (echo "MEl : F 2 "&echo."Administratorl| A 0|£0] AL 0]

AKX @& LCE"
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echo "A #2|W-01,Administrator 'S 0| B4 £
A3t Risk, %userid%,%serverip%,%date%,0,Administrator?]  Ad O|§2 AESHAHLR." >>
C:WUsersW%name%#jbWresult.txt

set /a AccountRisk=%AccountRisk%+1
) ELSE (echo "MEf : &="

echo "A& 22| W-01,Administrator AH 0|2 HZ L= HotM
L=}, Safety, %userid%,%serverip%,%date%,1"  >> CWUsersWo%name%WjbWresult.txt

set /a AccountSafety=%AccountSafety%+1

del C:H#wO01.txt

ECHO.

ECHO.::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
2= 2(Windows 10) AfH| ZIEH A3 EE : W-02

@ECHO OFF

ECHO.

ECHO A< W-02 Guest AlH H|2d3t A>

ECHO.

net user guest | find "&d AFE" | find "0" > C:Ww02.txt
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IF %errorlevel% EQU 0 (echo "&EH : F2f"&echo."Guest A™HO| &d3s} &0 JUSL|CE"

echo "AlE 2| W-02,Guest A8
H| ZH9 3} Risk, %userid%,%serverip%,%date%,0,Guest IS HZH3}SIM Q" >>
C:WUsersW%name %t jbWresult.txt

set /a AccountRisk=%AccountRisk%+1

) ELSE (echo "&tEf : "

echo "A8 2|, W-02,Guest A H|&d 3} Safety, %buserid%,%serverip%,%date%,1" > >
C:WUsersW%name%tjbWresult.txt

set /a AccountSafety=%AccountSafety%+1

del C#wO02.txt

ECHO.

ECHO.::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
2= 2(Windows 10) AfH| ZIEH A3 EE : W-03

@ECHO OFF

ECHO.

ECHO ~< W-03 2223t AE HMH ~>

ECHO.
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net user

echo "AE 2| W-03,2Z28% AF X 7,N/A%userid%,%serverip%,%date%,1" >>
C:WUsersW%name %t jbWresult.txt

set /a AccountSafety=%AccountSafety%+1

ECHO.

ECHO.::::::======================::=::::::::===================
fI=2(Windows 10) AH| ZTIEH A3 EE - W-04

@ECHO OFF

ECHO.

ECHO A< W-04 AE &3 YA 28 >

ECHO.

net accounts | find "&& YAU" > CWwO4.txt

FOR /f "tokens=1-3" %%a IN (w04.txt) DO SET value=%%c

IF %value% GEQ 6 (echo "AEN : F|2"&echo."AIE A ZH0| 60|42  MHEE|O
ol&L|Ctn

A H
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echo "AlE 2| W-04A4F &3 LA
A7 Risk, %userid%,%serverip%,%date%,0, A &3 YA UZ 50512 BHSNR" >>
C:WUsersW%name%#jbWresult.txt

set /a AccountRisk=%AccountRisk%+1

) ELSE IF %value% EQU 0 (echo "&Ef : F"&echo."Ad A 40| HHE UAX|
obA L |Cfr

(=]

echo "A7d &2 wW-04A4% &3z ¢
A7 Risk,%userid%, %serverip%,%date%,0, 48  &a YAUS 50/5t2 SHSIHR." >>
C:WUsersW%name%ttjbWresult.txt

set /a AccountRisk=%AccountRisk%+1

) ELSE IF %value%=="0OtH" (echo "HEl : FA"&echo."AE A0 AHEO UX|
OFAL| L}
Is 4 .

echo "Ad 2| W-04A4F &a &
A7 Risk,%userid%,%serverip%,%date%,0, 4’8 &&= YAUS 50512 HEHSIHR." >>
C:WUsersW%name%ttjbWresult.txt

set /a AccountRisk=%AccountRisk%+1
) ELSE (echo "&tEf : &3

echo "AE 2| W-04 A T3 YA HHE Safety, %userid%, %serverip%,%date%,1" > >
C:WUsersW%name%tjbWresult.txt

set /a AccountSafety=%AccountSafety%+1

del CH#wO04.txt

ECHO.

_33_




fI1=2(Windows 10) MH ZIEH AJEE - W-05

@ECHO OFF

ECHO.

ECHO A< W-5 &8li& 7ts3t 2238 AHESIY

o2
fot
ol
o)l
N
M
>
\

ECHO.

secedit /export /cfg C:#WjbWlocalSecurityPolicy.txt | find /v "2 &2" | find /v "XtAIBH

TYPE C:WjbWLlocalSecurityPolicy.txt | find /i  "ClearTextPassword" | find "0" > NUL

if not errorlevel 1 echo "ZA1} : ¥

if not errorlevel 1 echo "Al7d &2|W-0531= 7ts%t Y23E A8t 2=
M 7|& Safety, %userid%, %serverip%,%date%, 1" >> C:#Users#%name%WjbWresult.txt

if not errorlevel 1 set /a AccountSafety=%AccountSafety%+1

if errorlevel 1 echo "Z1} : 2% "&echo."siE 753t U2 ARSI U XME M
At2O 2 E|0f UGL|CH"
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if errorlevel 1 echo "A"d 22| W-05,31= 7ts%t Y=3E AFESI €=

X 7|Z Risk,%userid%,%serverip%,%date%,0,51=  7ts% Ld=23E AIESIY = X

Mg ArE o oz MHESIMR" >>  CWUsersW%name%WjbWresult.txt

if errorlevel 1 set /a AccountRisk=%AccountRisk%+1

PN

2 1™S Set E4 : botpy

# -*-  coding: utf-8 -*-
import  config

import  allMessage
import  telebot

import  paramiko
import  os

import  sys

import  time

import  pymysq|l
import re

from  scp import SCPClient

bot = telebot.TeleBot(config.botToken)
class  User:

def _init_ (self, userChatld):
self.userChatld = userChatld

def userName(self, userName):
self.userName = userName

def sshUser(self, sshUser):
self.sshUser = sshUser

def sshPassword(self, sshPassword):
self.sshPassword = sshPassword

def sshHost(self, sshHost):
self.sshHost = sshHost

def remoteUser(self,remoteUser):
self.remoteUser = remoteUser
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def remotePassword(self, remotePassword):
self.remotePassword = remotePassword

def remoteHost(self, remoteHost):
self.remoteHost = remoteHost

def clientid(self, clientid):
self.clientid = clientid

def cdCommand(self, cdCommand):
self.cdCommand = cdCommand

def userStep(self, userStep):
self.userStep = userStep
#(If user for chatld) = None - user not activate

#step = 1 - wait everything
#step = 2 - activ
knownUsers = {}

#

#

#Pass  all message(exclude /start, /on, /help), if user not activate:
@bot.message_handler(func=lambda  message: W

((knownUsers.get(message.chat.id) == None)
(knownUsers.get(message.chat.id) == 1)) W
and (message.text !=  '/start) and (message.text != '/on') W
and (message.text = '/help'), content_types=["text"])
def  pass_message(message):
pass
#
#

#Message  /start after and before register user
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id) == None, commands=['start'])
def  send_welcome(message):
bot.send_message(message.chat.id, allMessage.commands|'start_AfterAuthorized'])

@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id).userStep == 2, commands=['start'])
def  send_welcome(message):
bot.send_message(message.chat.id, allMessage.commands|['start_BeforeAuthorized'])
#
#
#Message /help after and before register user
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id) == None, commands=['help'])
def  send_welcome(message):
bot.send_message(message.chat.id, allMessage.commands['help_AfterAuthorized'])

@bot.message_handler(func=lambda  message: W

or
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def

#
#

knownUsers.get(message.chat.id).userStep == 2, commands=["help'])
send_welcome(message):
bot.send_message(message.chat.id, allMessage.commands['help_BeforeAuthorized'])

#User  information:
@bot.message_handler(func=lambda  message: True, commands=['information'])

def

#
#

informaiton_user(message):
data = ‘clientid : ' + knownUsers.get(message.chat.id).clientid + "Wn' +W
‘remoteuser : ' +  knownUsers.get(message.chat.id).remoteUser + 'Wn' +#
‘remotehost : ' +  knownUsers.get(message.chat.id).remoteHost

bot.send_message(message.chat.id, data)

#Activate, and deactivation bot.
@bot.message_handler(func=lambda  message: True, commands=['on'])

def

def

activate_user(message):
if knownUsers.get(message.chat.id) ==  None:
newUser = User(message.chat.id)
newUser.userName = "
newUser.sshUser = config.sshUser

newUser.sshPassword =  config.sshPassword
newUser.sshHost = config.sshHost
newUser.cdCommand =  config.sshHomeDirectory

newUser.userStep = 1
newUser.remoteUser =
newUser.remotePassword = "
newUser.remoteHost = "
newUser.clientid = "
knownUsers[message.chat.id] = newUser

password =  botsend_message(message.chat.id, " HIZHZE LH|FM L ")
bot.register_next_step_handler(password, check_password)
elif ~ knownUsers.get(message.chat.id).userStep == 2:
bot.send_message(message.chat.id, "®1X| 20| #0| HZE HE{ULICE"

check_password(message):
if message.text == config.botPassword:
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).userName = message.chat.first_name

bot.send_message(message.chat.id, "H&& THITLICH")
else:
password = bot.send_message(message.chat.id, "IIARIET ERSLCE CHA

YeiFAe o)

H =

bot.register_next_step_handler(password, check_password)

@bot.message_handler(func=lambda  message: W

knownUsers.get(message.chat.id).userStep == 2, commands=['off'])
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def  deactivate_user(message):
knownUsers.pop(message.chat.id, None)
bot.send_message(message.chat.id, "®Z2&  SiX St ELICH)

#

#

#client id

@bot.message_handler(func=lambda  message: W

knownUsers.get(message.chat.id).userStep == 2,
commands=['clientid'])
def  request_client_id(message):
knownUsers.get(message.chat.id).userStep = 1
clientid = bot.send_message(message.chat.id, "HZS AHst 3|@ id €€ "
bot.register_next_step_handler(clientid, add_client_id)
def add_client_id(message):
f = open("/joongbu_script/jb/userinfo”, 'w+")
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).clientid = message.text
sglconn =
pymysqgl.connect(host="127.0.0.1",user="nadau’,passwd="'8648",db="joongbu_db',charset="utf8")
cur = sqlconn.cursor()
cur.execute("select id from user where id like '{0}".format(message.text))
result = cur.fetchone()
if result == None:
bot.send_message(message.chat.id,  "OtO|C|7} E=X§SIX| QA& L|Ct")
bot.send_message(message.chat.id, "/clientid")
else:
bot.send_message(message.chat.id, ~ "OtO|C|7} E=X{EtL|Ct")
re = "join(filter(str.isalnum,  result))
f.write(re)
f.close()
bot.send_message(message.chat.id, "/remoteuser”)
#
#
#Send  user,passwd
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id).userStep == 2,

commands=['remoteuser'])
def  request_send_user(message):
knownUsers.get(message.chat.id).userStep = 1
remoteUser =  bot.send_message(message.chat.id, "H&& AH user 22 )
bot.register_next_step_handler(remoteUser, add_send_user)
def add_send_user(message):
if ((config.rootPermission) or  (message.text != 'root")):
knownUsers.get(message.chat.id).remoteUser = message.text
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remotePassword =  bot.send_message(message.chat.id, "M&& AH HZHS QI

bot.register_next_step_handler(remotePassword, add_send_password)
else:
bot.send_message(message.chat.id, "Root not allowed")

def add_send_password(message):
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).remotePassword = message.text
bot.send_message(message.chat.id, "/remotehost")

#

#

#send  host connect
@bot.message_handler(func=lambda  message: W

knownUsers.get(message.chat.id).userStep == 2,
commands=['remotehost'])
def  request_ssh_host(message):
knownUsers.get(message.chat.id).userStep = 1
sendDomain = botsend_message(message.chatid, "HM&% Z=H(IP)FA Y™ )
bot.register_next_step_handler(sendDomain, add_send_host)
def add_send_host(message):
f = open("/joongbu_script/jb/userinfo”, 'a")
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).remoteHost = message.text
f.write('Wn')
f.write(knownUsers.get(message.chat.id).remoteHost)
f.close()
bot.send_message(message.chat.id, "/sendfile")
#
#
#paramiko  file send
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id).userStep == 2,

commands=['sendfile'])
def  send_file(message):
try:
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
client.connect(hostname=knownUsers.get(message.chat.id).remoteHost,
username=knownUsers.get(message.chat.id).remoteUser,
password=knownUsers.get(message.chat.id).remotePassword)
scp=SCPClient(client.get_transport())
scp.put(‘/joongbu_script/jb', '/,  recursive=True )
scp.close()
bot.send_message(message.chatid, "T& t&")
bot.send_message(message.chat.id, "/serverscan")
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except paramiko.AuthenticationException:
bot.send_message(message.chat.id, "ID 2 H|ZYHSIt EEL|CH")
bot.send_message(message.chat.id, "/remoteuser")

except  paramiko.ssh_exception.NoValidConnectionsError:
bot.send_message(message.chat.id, "IPFA7} E&EL|CH)
bot.send_message(message.chat.id, "/remotehost")

#
#server  scan
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id).userStep
commands=['serverscan'])
def  send_file(message):
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
client.connect(hostname=knownUsers.get(message.chat.id).remoteHost,
username=knownUsers.get(message.chat.id).remoteUser,
password=knownUsers.get(message.chat.id).remotePassword)

]
1
n

stdin, stdout, stderr =  client.exec_command("sh /jb/check.sh")
data = stdout.read() + stderr.read()
bot.send_message(message.chat.id, "ZHAI2tE")

client.close()

#

#

#Set  ssh user and ssh password

@bot.message_handler(func=lambda  message: W

knownUsers.get(message.chat.id).userStep

commands=['setsshuser'])

def  request_ssh_user(message):
knownUsers.get(message.chat.id).userStep = 1
sshUser = bot.send_message(message.chat.id, "ssh user & ")
bot.register_next_step_handler(sshUser, add_ssh_user)

1
1
no

def  add_ssh_user(message):

if ((config.rootPermission) or  (message.text != 'root")):
knownUsers.get(message.chat.id).sshUser = message.text
sshPassword =  bot.send_message(message.chat.id, "ssh H/Zf#H= = )

bot.register_next_step_handler(sshPassword, add_ssh_password)
else:
bot.send_message(message.chat.id, "Root not allowed")

def  add_ssh_password(message):
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).sshPassword = message.text

#
#
#Set  host(IP) for ssh connection:
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@bot.message_handler(func=lambda  message: W

knownUsers.get(message.chat.id).userStep == 2,
commands=['setsshhost'])
def  request_ssh_host(message):
knownUsers.get(message.chat.id).userStep = 1
sshDomain = bot.send_message(message.chat.id, "H&g =H(P)Fa 2H M
bot.register_next_step_handler(sshDomain, add_ssh_host)
def  add_ssh_host(message):
knownUsers.get(message.chat.id).userStep = 2
knownUsers.get(message.chat.id).sshHost =  message.text
#
#
#Check exist sshUser:
@bot.message_handler(func=lambda  message: W
((knownUsers.get(message.chat.id).userStep == 2) and W
(knownUsers.get(message.chat.id).sshUser == ") and W
(knownUsers.get(message.chat.id).sshPassword == ")), #
content_types=["text"])
def  ssh_user_not_exist(message):
bot.send_message(message.chat.id,  "ssh X7} Sl&LICt /setsshuser 22 /help 2"
#
#
#Check  exist sshHost:
@bot.message_handler(func=lambda  message: W
((knownUsers.get(message.chat.id).userStep == 2) and #
(knownUsers.get(message.chat.id).sshHost == ")), W
content_types=["text"])
def  ssh_user_not_exist(message):
bot.send_message(message.chat.id, "Ssh host not exist. Use /setsshhost or /help")
#
#
#Do  ssh command:
@bot.message_handler(func=lambda  message: W
knownUsers.get(message.chat.id).userStep == 2,

content_types=["text"])
def  do_ssh_command(message):
#check and remember 'cd'-command
if (message.text[0:3] == 'cd ):
if  knownUsers.get(message.chat.id).cdCommand[-1] '= '/"
knownUsers.get(message.chat.id).cdCommand += '/
if message.text[3] == /"
knownUsers.get(message.chat.id).cdCommand = message.text.split()[1]
elif message.text[3:5] == "."
flag = knownUsers.get(message.chat.id).cdCommand.split('/")
knownUsers.get(message.chat.id).cdCommand = '/
i=0
for element in flag:
if (i ==0)or (i =
i +=1
continue

len(flag)-2) or (i == len(flag)-1)):
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knownUsers.get(message.chat.id).cdCommand += element + /'
i +=1
else:
bot.send_message(message.chat.id, message.text[3:5])
if  knownUsers.get(message.chat.id).cdCommand[-1] =="/"
knownUsers.get(message.chat.id).cdCommand +=
message.text.split()[1]
else:
knownUsers.get(message.chat.id).cdCommand += '/ +
message.text.split()[1]
#ban 'vi', 'less', 'more’, 'tail -f"
elif ((message.text[0:3] == 'vi ') or (message.text[0:5] == 'less ') or #
(message.text[0:5] == 'more ') or (message.text[0:8] == 'tail -f ")):
bot.send_message(message.chat.id, "Please don't use dynamic
command")
#Do ssh command:
else:
try:
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
client.connect(hostname=knownUsers.get(message.chat.id).sshHost, ¥
username=knownUsers.get(message.chat.id).sshUser,
password=knownUsers.get(message.chat.id).sshPassword)
sshCommand = 'cd ' +knownUsers.get(message.chat.id).cdCommand + ;

message.text
stdin, stdout, stderr =  client.exec_command(sshCommand)
data = stdout.read() + stderr.read()
if (sys.getsizeof(data) <  34):
pass

elif (sys.getsizeof(data) > 3000):

bot.send_message(message.chat.id, #

"Answer  from server is too large")

else:

bot.send_message(message.chat.id, data)
client.close()

except Exception as e:

bot.send_message(message.chat.id, )

#log user actions:
if config.logging:

logFile =  open(config.logFile, 'a")
logFile.write("User chat id: +
str(knownUsers.get(message.chat.id).userChatld) + W
User name: +
str(knownUsers.get(message.chat.id).userName) + W
" Command: " + str(sshCommand) + "'#n")

logFile.close()

while  True:
if _name_ == "' _main_"
bot.polling(none_stop=True)
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time.sleep(10)

e 1l 2L HA[X] : allmessage.py

# -*- coding: utf-8 -*-

commands = {
'start_AfterAuthorized":
u'CtEsINR 142 2 QAL Chwnwn'
uRd AZZ JSHAIH Jon YZHwn'

'start_BeforeAuthorized":
u'RtEsIM e 1AM2x 2L CHwn'
g HMEE 0*_' MOAH Jinformation 2 wn'

u'thE FEOSS EU2A[H /help EE!

'help_AfterAuthorized"
u'tastMl e 1428 & QLICHwnwn'
u'Rt BEE RSHAIH Jon EHwn'
‘help_BeforeAuthorized":
u'BHOwn'
u'/off - 21t HZZ -’S—EE”—l Ean
u'/information - A3} HE =ZHwn'
u'/clientid - AH|A *._"éﬂ.._F 2| ¥ d°'E4Wn'
u'/remoteuser - WAME o 1D U HTHT H™Wn'
u'/remotehost - TtAML & |pAHwn'
u'/sendfile - It MEwn'
u'/serverscan - AH{ A A|Zwn,

U
I-
0
n

e 23 238 : config.py

# -*- coding: utf-8 -*-

#Telegram  Bot API token (ask BotFather):
botToken = '1771478021:AAEeOXPZXvYp-sqpOEcxhofU2YsIQxUSAAQ'

#Password  for authentication in bot:
botPassword = '1234'

#Default data for ssh-connection:
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sshUser = 'root'

sshPassword =
sshHost = '192.168.111.100'
sshHomeDirectory = '/joongbu_script'

#Root  permission. If 'True" - root allowed
rootPermission = True

#Logging. If 'True" - logging ON
logging = True
logFile = '/joongbu_script/telegram/telegramBot.log'
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