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2.1 LINUX
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NEZO0ICE 20100 22H20| M OO|ARAARZEE QI=5tHM Javal| MEHS 2/
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2.5 SPRING

Am2 oYY (Spring Framework)E= AtH} SHES ot QE AA ofS2|H0|M =z
AHIRNM 7HES| AZP(Spring)Ol2t = ofCh SH Ol # AO|ES JHESH| flst of2f 7t
Al MEIAE HMESta QUC Cistil= S&7]@el @ MB|A 7HE Al AHgS AESHE /s

A8 R e @elas] 7|8 7le=2AM 202 QUL

2.6 HTML
Sto|m EAE O3 AO{(Hyper Text Markup Language, HTML, 230: Z2F&EAIE7|
1 7120 = & mO|X|E flet X[HiFQ O 2% AOCL ESH HTMLE

Al
1 22 =25 fe #=5 Q0|g LiEl= AED ofLgr g3, 218t
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O el gd=ez #xH EME UE + UAs YHS HSSCE 22|21 o|o[X|eb 4K
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o

Mot Chotd YAls MAst= O AFRE = QUCH HTMLS & H|O|X| 2HIE oto] 7 &
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HTML M2| &Kol dE0| I3 = AHHIAIZEER 220 O go| &59| o[kt HiX|
£ JOISt= CSS €2 ATJBEE ZSALE 222 = UL

2.7 CSS

BN CC
T5Y AME

= 2 A|E(Cascading Style Sheets, CSS)& Ot ¢ 210{7}

AN BAR=E HES Y AHOf(style sheet language)Z, HTMLIF XHTMLO| =

B2 MO, XMLOME AFEE == QUC} 7|2 mY B w3Ce| BFEO|H, 2f|0|ot2nt AR S
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ofolc| abc1234
Hats 010-1234-5678
ip C0:0:00:0:01

Al &% USER A% test
A2% USER [ARIE 1234

A2 ROOT HAYE 123456

(2= 7] ofolHo]A] - AA7IE FE

ORO|T| O X|Of A 2210] AlIEeE HHE =0l & £ ULt

3.2.2 #e|x}

< il Q% @ =@ »@® :
HOME Soj2 Ficted  2=E FHed  MENUS  MENU4  =e

ucey
FHID : test

A% AlZH: 2021-10-21 19:37:46.0
s

[
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#5 1D : abc1234
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MENU3 MENU4 230z

Hory W Uy Yy

ofoic abei234
Hapis 010-1234-5678
ip 0:0:0:0:00:0:1
M2 USER AW test
A2 USER AYE 1234

AAE ROOT ASIE 123456

[ 9] A} Ho|x] - Aldst7]
B root@centos7/optAR - Shell In & Box - Chrome — O *
A =9 98 | heps//172.20.113.50:4200
[root@centos7 optl# pwd
Jfopt
[root@centos? optl# 1s
IR.tar rh |
[root@centos? opt]# tar -xvf IR.tar : |
IR/

IR/result.sh
IR/account.sh

IR/file.sh

IR/service.sh

IR/all.sh

IR/final DB.sh
IR/function.sh
[root@centos7 optl# ls

IR IR.tar rh
[root@centos? optl# cd IR
[Poot@centOS? IR]# 1s |
1t.sh File.sh function.sh service.sh

.sh result.sh
[Z& 10] shell in a box ¥ 3B



B root@centos7fopt/IR - Shell In & Box - Chrome
A =L 8| betpe//172.20.113.50:4200

[root@centos? IR]# ./all.sh
Zo0H M AR

B2 110%

E root@centosT:fopt/IR - Shell In A Box - Chrome

A FB| B | hipsy//172.20,113.50:4200
[root@centos? IR]# ./all.sh
Fd 34 AIE

[ s RN ] 100%
Fed dd ==l

[rooticentos7 IR]# 1s
152.168.5.108_20211821.txt error_log
account.sh file.sl
all.sh final DB.
[rooticentos? IR]# ./final DB.sh

FILE NAME: 192.168.5.188 20211021 . txt
USER ID: 2

complete!

[root@centos? IR]# 1s

192.168.5.186 20211821.txt account.s
DB.txt all.sh
[rootf@centos7 IR]#

allshgte A3 EEE Hdsi0] ZEY=

function.sh
result.sh

zh sarvice.zh

h error_log final_DB.sh result.sh

ik |
zh

file.sh function.sh service.s

ANt Ao| WHEICE 20| final DBE =2 DB.txt It Mot
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E root@centos7/opt/IR - Shell In A Box - Chrome
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[root@centos? IR]# mysql -h 172.28.113.175 -u root -p vulnerablilty < DB.txtI

(3 13] DBof| ©of g7]

#O| HACZ 715517 Qo DB.xtItdS DBO| 2O HO{FCL

FlchA 7 S Al O

—L— =

i

3.23 20| E
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XICF Zd )
ek Zat sxe TS e s s s 95 NA soEs
centos 72 48 5 3 23 2
A}, e inl
Ml Zat g2 mmac mzaus sec up g zn = A
PermitRooti ogindil
ol =01 94
v & Feos
2c =7
w02 o go=
] N A7 el £Bsio Y _— deny=5 unlock
w03 ¥ T aE B no_magic_ oot account required
/ib/security/pam _tallyso no_magic_root
reset
e " - e MR
522
y o 2/2| UiD7+ 02l 4 -~
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function.sh
- 14 -

"${MAIN_PATH}/error_log"

‘dirname $0°
mkdir ${MAIN_PATH}/error_log > /dev/null 2>&1

MAIN_PATH

51 &A37E
#1/bin/bash
. result.sh
ERROR_PATH
U-01()
{echo ""
echo "[&&F]"
echo "AEZE|"
echo nn
echo "[ER2E]"

H
=]
[ |
A
T
AL
T
2




echo "&"
echo mnn
echo "[HAE ="

echo "root AE A & Kok

echo nn
echo "[HATE"
A

#[telnet AMH|A AFEA[]
telnet="grep pts /etc/securetty 2>$ERROR_PATH/error_01°
if [ $? -eq 0 Jithen
echo ${telnet} | grep '*#'
if [ $? -eq O J;ithen
echo "1 /etc/securetty It LY *pts/x H&H HH0| T4 XHa| EAHUS" >

result.txt
else
echo "0 /etc/securetty It Lfj *pts/x & 27F0| EXE" >> result.txt
echo "PAM 2& MMt A Q0| root AE THES SIESIEZE HIEA|
securetty IHAO|AM pts/x 2tE &7 HMAH EHR" >> action.txt
fi
else

echo "1 /etc/securetty It L{f *pts/x & HHO| EXHSIX| RS" >> result.txt

fi
#[SSH AMH|A AFEA]
ssh="sed -n -e "/Authentication:/,/PermitRootLogin/p" /etc/ssh/sshd_config

2>$ERROR_PATH/error_01°
option="echo ${ssh#*PermitRootLogin}’
#=8 5o 2XE ==
comment="echo "${ssh}" | grep PermitRootLogin | grep "A#" *
if [ $? -eq 0 J;then
echo "0 PermitRootLogin0l F4 H70| E|0f AZ" >> resultixt
echo "PermiRootLogin E7MAM FMHEZ HAHS £ NoZ 273" >> action.txt

elif [[ ${option} == "yes" || ${option} == "Yes" ]];then
echo "0 PermitRootLogin 70| [0 AS" >> result.txt
echo "PermiRootLogin2dE NoZ HZ&" >> action.txt
elif [[ ${option} == "no" || ${option} == "No" ]Jithen
echo "1 PermitRootLogin2740| No2 HHE|0] US" >> result.txt
else
error="cat $ERROR_PATH/error 01"
echo "2 0|2 HAIX]: "${error}"" >>result.txt
fi
detail
HH#HH#

_15_




result

echo ""

echo "[ZX|AtE"
action

}U-02()

{echo ""

echo "[&&F]"
echo "AEaa|"
echo "

echo "[&=ZE]"
echo "U-02"
echo ""

echo "[HAEF]"

echo "I{AYE SEY 48"
echo ""

echo "[BREK]"

echo "&"

echo ""

echo "[EAAL]"

HHH#H#

pwd="/etc/security/pwquality.conf"
echo -e "ucredit:-1¥#ndcredit:- 1¥#nocredit:- 1#nminlen:8#Wndifok:N" >>
U-02_comparison_list.txt
for file in “cat U-02_comparison_list.txt’
do
com_optname="echo ${file} | cut -f 1 -d "
com_optvalue="echo ${file} | cut -f 2 -d ""
optname="grep ${com_optname} $pwd 2>$ERROR_PATH/error_02 *
optvalue="echo ${optname#*=} 2>$ERROR_PATH/error_02'
cat $pwd | grep '~#' | grep ${com_optname}>> /dev/null
if [ $7 -eq 0 Jithen
echo "0 ${com_optname} AHO| F=MKX 2| E0] US">>result.txt
echo "${com_optname} ZtO0| ${com_optvalue}(Ol)7} A AFs|oFe"
>>action.txt
elif [ ${optvalue} != ${com_optvalue} J;then
echo "0 ${com_optname} H7H0| Q@A LKX[SHK| £EZ">>result.txt
echo "${com_optname} %fO| ${com_optvalue}(O))7} =[AH HHs|ort"
>>action.txt
elif [ ${optvalue} == ${com_optvalue} ];then
echo "1 ${com_optname} 80| 2 FAtI AX|TH"> >result.txt

_16_




else
error="cat $ERROR_PATH/error_02"
echo "2 Of|2{ OA|X]: "${error}" " >> result.txt
fi
done
rm -rf U-02_comparison_list.txt
detail
HH#H#H#
echo
echo "[®ITHA D"

result

echo
echo "[EX|AtE]"

action >> act.txt

sort -u act.txt

rm -rf act.txt > /dev/null 2>&1

}U-03()

{echo ""

echo "[&&]"
echo "AH@zate|"
echo ""

echo "[&FZE]"
echo "U-03"
echo ""

echo "[HAE=]"
echo "A& Za YA AF"
echo ""

echo "[ER2&F]"
echo "&"

echo ""

echo "[AAAL]"
H##H#

pam="cat /etc/pam.d/system-auth 2>$ERROR_PATH/error_03"
pam_module=pam_faillock.so

#pam_module=pam_tally.so

#pam_module=pam_tally2.so

#210f 27 2ol BT et FFatX|7] IZ0| cat /etc/*release* BHOZ H
st

#if 7THHO|M faillockso ZES 0|8 = JYEE

#centos 7 O M= faillock.so2t pam_tally2.so= H4& 2H&5%

#4E . /lib64/security/pam_faillock.so, /lib64/security/pam_tailly2.so

echo ${pam} |grep '“auth' | grep $pam_module

ra
fo
°

_‘|7_




if [ $? -ne 0 ];ithen
echo "0 AE AZL0l 2EEO UX| >> result.txt
echo "Ofeflet &2 LHE2E HA" >> action.txt
"auth
no_magic_root" >> action.txt

[o] X=Xl]
[Ec=]

echo required  /lib64/security/pam_faillock.so deny=5 unlock_time=120

echo "account required /lib/security/pam_tally.so no_magic_root reset” >> action.txt

else

echo "1 A& A0l HEEN UAS" >> result.txt
fi
detail
#HH#H##
echo ""
echo "[TIEHZA D"
result
echo ""
echo "[EX|At]"
action
1U-04()
{echo ™"
echo "[&&]"
echo "A&E2te|"
echo ""
echo "[FFZE]"
echo "U-04"
echo "
echo "[HAE=]"
echo "IjAQE @O H"
echo ""
echo "[E82&K]"
echo "&"
echo ""
echo "[AAAL]"
HH#H#H#

file="etc/shadow"
if [ -f $file J;then

echo "1 /etc/shadow ItO| EIHE" >> result.txt
else

echo "0 /etc/shadow LtO| EXSHX| EAF" >> result.txt

echo "IfARIE Azt XM U 22| 48 HE A" >> action.txt
fi

# /etc/passwd LY LY FHIY
passwd_file="cat /etc/passwd |

LCJt x2 BA|E=X| &9
grep '“root' $1 | awk -F: '{print $2}"
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if [ $? -eq 0 J;then
if [ ${passwd_file} == "x" ];then

echo "1 /etc/passwd Lt L FRIM ZEJF xQ" >> result.txt
else
echo "0 /etc/passwd It L SR ZETE x7F OtE" >> result.txt
echo "/etc/shadow IR Lf HIUHSI ASslEl HEfZ IO UK
2ol Q" >> action.txt
fi
fi
detail
HHHH
echo ""
echo "[TIEHZA D"
result
echo ""
echo "[ZEX|AtE"
action
}U-05()
{echo ™"
echo "[&&]
echo "It A CIHFHEZ[ k2|
echo ""
echo "[&@=2E]
echo "U-05'
echo ""
echo "[HAE=]"
echo "root &, IjA Cl2E2| Aot 8 oA 473"
echo ""
echo "[ER2EK]"
echo "A"
echo ""
echo "[BAE]"
echo $PATH > /dev/null 2>&1
f[$? =071 then
TMP=1
fi
#7|s T+
A _code=" echo $PATH'
if [ $TMP == 1 ]; then
if [[ $A_code == *"*"* || $A_code == *" :*"* ]]; then
echo 0 PATH SHZAB==0f OIEHE7F W YO|L} S7Ho| ZEof AZ >>
result.txt
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echo root A2 tdM HYMANA PATH SHEHS0| ZatE|0of U=
SX| CI2E2|S LEHYE OFIEE PATH
40| DIX|H2e 2 0|F >> action.txt

else

echo 1 PATH &tZH0| O E7L W 2O|Lt F2H0| =ZEE|X| g >>

result.txt

fi
elif [ $TMP == 0 ]; then

echo 2 2tdR7F @PE0 AKX BS >> resultixt
fi
detail
echo
echo "[TIEHZA D"

result

echo
echo "[EX|At]"
action
1U-06()
{echo ""

echo "[&5]
echo "It A CIHFHEZ[ k2|

=x
echo ""
echo "[FFZE]"
echo "U-06"
echo ""

echo "[B&EF"

echo "ot Sl CldlEHZ| 2FK A"

echo ""

echo "[ER2E&E]"
echo "&"

echo ""

echo "[BAE]"
HHHH

find / -nouser -print > /dev/null 2>8&1
touch result.txt
if [ $2 -eq 1 J;ithen
echo "0 27 A7t nouserQ! mHAO|LE CIAEZ|7F =T >> reuslt.txt
echo "a&®A7b EXSHX| @= o2 8 CIHEEZ| AN Es &2/A #HE" >>
action.txt
else
echo "1 &®/At7} nouser@! HtAO|L} C|AHE{2|7F EXHSHX| ES" >> result.txt
fi
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find /-nogroup -print > /dev/null 2>&1
if [ $? -eq 0 J;then

echo "0 &F/At7F nogroup®! LFYOILE CIAEE|Z7 EXHE" >> result.txt

echo "ASX7F E=EXSHA| U= o I ClAEZ|
action.txt

fi

detail

HH#HH

echo ""

echo "[ZX|AtE]"
action
}U-07()
{echo ""
echo "

echo

n
A

echo "
echo "[FFZE]"
echo
echo "
rEERer

"/etc/passwd I+ A~RFAH S Aot AF"

echo
echo
echo
ERE]
echo "A"

echo

echo
echo "[HATE"
#HH#H##
touch result.txt
chpwd="ls -I /etc/passwd | awk '{print $3}"
if [ ${chpwd}=="root' ];then
echo "1 /etc/passwd®| 2FXt7t root@" >> result.txt
else

echo "0 /etc/passwd2| 2FXH7F root7b OFE" >> result.txt

A

echo "/etc/passwd2| 2FAIE rootE2 BZ" >> action.txt

fi

pam='ls -l /etc/passwd | awk -F . '{ print $1 }"
pam1="echo ${pam} | cut -c2-4 *

pam2="echo ${pam} | cut -c5-7 °

pam3="echo ${pam} | cut -c8-11°

CC

/T,

A 9%}

=k

>>
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echo "®Xf| /etc/passwd 2| ot : ${pam}"
if [ ${pam1} == "rwx" ];then
echo -e "0 6440[5t2 HFE[0] UX| AS" >> resulttxt
echo "6440|5t2 MMBj0F &" >> action.txt
elif [ ${pam1} == "rw-" J;then
if [ ${pam2} == "rwx" ] || [ ${pam2} == "rw-"] || [ ${pam2} == "r-x" Jithen
echo "0 6440|652 HEE[O] UK HS" >> resulttxt
elif [ ${pam3} == "rwx" ] || [ ${pam3} == "rw-"1 || [ ${pam3} == "r-x" J;then
echo "0 6440|5t2 AL AKX AUS" >> result.txt
else
echo "1 6440|5t2 A &[0 AUAB" >> result.txt
fi
else
echo "1 6440|652 27 &[0 AS" >> result.txt

result
echo ""

echo "[ZEX|AtR]"
action
U-08()
{echo ""

echo "[&&]"

echo "ot Sl ClaEZ| Zt|"

echo
echo "[&FZE]"

echo "U-08"

echo ""

echo "[HAYE]"

echo "/etc/shadow It A{XH S #Hot A"

echo ""

echo "[ER2E&E]"

echo "&"

echo "

echo "[HZAEE"

HH##H#

TMP="ls -l /etc/shadow | awk '{print $3}"

if [ ${TMP}=="root' ];then

echo "1 /etc/shadow?| AFAH= root® " >> resultixt
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else
echo "0 /etc/shadow®| &FAt= rootZt OtE"  >> result.txt
echo "/etc/shadow®| 29X} root2HZA" >> action.txt

fi
TMP2="ls -| /etc/shadow | awk '{print$1}"
if [ {$TMP2}=="-r-------- ' Jithen

echo "1 /etc/shadow®| H$H0| 40022 H7H ZOJUAZS" >> result.ixt
else

echo "0 /etc/shadow?2| #$H0| 40022 27 E|OUX| YZ" >> resulttxt
echo "/etc/shadow®| H3HS 40022 HHZA" >> action.txt

fi
detail
echo
echo "[ZIEFZDH"

result

echo
echo "[ZX[AtE"
action
JU-09()
{echo ""

echo "[&F&F]"

echo "It §! Cl|alEz| 2+
echo
echo "[&FZE]"
echo "U-09"
echo

echo "[xm-ijm-l-ég‘%]ll

echo "/etc/hosts THY ASXF 9 s MA"
echo "

echo "[ER2E&E]"

echo "&"

echo "

echo "[HAHE"

HHHH

TMP="Is -I /etc/hosts | awk {print $3}"

if [ ${TMP}=="root' ];then

echo "1 /etc/hosts@| 2|/ A= root® " >> result.txt
else

echo "0 /etc/hosts@| AFXH= root?t OFE" >> result.txt
echo "/etc/hosts2| AR/ AL root2#HE" >> action.txt

fi

pam='ls -l /etc/hosts | awk -F . {print $1}"
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pam1=‘echo ${pam} | cut -c2-4 °
pam2="echo ${pam} | cut -c5-7 °
pam3="echo ${pam} | cut -c8-11 "
echo "®1X}| /etc/hosts It H3t : ${pam}"
if [ ${pam1} == "rwx' J;then
echo "0 /etc/hosts # 20| 6000] & &" >> result.txt
echo "/etc/hohsts #$H0| 6000|352 AP E[O{OF &' >> action.txt
elif [ ${pam2} == "---" ] && [ ${pam3} == "---" ];then
echo "1 /etc/hosts # 20| 6000[SHA" >> result.txt
else
echo "0 /etc/hosts H3H0| 6000| 4" >> result.txt
echo "/etc/hohsts E$H0| 6000|852 MAHE|O{OF & >> action.txt
fi
detail
echo ""
echo "[ZICHZADH"
result
echo "
echo "[ZX|AtE"
action
}U-100
{echo ""
echo "[&F]"
echo "It ! ClEHEZ[ 22|
echo
echo "[&F32LE]"
echo "U-10"
echo
echo "[HAE=]"
echo "/etc/xinetd.conf LY AFA I Hoh 4"
echo ""
echo "[5REK]"
echo "A"
echo ""
echo "[AAAL]"
###3| A4 H LHE M
Is -l /etc/xinetd.conf 2>$ERROR_PATH/error_10
if [ $? -eq 0 Jithen
chinetd="ls -I /etc/xinetd.conf | awk '{print $3}"
if [ ${chinetd}=="root' ];then
echo "1 /etc/xinetd.conf@ AR X7t root®" >> result.txt
else
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echo "0 /etc/xinetd.conf@| &8Xt7} root7f OFE" >> result.txt
echo "/etc/xinetd.conf@| A8 XIE rootE2 HA" >> action.txt

fi
else

error="cat $ERROR_PATH/error_10

echo "2 Of2{ HA|X|: ${error}" >> result.txt
fi

inetd="find /etc/xinetd.conf -perm 600 2>$ERROR_PATH/error_10°
if [ $? -eq 0 J;then
if [ "${inetd}" == "/etc/xinetd.conf" ];then
echo "1 /etc/xinetd.conf@| #H3H0| 600" >> result.txt

else
echo "0 /etc/xinetd.confe| #Hot0| 6000| OtEH" >> result.txt
echo "/etc/xinetd.confl| #H3tE 60022 H7" >> action.txt
fi
else
error="cat $ERROR_PATH/error_10°
echo "2 o2 MA|X]: ${error}" >> result.txt
fi
detail
echo ""
echo "[®ITHAD}"
result
echo ""
echo "[ZX|At]"
action
JU-110
{echo ""

echo "[&&]
echo "ot U ClaE2Z| 2|
echo ""

echo "[FFZE]"

echo "U-11"

echo ""

echo "[BAYSE]"

echo "/etc/syslog.conf It AFAH 51 Mo A"

echo ""

echo "[BR2&]"
echo "&"

echo "

echo "[AANE]"
HH#HH
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TMP='Is - /etc/rsyslog.conf | awk '{print $3}"
if [ ${TMP}=="root' ];then
echo "1 /etc/rsyslog.conf@| &F A= root® " >> result.txt
else
echo "0 /etc/rsyslog.confl| AFXH= root7t OFE" >> result.txt
echo "/etc/rsyslog.conf| 2&F/ At root2E#HZB" >> action.txt
fi
pam='ls -l /etc/rsyslog.conf | awk -F . '{ print $1 }"
pam1="echo ${pam} | cut -c2-4 °
pam2="echo ${pam} | cut -c5-7 °
pam3="echo ${pam} | cut -c8-11°
echo "®X}| /etc/rsyslog.conf 2| #H$t : ${pam}"
if [ ${pam1} == "rwx" ];then
echo -e "0 6440|5t=2 27EE[0] UK YS" >> resulttxt
echo "6440|5t2 HAS{OF & >> action.txt
elif [ ${pam1} == "rw-" J;then
if [ ${pam2} == "rwx" ] || [ ${pam2} == "rw-"1 || [ ${pam2} == "r-x" ];then
echo "0 6440|652 E7EE[0] UK HZ" >> resulttxt
elif [ ${pam3} == "rwx" ] || [ ${pam3} == "rw-"1 || [ ${pam3} == "r-x" ];then
echo "0 6440|5t2 HE %[0 UX| EZ" >> result.txt

else
echo "1 6440|582 A7 (0] AZ" >> resultitxt
fi
else
echo "1 6440|5t2 A7 |0 AS" >> result.txt
fi
detail
echo ""
echo "[XIEHZA D"
result
echo ""
echo "[ZEX| At
action
U-12()
{echo ""

echo "[&&F]
echo "ot S ClaE2| 2|
echo "

echo "[&=ZE]"

echo "U-12"

echo

echo "[HAEZ]"
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echo
echo
echo
echo

"/etc/services It AQXF O AHSH MH"

—

zag)

At
(=]

eChO nn

echo

H[XE-I ?:-! -6|-_:I§|.]ll

o

chk_services="Is -I /etc/services 2>$ERROR_PATH/error_10 | awk {print $1}"
if [ $? -eq 0 J;then

else

fi

echo "/etc/services2| X A : ${chk_services}"
chservices='ls -I /etc/services | awk '{print $3}"
if [ ${chservices}=="root' ];then
echo "1 /etc/services| 2R X7t root@" >> result.txt
else
echo "0 /etc/services2| AF A7t rootZt OFE" >> result.txt
echo "/etc/servicesf@| AR AHE rootE2 HE" >> action.txt
fi

error="cat $ERROR_PATH/error_10
echo "2 0|2 HA|X|: ${error}" >> result.txt

find /etc/services -perm 600 2>$ERROR_PATH/error_10 > 12.txt
if [ $? -eq 0 ]ithen

if [ -s 12.txt ];then
echo "1 /etc/services2| #THO| 600" >> result.txt

else
echo "0 /etc/services?| #2H0[] 6000| OtEH" >> result.txt
echo "/etc/services@| HotE 60022 M7" >> action.txt
fi
else
error="cat $ERROR_PATH/error_10
echo "2 Of|2{ HIA|X|: ${error}" >> result.txt
fi
rm -rf 12.txt
detail
echo ""

echo "[XICHZA D"
result

echo "

echo "[ZX|AtE"
action

JU-13()

{echo ""
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echo "[&&]"
echo "It Sl C|aE2| 2"

echo "

echo "[&@=Z2E]"
echo "U-13"
echo ""

echo "[HAEZ]"

echo "SetUID, SetGID, Stickey Bit ALt ZHAL"

echo "

echo "[ER2E&E]"
echo "&t"
echo "

echo "[AAHL"

SF="SetUID.txt"

SG="SetGID.txt"

SB="Stickey_Bit.txt"

find / -user root -perm -4000 > $SF > /dev/null 2>8&1
find / -user root -perm -2000 > $SG > /dev/null 2>&1
find / -user root -perm -1000 > $SB > /dev/null 2>&1
echo "2 2222 MY Z2 SOlot oY =2l = =5 HAH" >> result.txt
echo "2 &87%t SUID, SGID I+ X" >> action.txt

rm -rf SetUID.txt

rm -rf SetGID.txt

rm -rf Stickey_Bit.txt

detail

result
echo "

echo "[ZEX|AtE]"
action
JU-14()
{echo ""
echo "[&&]"

o

echo "It % ClaE2| 2zt

echo "

echo "[&EZLE]"
echo "U-14"
echo ""

echo "[B&EF"
echo "AMEX}, A|A"R AFOHY S ALY ARXF G Hok AF ¢

eChO nn
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echo "[ER2E]"

echo "&"

echo "

echo "[BAE]"

echo "MH 2tZ0OICH IfYSO0| CH27| 20| O|F AJTEER NIAY 4 F &2

>> action.txt

echo "#2|Xt9 =& M =, siY LtLO| roott AFAIROl w HPHO| JYEE HH"
action.txt
echo "sfi'e IUO| rootet AFAL O[O w HTHO| UCHH F|fstCpn THEter 4= Qf

>> action.txt

echo "2 3t =&
detail
echo
echo "[XICHZA D"

result

ot

FOI Q" >> result.txt

echo
echo "[EX|At]"
action
WU-15()
{echo ""

echo "[&&]"

echo "ot U ClaE2| 2|

echo ""

echo "[&FZE]"
echo "U-15"
echo ""

echo "[HAEZ]"

echo "world writable It HA"

echo "

echo "[ER2EF]"
echo "A"
echo "

echo "[AAHL]"

find / -type f -perm -2 -exec Is - {{ W > ww.txt /dev/null 2>&1

if [ -e ww.txt ];ithen
echo "2 MH 2rZ0ICH T2 R0 =35 MA7F B8 >> resulttxt
echo "7|28o 2 MHE|= world writable Tt 7tO| H|IM 3" >> action.txt

else
echo "1 world writable Zt0| EX{SIX] %" >> result.txt
fi
rm -rf ww.ixt >> /dev/null 2>&1
detail
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HH#HH
echo
echo "[T A"

result

echo
echo "[EX|Atg]"
action
JU-16()
{echo ""

echo "[&&]"

echo "ot I ClaE2| 2|

b

echo
echo "[&F32LE]"
echo "U-16"
echo
echo "[EA=]"

echo "/devOl EXSIX| = device TIHY HA"
echo
echo "[5REK]"

echo "&"

echo ""

echo "[EAAL]"
HH#HH

find /dev -type f -exec Is - } W > dev.txt 2>&1

if [ -e dev.txt ];then

echo "2 IR0 ZXf" >> result.txt

echo "/dev IS Y (+=3HH ER)" >> action.txt
else

echo "1 ItRO| EXSHX| GIZ" >> result.txt

fi

rm -rf dev.txt >> /dev/null 2>&1

detail
HH#H#H#
echo
echo "[®ITHAD}"

result

echo
echo "[ZX|AtE]"
action
JU-17()

{echo

echo "[&&]"
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echo "MH[A Ztz2|"

echo "

echo "[&E3LE]"
echo "U-17"
echo ""

echo "[B&EF"

echo "$HOME/.rhosts, hosts.equiv AtHE ZX|"

echo ""

echo "[ER2E&E]"
echo "&"
echo ""

echo "[AAAL]"
if [ -f'ls -I $HOME/.rhosts 2>/dev/null’ ];then
if [ -fls -l hosts.equiv 2>/dev/null” J;then
echo "1 siE MH[AT} Hlg2dzt Z|0{AS" >> resulttxt

else
echo "0 Sl MH|AZ} 283} E|0{/UAS" >> result.txt
echo "0 siE MH[AT7L 243t E|0{JAS" >> result.txt
echo "§& YOl AQXE rootZ2 HZA T, HPt 600 Olctz HAH" >»>
action.txt
echo "F& HAOAM "+"E HAHSt BIEA| HRot 3AE 3 AEI &
>> action
fi
else
echo "0 SiT AMH|AT7L 243} Z|O{AS" >> resultixt
echo "& ItYQ| ARXE rootE P =, At 600 O[SI2 H7F" >> action.txt
echo "F& IYUOM "+'E HAHstn HIEA| Qo AE 9 AP SF" >>
action.txt
fi
detail
echo ""
echo "[XIEHZA D"
result
echo ""
echo "[ZEX|AtR]"
action
}U-18()
{echo ""

echo "[&7F]
echo "ot 3 C|&EZ| 22|

echo

echo "[&5

1]

I=ah
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echo "U-18"
echo
echo "[BH&E="

echo "B IP 9 ZE X

echo ""

echo "[5RE]"
echo "&"

echo ""

echo "[EAAL]"
HHH#H#

DD="cat /etc/hosts.deny’

if [[ "$DD" =~ "ALL: ALL" ]];then

echo "1 /etc/hosts.deny L0 ALL Deny A780| T _AZ" >> result.txt
else

echo "0 /etc/hosts.deny ItUO| ALL Deny H7HO| ZO{QUX| %S" >> result.txt
echo "/etc/hosts.deny IO ALL Deny &7 Q%" >>action.txt

fi

AA="cat /etc/hosts.allow’

if [[ "$AA" =~ "sshd" ]];then

echo "1 /etc/hosts.allow It W & ip EFE[OUS" >> result.txt

else

echo "0 /etc/hosts.allow It L & ip BEEOUKX| ES" >> resulttxt
echo "/etc/hosts.allow LY L &8 ip BERY" >>action.txt

fi
detail
#H##
echo
echo "[ZIEHA D"

result

echo
echo "[ZX|AFE]"
action

1U-19()

{echo

echo [25&]

echo "AMH|A Ztz2|"

echo "

echo "[%’%iE]‘
echo "U-19"

echo ""

echo "[HAESZ]"

echo "Finger AMH|A H| 243}
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echo
echo "[ER2E&F]"
echo "A"
echo ""
echo "[AAAL]"

Is -IL /etc/xinetd.d |grep finger > /dev/null 2>&1

if [ $? -eq 0 ]ithen

echo "0 Finger AMH|AZF EXHE" >> result.txt

echo "/ect/xinetd.conf IO A Finger MH|AZFRl FAMKXZ| 2" >> action.txt
else

echo "1 Finger MH|ATF ZEXWSEX| 42" >> result.txt

fi

detail

echo ""
echo "[ZX[Af]"
action
}U-200)
{echo ""
echo "[&&/]"
echo "AMH|A 22|
echo ""
echo "[&FZLE]"
echo "U-20"
echo ""
echo "[EdE="
echo "Anonymous FTP H|ZHd35}"
echo ""
echo "[BERE]"
echo "&"
echo ""
echo "[AAAL]"
if [ -f /etc/vsftpd/vsftpd.conf ];ithen
if [ "cat /etc/vsftpd/vsftpd.conf | grep anonymous_enable | awk -F= ‘{print $2}"" =
NO J];then

echo "1 Y ftp BL E7H5E" >> result.txt

else

echo "0 Y ftp & 7IsE" >> result.txt

echo "AY ftpE AIESHA| @i= &% At Ad HE" >> action.txt
fi
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else

echo "2 ftp BX| E[O{UX| RS" >> result.txt

fi
detail

echo "[ZEX|AbgH"
action
1U-21()
{echo ™"

echo "[&&]"

echo "MH|A 22|
echo ""

echo "[&@=ZE]"
echo "U-21"
echo
echo "[BAYEE]"

echo "r A€ MH|A H|Zd3
echo
echo "[ER2E&]"
echo "&"
echo
echo "[HAAHL]"

if test -f /etc/xinetd.d/rlogin

if [ "cat /etc/xinetd.d/rlogin | grep disable | awk '{print $3}

echo "0 rlogin A{H|A
echo "rlogin AH|A H]

N1}

= yes ]

283 Z[/UAS " >> resulttxt
=83 Q" >> action.txt

echo "1 rlogin MH|A H|Zd3l Z[0{AZ" >> resultixt

then
then
else
fi
else
echo "2 rlogin BX|2tE|H{RAZ" >> result.txt
fi
detail
echo nn
echo "[ZIEtA1H"
result

echo




echo "[ZEX|AbgH"
action

JU-22()

{echo ""

echo "[&&]"

echo "MH|A 22|

echo ""

echo "[&FZE]"
echo "U-22"
echo "

echo "[BH&E="

echo "crond It AgX A Hob A"

echo ""

echo "[ER2&]"
echo "&"
echo "

echo "[AAAL]"
Is -al /usr/bin/crontab >/dev/null 2>8&1
if [ $? -eq 0 ]; then
ACP=" find /usr/bin/crontab -perm -750 -Is | grep -v rwsr-x--- | awk {print $3}"
if [ $? -eq 0 ]; then
if [ $ACP -le 750 ] 2>$ERROR_PATH/error_22; then
echo 1 crontab &0 #3THO| 750 O|SHY >> result.txt
ADU="Is -I /usr/bin/crontab | awk '{print $1}"
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_22; then
echo 1 crontab BHO0| &R]A7} rootd >> result.txt

else
echo 0 crontab HHO & XWF root7t OtEl >> result.txt
echo crontab HHOY AR[AE root2 HE Qg >>
action.txt
fi
else
echo 0 crontab HE0| #3t0| 750 O|}7F OtE >> resulttxt
echo crontab 0| A$HS 750 O[22 M Q% >> action.txt
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_22; then
echo 1 crontab BEH0| &RXt7t rootd >> result.txt
else
echo 0 crontab BE0| &RAt7t root?t OFE >> result.txt
echo crontab YHO AR[XE root2E HE 2 >>
action.txt
fi
fi
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fi
else
echo 2 cron A|2"ES AFESHD UX| @F >> resunlt.ixt
fi
Is -l /etc/cron.allow >/dev/null 2>&1
if [ $7? -eq 0 ]; then
ACP=" find /etc/cron.allow f -type f -perm -640 -Is | grep -v rw-r--r-- | awk '{print
$3}"
if [ $? -eq 0 ]; then
if [ $ACP -le 640 ] 2>$ERROR_PATH/error_65; then
echo 1 cron.allow Tt #H$H0| 640 O[S >> result.txt
ADU="Is -I| /etc/cron.allow | awk '{print $1}"
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 cronallow It HHO AFXH7F rootd
>> result.txt
else
echo 0 cron.allow otQ HZHO AQX7t root?t Of
=l >> result.txt
echo cronallow It HHO A[FXE rootZ2 HE 2T >>

action.txt
fi
else
echo 0 cronallow I} #3HO| 640 O|Sk7F OFH >> result.txt
echo cronallow It HsHS 640 O|stZ M 2% >> action.txt
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 cronallow It FHHO 2[JFX7F rootd >>
result.txt
else
echo 0 cronallow It HHO AF{FXHZb root?t OtE >»>
result.txt
echo cronallow IIY H&HO ASKE root2 HZA 28 >>
action.txt
fi
fi
fi
else

echo 2 cron.allow ILt20| Y >> result.txt

fi
Is -1 /etc/cron.deny >/dev/null 2>&1
if [ $? -eq 0 ]; then
BCP=" find /etc/cron.deny -type f -perm -640 -Is | grep -v 'rw-r----- " | awk ‘{print
$31"
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>> result.txt

if [ $BCP -le 640 ] 2>$ERROR_PATH/error_65; then
echo 1 crondeny I #H%H0| 640 OS5t >> result.txt
BDU="Is -I /etc/cron.deny | awk ‘{print $3}"
if [ $BDU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 crondeny I FHHOY A[FXIE rootd

elif [ $BDU != 'root' ] 2>$ERROR_PATH/error_65; then
echo 0 crondeny It HH0] ~FX7t root?t Of

= >> result.txt

action.txt

result.txt

result.txt

action.txt

echo crondeny It HHO AR[AE rootz HE 2% >>
fi
elif [ $BCP > 640 ] 2>$ERROR_PATH/error_65; then
echo 0 crondeny I #%H0| 640 O|5H7F OFE >> result.txt
echo crondeny It H3HES 640 OS2 A 2% >> action.txt
if [ $BDU = 'root' ] 2>$ERROR_PATH/error_65 ; then
echo 1 crondeny It HHO A[FXZL rootd >»>

else
echo 0 crondeny It HHO A{XIE root?t OtE >>

—

echo crondeny It HA Q3 s>

fi
fi

elif [ $? -ne 0 ]; then

echo 2 crondeny ItO|

fi
detail
echo ""

echo "[XIGHZAD

result
echo ""
echo
action
}U-23()

{echo ""

olo

e >> result.txt

b

R AR

echo "[&&]"
echo "AMH|A Ztg|"

eChO nn
eChO n[-cg.%iE]n
echo "U-23"
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echo
echo "[B&EF"

echo "DoSE A0 F|fot AMH|A HiZ gt

echo "

echo "[5REK]"
echo "&t"
echo ""

echo "[HAAH]"

#4724 H W8 NE|

D1="find /etc/xinetd.d/echo 2>/dev/null | grep disable | grep no’

D2="cat /etc/xinetd.d/discard 2>/dev/null | grep disable | grep no’

D3="cat /etc/xinetd.d/daytime 2>/dev/null | grep disable | grep no’

D4="cat /etc/xinetd.d/chargen 2>/dev/null | grep disable | grep no’

if [[ -z $D1 1];ithen

echo "1 echo MH|A7F AX[E[0] UX| AL HZE =[O AZ" >> resulttxt

else

echo "0 echo AMH|AZ} 24351 | Of Q&LICE" >> result.txt

echo "/etc/xinetd.d/ C|EE{2] | echo LY disable = yes® A7 2" >> action.txt
fi

if [[ -z $D2 ]];then

echo "1 discard AMH|A7} HX[E[0f UX| AL HIZE3 £[0f JAS" >> result.txt
else

echo "0 discard AMH[A7F 23t [0 AB" >> result.txt

echo "/etc/xinetd.d/ CIE 2| L discard Lt disable = yes2 &A™ Q%" >> action.txt
fi

if [[ -z $D3 1];ithen

echo "1 daytime AH|A7F AX|E|0f UqX| ALL HIZE3 E|0f AqAZ" >> result.txt
else

echo "0 daytime AH[AZ7} 283}t E|0f _AZ" >> resulttxt

echo "/etc/xinetd.d/ C|E2] Lf daytime ItY disable = yesE2 278 2" >> action.txt
fi

if [[ -z $D4 1];then

echo "1 chargen MH|AZF AX|E[0] UX| AL HZHEDE 2|0 AS" >> resultixt
else

echo "0 MH[A7F 283t E|0f AZ" >> resulttxt

echo "/etc/xinetd.d/ C|EE{2| L} chargen LY disable = yes® A7 22" >> action.txt
fi

detail

HHHH
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echo
echo "[ZX|Ate”
action
U-24()
{echo ""

echo "[&&F]"

echo "A{H|A Zg|"
echo ""

echo "[&@=ZE]"
echo "U-24"
echo "

echo "[Ed&=]"

echo "NFS AH|A H|ZHMd 3

echo ""

echo "[ERE&E]"
echo "&"

echo ""

echo "[EAAE]"
H###

NN="ps -ef | egrep "nfs|statd|lockd"™ > /dev/null 2>&1
if [ "$NN" J;then

echo "0 NFS MH|A SZ F" >> result.txt

echo "NFSMH|A H= FX= Alg 23HE AH
action.txt

else

echo "1 NFS MH|ATF 2 FO[X| Q3"
fi

detail

#HH#H#H#

>> result.txt

echo
echo "[ZX|Ate”
action
}U-25()
{echo ""

echo "[&&F]"

echo "AMH|A Ztz|"
echo ""

echo "[&FZE]"
echo "U-25"

cC
ol
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echo

echo "[E&E=]"
m
—

o
echo "NFS ®

=
echo ""
echo "[5REK]"
echo "&"
echo ""
echo "[AAAL]"
echo "24¥ 2=0|M NFSE Hl2d3t St= A2 AHTSHADH ALESHOF & dRols HEs

H>Z2EAM7F Qe >> action.txt
echo "0| B% Zt2|Xi(=root)7} NFS MH|AE HX|SIHM S/ ClEHZIE Yoz X|H5}H|
SIE20| AZZEZ XNIAZF 275" >> action.txt

t ClEE 2o #oto] HASH| =322 N ER" >> action.txt

(@]
T |
echo "2 #H3t =& =0l Q" >> resulttxt

result

echo ""

echo "[ZEX|AtR]"
action
}U-26()
{echo ""
echo "[&F]"

echo "A{H|A Ztz|"

echo ""

echo "[&@=Z2E]"
echo "U-26"
echo "

echo "[HAEZ]"

echo "automountd X|#"

echo "

echo "[BR2EK]"
echo "A"
echo ""

echo "[EAAH]"
ps -ef | grep automount 2>&1 /dev/null
if [ -n $? J;then
echo '0 automount AMH|A ZH3}L Z|O{JAZ." >> result.txt
echo '#kill -9 2 MH|A O2 ZX[A[FOFSICE' >> action.txt
else
echo '1 automount AH|A H|g2g3l E|0{/JAS' >> result.ixt
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fi

detail
echo
echo "[®ITHAD}"

result

echo
echo "[ZX|AtR]"
action
U-27()
{echo ""

echo "[Z&]"

echo "MH|A 22|
echo ""

echo "[@=ZE]"
echo "U-27"
echo "

echo "[E&E=]"

echo "RPC A{H|A =tOI"
echo ""

echo "[ER2&]"
echo "&"
echo ""

echo "[AAAL]"

echo "2 &2|XIo| &% =9l ZQ" >> result.txt

echo "RPC AH|A ZX|&ALE, XAl Aol THX| Q1" >> action.txt
detail

echo ""

echo "[TIEHZA D"
result
echo ""

echo "[ZX|AtE]"
action
}U-28()
{echo ""

echo "[&&]"

echo "MH|A 22|
echo "

echo "[&=ZE]"
echo "U-28"
echo
echo "[HZst=)"

echo "NIS, NIS+ HZA"
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echo
echo "[ER2&K]"
echo "&"
echo ""
echo "[AAAL]"
ps -ef | egrep "ypservlypbind|ypxfrd|rpc.yppasswdd|rpc.ypupdated” 2>&1 /dev/null
if [ -n $? Jithen

echo '0 NIS MH[A 23t E0{/AZ." >> result.txt

echo '#kill -9 PID 2 MH[A 2 ZX|A|FHOFSICE' >> action.txt
else

echo "1 NIS AMH|A H|Zd3t E[0{AS' >> resultixt
fi
detail

echo ""

echo "[ZX|AtE]"
action
1U-29()
{echo ""
echo "[&&]"

echo "AMH|A &g|"

echo ""

echo "[&E32LE]"
echo "U-29"
echo ""

echo "[HAEF]"
echo "tftp, talk A{H|A H|ZHd 3}
echo "
echo "[5RE]"
echo "&"
echo "
echo "[AAAL]"
TP="cat /etc/services | grep tftp | sed -n "1p' | awk {print $1}"
TK="cat /etc/services | grep talk | sed -n "1p' | awk {print $1}"
if [ $TP = W#tftp ];then
if [ $TK = Wi#talk ];then
echo "1 tftp, talk A{H|A H|ZHMSH E[O{QUS" >> result.txt
echo "A|2E 2F0 2EQ MH|A H|Z%} joFgt" >> action.txt
else
echo "0 tftp AH|A-H|ZHY talk-Z43t E[0{QUZ">> result.txt
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echo "A|A"l 2HO0 =EL%H MH|A H|ZH43} ofjofgt" >> action.txt

fi
else
if [ $TK = #talk J;then
echo "0 tftp-2d2}, talk-Hl &%}t Z|O{UAS">> result.txt
echo "A|AH 2H0] EZQH MH|A H|Zd3l sHOFE" >> action.txt
else
echo "0 tftp, talkAMH|A 2d3t E|O{JAZ">> result.txt
echo "A|AH 2H0 ST MH|A H|Zd3l SHOFE" >> action.txt
fi
fi
detail
echo ""
echo "[TIEHA D"
result
echo "
echo "[EX|At]"
action
1U-30()
{echo ""

echo [2&]
echo A{H[A 22|
echo ""
echo [FS3 L]
echo U-30
echo ""
echo [H&E=]
echo Sendmail H{™ &
echo "
echo [E82F]
echo %t
echo ""
echo [HATEN
SV=" ps -ef | grep sendmail | grep -v "grep" | wc -I'
if [ $SV -eq 0 ];then

echo "2 sendmail MH|AE A& O0|X| ES" >> result.txt
else

echo "2 AX| = sendmail HE=Q HQ" >> result.txt

echo "%|4l H{To] AX| 8 HAYO[=E I8 sendmail Bl=2| SX|7t 2R23H7| HEO

oF AIZFCHO| = SHOF &t >> action.txt
fi
detail

=~
~

pS|
=
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result

echo ""

echo [Z=X|AIEH
action
U-31()
{echo ""
echo "[&&F]"

echo "AH|AZ2|"

echo "

echo "[&=ZE]"

echo "U-31"

echo ""

echo "[BAYSE]"

echo "2 0 EHzfo|
echo ""

echo "[ER2E&E]"

echo "&"

echo ""

echo "[EAAH"
HHH BRI R H R H R R R R RS
ps -ef | grep sendmail | grep -v "grep" >/dev/null 2>&1
if [ $? -eq 0 ]; then
cat $FILE | grep "R$W*" | grep "Relaying denied" | grep -v '#' >/dev/null 2>&1
if [ $? -eq 0 ]; then
echo 1 SMTP Z2{0] X|2to] EEE|0f ASZ >> result.txt

else
echo 0 SMTP AH|AE At23IH 2/2|0] HBto] MHEE|O| UK AL >»>
result.txt
S 42 MHA FX|, Al2Y 42 ¥

echo Sendmail MH|AE AMESHX| ¥

glo] X 48 E= Yol oy 2 MOl 2% >> action.txt
fi

else

gjo

echo 1 SMTP MH|AE ARESHX| %2 >> resulttxt
fi

detail
echo
echo "[®ITHAD}"

result

echo
echo "[EX|AtE]"
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action
}U-32()
{echo ""

echo "[&&F]"

echo "AMH|AZtE|"

echo ""

echo "[&E3 L]
echo "U-32"
echo "

echo "[B&E="

echo "YUEIALRXIO| Sendmail AeH HhX|"

echo "

echo "[ER2&F]"
echo "&"
echo ""

echo "[EAAH]"
HHHHAHHHH B R R HHHHHHHAA R R R BB HHH AR RS
ps -ef | grep sendmail | grep -v "grep" > /dev/null 2>&1
if [ $? -eq 0 ]; then
grep -v 'A *#' $FILE | grep PrivacyOptions | grep -v '# > /dev/null 2>&1
if [ $? -eq 0 ]; then
echo 1 &t AFEXIQ| Sendmail H¥ #X|7F HFEOf JAS >>
result.txt
else
echo 0 Yt AREXtS| Sendmail &

0%
0

X7 8E0] UK YF
>> result.txt

echo Sendmail MH|AE ALESHX| 42 42 MH|A FX|, Sendmail
MHIAE AFE Al sendmail.cf EEIHAO| restrictgrun &4 7 >> action.txt

fi
else
echo 1 SMTP MH|AE AE3IX| 2UZ >> result.txt

fi
detail

echo
echo "[ZX|AtE]"
action
}U-33()

{echo

eChO " _E__Igr]u
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echo "MH[A Ztz2|"

echo "

echo "[&E32LE]
echo "U-33"
echo ""

echo ' [7.‘:1?:1%*%]"
echo "DNS EOQF HH™ I{X|"
echo ""

echo "[ER2E&E]"
echo "&"

echo "

echo "[AAAL]"
HHHH

T ERSE

###F| A H LHE Xe|

DNS="ps -ef | grep named"

if [ "$DNS" J:then

echo "0 DNS AH|A AFES" >> result.txt
echo "DNS MH[AE ALESHA| @i 4% MH[A FX 2" >> action.txt
else

echo "1 DNS AMH|A OJAFES" >> result.txt

fi

##

N="named -v 2> $ERROR_PATH/error 33"

if [ -z "$N" ];then

echo "2 HOHHF =0l 2 YOHO[E" >> result.txt
echo "BIND Z[4IHT CHREE AIOIE & Q" >> action.txt
else

error="cat $ERROR_PATH/error_33"

echo "2 02 HA|X|: "${error}""

fi

detail

HHHH

echo ""

echo "[®ITHAD}"

result

echo "

echo "[ZX|AtE]"

action

1U-34()

{echo
"E&F]"

echo
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echo "AMH|A 22|
echo "

echo "[&E3LE]"
echo "U-34"
echo ""

echo "[HAE=]"

echo "DNS Zone Transfer 278"
echo ""

echo "[ER2E&E]"
echo "&"
echo "

echo "[AAAL]"

###3| A4 H LHE A

DNS="ps -ef | grep named

if [ "$DNS" J:then

echo "0 DNS MH|A AREE" >> result.txt
echo "/etc/named.conf Lt 2| allow-transfer
St= IPYE" >>action.txt

else

echo "1 DNS AMH|A OJAMESE" >> result.txt
fi
HHH#
echo ""

echo "[XIEHZA D"
result
echo ""

echo "[ZX|AtR]"
action
}U-35()
{echo " "

echo "[&&/]"

echo "AH|A 22|
echo " "

echo "[FFZE]"
echo "U-35"
echo
echo "[HAE ="

echo "# MH[A ClAEZ] 2|28 A"
echo
echo "[BR2&]"
echo "A"

echo
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echo "[EA"

H#HHHH T | SR

IFS_backup="$IFS"

IFS=$"Wn'

INDEXES_CHECK="sed -n '/Options/p' /etc/httpd/conf/httpd.conf >/dev/null 2>&1 | grep -v
ngn

if [ $? -eq 1 ]ithen

echo "2 OfmtX| A& m =0l 271" >> result.txt

else
for line in ${INDEXES_CHECK}
do
if [ $? -eq O J;then
if [[ ${line} =~ "Indexes" ]];then
echo "0 OptionsO Indexes?t X|"ZE[0] AZ" >>result.txt
echo "ZE OptionsOlAl Indexes®™¥ S X" >>action.txt
else
echo "1 OptionsOfl Indexes?t X ™E|O] AKX LZ" >>result.txt
fi
else
error="cat $ERROR_PATH/error_35"
echo "2 o2 OAIX]: "${error}"" >>result.txt
fi
done
fi
IFS="$IFS_backup"
detail
HHBHHH B R H AR HH RS H 1S
echo " "
echo "[TITHAD}"
result
echo " "
echo "[ZEX| At
action
echo " "
}U-36()
{echo " "

echo "[&&]"

echo "AMH|A 2|
echo " "

echo "[&F3LE]"
echo "U-36"

echo " "
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echo "[2&EF"

echo "HMHIA 2 T2 MA JHSE K|Sk

echo " "
echo "[5REK]"
echo "&"
echo " "

echo "[EAALH]"
HH#HH D | SHHHHHHH
IFS_backup="$IFS"
IFS=$"Wn'
PERMISSIONS_CHECK="egrep -i "(User|Group)" /etc/httpd/conf/httpd.conf
2>$ERROR_PATH/error_36 |grep -v "#" | grep -v LogFormat’
if [ $? -eq 1 Jithen
echo "2 OFItX| A7FmA =0l =71 >> result.txt

else
for name in ${PERMISSIONS_CHECK}
do
if [ $? -eq 0 Jithen
if [ ${name#* } == 'root' ];then
echo "0 ${name%% *} T30 rootd." >>result.txt
echo "EAMH[AQ H& AEE HEo AE2= HE" >>action.txt
else
echo "1 ${name%% *} H2HO| rootZt OFE." >>result.txt
fi
else
error="cat $ERROR_PATH/error_36
echo "2 Of|21 TIA|X]: "${error}"" >>result.txt
echo "H&g mHUO| EXSIX| *3S" >>result.txt
fi
done
fi
IFS="$IFS_backup"
detail
HHBHHH B RS H AR HH RS H 1S
echo " "
echo "[XICHZA D"
result
echo " "
echo "[ZX|AtE"
action
YU-37()
{echo " "

>

/dev/null
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echo "[&&]"

echo "MH|A Ztz2|"

echo " "

echo "[FFZE]"
echo "U-37"
echo " "

echo "[HATE]"
echo "HlA H|ﬁ /gSH |:|E_-I!EE| EE_%X'H

echo " "
echo "[BR2&E]"
echo "&"
echo " "

echo "[HAHZ"
H#HHHH D | S HHHHHHY
IFS_backup="$IFS"
IFS=$"¥n'

ALLOWOVERRIDE_CHECK="sed -n '/AllowOverride/p' /etc/httpd/conf/httpd.conf 2>/dev/null

2>$ERROR_PATH/error_37 | grep -v "#"
touch result.txt
if [ $? -eq 1 J;then
echo "2 OtmtX| &7 m =l =71 >> resultixt

> >result.txt

AZ" >>result.txt

else
for line in ${ALLOWOVERRIDE_CHECK}
do
if [ $? -eq 0 Jithen
if [[ ${line} =~ "None" 1]||[[ ${line} =~ "none" ]];then
echo "0 AllowOverride &40| Nonel 2 X|HE0f UAZ"
echo "2E AllowOverride &M0|A NoneX 7 " >>action.txt
else
echo "1 AllowOverride &410| None2Z X[HE|O UX|
fi
else
error="cat $ERROR_PATH/error_37"
echo "2 Of|21 TIA|X]: "${error}"" >>result.txt
fi
done
fi
IFS="$IFS_backup"
detail
HHHHAHA SRR BB HFHHHHH
echo " "
echo "[®ITHA D"

_50_




result

echo " "

echo "[Z=X|AtR]"
action

JU-38()

{echo " "

echo "[&&]"

echo "A{H|A Ztg|
echo " "

echo "[&E3LE]"

echo "U-38"

echo " "

echo "[HAE=]"

echo "#IMHIA SEHas ot X A"
echo " "

echo "[ER2E]"

echo "&"

r

echo
echo "[EAAL]"
if [ 'ps -ef | egrep httpd | grep -v "grep" | wec -I' -eq 0 ];then

echo "2 OfHtX| OJHH F" >> result.txt
else

if [ Is -l /etc/httpd | egrep -i 'manualjsamples|docs’ | wc -I" -eq O J;then

echo "0 sil@&E 0| Q8" >> resulttxt

fi
fi
detail
echo
echo "[ZIEHA D"

result

echo " "

echo "[EX|Atg]"
action

1U-39()

{echo " "

echo "[&&F]"

echo "AMH|A zt2|"
echo " "

echo "[&=ZE]"
echo "U-39"

echo

oY
0ot

echo "[& ="
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echo "Apache @3 ALEZX["

echo " "
echo "[BR2&]"
echo "4&"
echo " "

echo "[AAHL]"
HH#HH T | SHHHHHHH
Link_CHECK="sed -n '/Options/p' /etc/httpd/conf/httpd.conf 2>/dev/null 2>&1 | grep -v "#"
if [ $? -eq 0 J;then
if [[ ${Link_CHECK} =~ "FollowSymLinks" ]];then
echo "0 OptionsOfl FollowSymLinksZt X|HE[0f US" >>result.txt
echo "ZE OptionsHf|Al FollowSymLinks& ¥ S X7 oto] AE22 23 AL

= Mgk >>action.txt
else
echo "1 Options FollowSymLinksZt X|"@E[0] UX| %S" >>result.txt
fi
else
error="cat $ERROR_PATH/error_39"
echo "2 Of|21 TIA|X]: "${error}"" >>result.txt
fi
detail
HHUHHH B R H AR HH AR HHHHH
echo " "
echo "[XIEHZA D"
result
echo " "
echo "[ZX|AtR]"
action
U-40()
{echo ""

echo "[&&/]"
echo "A{H|A 22|

echo ""

echo "[&@=Z2E]"

echo "U-40"

echo "

echo "[BAEE]"

echo "Apache It% Y=E I CIREE Kok
echo ""

echo "[ER2K]"

echo "A"

echo ""
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#AFIE U8 X2
AP="cat /etc/httpd/conf/httpd.conf > /dev/null 2>&1°

if [ -f $AP [;
then
if [ -z "$AP | grep "LimitRequestBody" | wc -I" ;
then
echo "1 It ¥ZE Gl CIREEE K
else
echo "0 It Y=E 8 CREEE HNDI5HA|
echo "LimitRequestBody X|A|AtOfA| Lt ALO|
fi
else

error="cat $ERROR_PATH/error 40
echo "2 Of|2{ HA[X]: "${error}""

fi

detail

echo "

echo "[TITHZA D}
result

echo ""

echo "[ZEX|AtR]"
action

}U-410)

{echo ""

echo "[&&F
echo "AMH|A 22|
echo ""

echo "[&=Z2E]"
echo "U-41"
echo ""

echo "[AAYS]"
echo "Apache ¥ AMH|A FAo| Fa|"
echo ""

echo "[ER2&]"
echo "&"

echo "

echo "[HAE

#4724 8 Ne
AP="cat /etc/httpd/conf/httpd.conf > /dev/null 2>&1°
if [ -f $AP ;

then

|otet" >> result.txt

> result.txt

Bt >> action.txt
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if [ -n "$AP | grep DocumentRoot | grep -v '#' | grep /var/www/html | wc -I' |;
then
echo "0 DocumentRootZt /var/www/htmI®" >> result.txt
echo "#& CIAEZ|Z BZA" >> action.txt
else
echo "1 DocumentRootE 7|& ClAHZ|ZE X|ZE" >> result.txt
fi
else
error="cat $ERROR_PATH/error_41
echo "2 Of2f B{A|X|: "${error}""
fi
detail
echo
echo "[TIEHA D"

result

echo
echo "[EX|At]"
action
U-42()
{echo ™"

echo [2&]
echo "IjX| ztz["

echo "

echo "[&FZE]"
echo "U-42"
echo "

echo "[BAYEE]"

o
echo "Z|2l HOtUfX] S #IGE FAteh HE"

echo "

echo "[ER2EF]"
echo "&"

echo ""

echo "[HAHZ"
HHH#H#

###F| A LHE Xe

echo "2 Linuxe AMHO| ZX|E D{X| 2|AEQ] 2|7t 27tsStEZ rpm TZ[X] & H 7}
Fixzl Z[4 & AX|7F HRs" >> result.txt

echo -e "<Red Hat & ZS>Wn Stepl. http://www.redhat.com/security/updates/Ofl Al ST H
M ZZ Wn Step2. TXf ALE F¢ Hob E Update &OF Update Download#n Step3.
Update EX|" >> action.txt

detail

H#H#H#
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result

echo ""

echo "[ZX|AtE"
action

}U-43()

{echo ""

echo [#5&F

echo "2 &z|"
echo "

echo "[&=ZE]"
echo "U-43"
echo ""

echo "[BAYSE]"
echo "21°| FI7|H HE 3 Ha”
echo ""

echo "[BR2&E]"
echo "&"

echo ""

echo "[EAAL]"
HHH#H#

###F| A LHE Xe

echo "2 211 7|2 HAE § EME AHSIY 2|ZEE 2/MEstD H7|MoZ2 HI S|OfE >»>
result.txt

echo -e "d7|H¢l 21 2AZ {5t ofejet & 715 21 4 9
BM F7| £2wn 2. 23 2A0 it At E0AM Zrdwn 3. 21 M ZAntEDIM 231K
A =&" >> action.txt

detail

HHH#H#

rlo
A
>t
>
o
=3
o}
Yl
N

result
echo ""

echo "[ZEX|AtR]"
action
1U-44()
{echo ""

echo "[&&]"
echo "AHzte|"

echo
echo "[&FZE]"
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echo "U-44"
echo "

echo "[BAEH]"

echo "root 0|22 UIDZt 0 2X|"
echo ""

echo "[ER2E&F]"

echo "&"

echo ""

echo "[EAAL]"

HHH#H#

uid()

{passwd_file="cut -d: -f1 /etc/passwd’
for name in ${passwd_file}

do
uid_chk="grep $name /etc/passwd | grep -v '~root' | cut -d: -f3
if [ "$uid_chk" == 0 ];ithen
echo "$name 2| UIDZ} 0"
fi
done
Juid > 44.txt

if [ -s 44.txt ];then
echo "0 root 0|22 UIDZ} 091 A’Z0| EXHE" >> result.txt
echo "<root 2|2| UIDZ} 09 A ZE>" >> action.txt
user_list="cat 44.txt | awk -F, {print NR " $0;}"
echo "${user_list}" >> action.txt
echo "------mmmme e >> action.txt
echo "®12| A0 UIDZE CHE U2E HAF" >> action.txt
else
echo "1 root O|2|2] UIDZI 09l A'Z0| EX|SIK| £EZ" >> result.txt
fi
rm -rf 44.txt > /dev/null
detail
HH#H#H#
echo ""
echo "[®ITHAD}"
result
echo "
echo "[ZX|AtE]"
action
}U-45()

{echo
"E&F]"

echo
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echo "AH2te|"
echo "

echo "[&E3LE]"
echo "U-45"
echo ""

echo "[HAE=]"

echo "root Al su X"

echo ""

echo "[ER2E&E]"
echo "d}"

echo "

echo "[AAAL]"
HHHH

cat /etc/group | grep wheel > /dev/null
if [ $? -eq 0 J;then
echo "1 wheel E0| EXE" >> result.txt
else
echo "0 wheel 1&0| EXSHA| 3" >> result.txt
fi
find /usr/bin/su -perm 4750 > 45.txt
if [ -s 45.txt ];then
echo "1 /usr/bin/su LtYL| HH0O| 4750Y" >> result.txt
else
echo "0 /usr/bin/su LtO| HEHO| 47500| OtEH" >> result.txt
echo "/usr/bin/su TFYQ| HBHS 475022 HZA">>action.txt
fi
rm -rf 45.txt > /dev/null
detail
#HH#H#H#
echo ""
echo "[XICHZA D"
result
echo ""
echo "[ZX|AtR]"
action
U-46()
{echo ""
echo "[EF&F]"
echo "AH@ata|"
echo ""
echo "[&E2L]"
echo "U-46"
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echo
echo "[B&EF"

echo "IfARYE XA ZOo| HH"

echo ""

echo "[5REK]"
echo "&"

echo ""

echo "[AAAL]"
HH##H#

pass_min="grep PASS_MIN_LEN /etc/login.defs 2>$ERROR_PATH/error 46 | grep -v "~#" °
if [ $? -eq 0 Jithen
pass_min_value="echo ${pass_min} | cut -d " " -f2°
if [ ${pass_min_value} -ge 8 Jithen
echo "1 {AQYE X2 ZO|7t 8t O|¢2= HEFYEY ASZ" >> resultixt

else
echo "0 {ARE Z[a ZO[7f 8X} O|2tez HFEOf AS" >> resulttxt
echo "/etc/logindefs Lt Li PASS_MIN_LEN HHEZ 80|22 HZE" >>

action.txt

fi
else

error="cat $ERROR_PATH/error_46

echo "2 Of|2f HIA|X]: "${error}"" >>result.txt
fi
detail
HHHH
echo ""
echo "[®ITHAD}"
result
echo "
echo "[ZEX|AtE]"
action
W-47()
{echo ""
echo "[&&]"
echo "AH@zate|"
echo "
echo "[&E3LE]"
echo "U-47"
echo ""

echo "[B&EF"
echo "IARE

echo

[ a)

It A+E27|2F 28"
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echo "[ER2E]"

echo "&"

echo "

echo "[BAE]"
HH##H#

pass_maxdays="grep PASS_MAX_DAYS /etc/login.defs 2>$ERROR_PATH/error 47 | grep -v
WA
if [ $? -eq 0 J;then
pass_maxdays_value="echo ${pass_maxdays} | cut -d " " -f2°
if [ ${pass_maxdays_value} -ge 90 J];then
echo "0 T{AYE Z|C§ ARE7(7HO] 90 O|stE HHE|O] UK AS" >>

result.txt
echo "/etc/login.defs It L PASS_MAX_DAYS HHE 90 O|st=2 RHZA" >>
action.txt
else
echo "1 TAQYE  ZCf AREZ[ZHO] 90¥ Oldtz ZEFEO UZ" >>
result.txt
fi
else

error="cat $ERROR_PATH/error 47"

echo "2 o2 OAIX]: "${error}"" >>result.txt
fi
detail
H##H#
echo
echo "[XICHZADH"

result

echo
echo "[ZEX|AbgH"

action

}U-48()

{echo ""

echo "[&&]"

echo "AH@zate|"

echo ""

echo "[&@=ZE]"

echo "U-48"

echo "

echo "[BAYEE]"

echo "INAQIE XA AFE7|ZF AH"
echo
echo "[ER2E]"

_59_




echo "&

echo
echo "[HZAHE"
HHHH
pass_mindays="grep PASS_MIN_DAYS /etc/login.defs 2>$ERROR_PATH/error 48 | grep -v
WA
if [ $? -eq 0 ]ithen

pass_mindays_value="echo ${pass_mindays} | cut -d " " -f2°

if [ ${pass_mindays_value} -le 1 J;then

echo "0 THAQE | AFE7|7H0| HEEY JUX| R2" >> result.txt

echo "/etc/login.defs Tt Li PASS_MIN_DAYS dH& 1 O[22 #HA" >>

action.txt
else
echo "1 IASE =& AME7|ZH0] 1€ Oz HAFEON JYZ" >>
result.txt
fi
else

error="echo $ERROR_PATH/error_48'

echo "2 Of|2{ B A|X]: "${error}"" >> result.txt
fi
detail
HHH#H#
echo ""
echo "[XIEHZA D"
result
echo ""
echo "[ZX|AtR]"
action
1U-49()
{echo ""
echo "[&&/]"
echo "A7E 22|

echo ""

echo "[FFZE]"
echo "U-49"
echo "

echo "[BAEE]"

echo "2Ea% AE A"
echo ""

echo "[BR2&]"

echo
echo ""

_60_




echo -e
"root#nbinWndaemonWnadmtnlp¥nsyncWnshutdown#nhaltWnmail#nnewsWnuucp¥noperator
Wngames#ngophernftp#nnobodyWndbus#nvcsaWnrpminhaldaemon#nident#nnetdumptn
nscdWnsshdWnrpctnmailnullnsmmsp¥tnrpcuser#nnfsnobody¥tnpcapWnapacheWnsquidWnweb
alizerfnxfs¥nntp¥ngdmitnpegasusWnhtt#nnamed¥npvm" > default.txt

cut -f 1 -d "' Jetc/passwd > 49.txt

cat default.txt 49.txt | sort | uniq -d > test.txt

cat default.txt 49.txt | sort | uniq -u > testl.txt

a_code=" cat 49.txt | wc -I'

b_code=" cat testl.txt | wc -I

if [ -e test.txt ];then

echo "2 ip Z& ${a_code}’H2| AFLl =K. =5 &2l EL2" >> result.txt
echo "default A8 4K Al & L MY £ userdel BHOE 0|8 A" >>

action.txt

elif [ -e 49.txt ];then
echo "2 default A1 2| ${b_code}Zh2| HHO| EXY. == =02 Q" >> result.txt
echo "2 2%t ALY Al userdel BHOE 0|88l AHA|" >> action.txt

else
echo "1 2223t AHO| EXSIX| YAZ." >> result.txt
fi
rm default.txt 49.txt test.txt testl.txt
detail
echo ""
echo "[®ITHA D"
result
echo ""
echo "[EX|AtE"
action
}U-500)
{echo ""
echo "[&&/]"
echo "AlEae|"
echo ""
echo "[&FZE]"
echo "U-50"
echo "

echo "[B&E="
echo "#2|X} IE0 X asto AN =3

eChO mnn
echo "[ER2E]"
echo "&}"
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group_file="grep -E '~(root|bin|deamon|sys|adm|tty|disk|mem|kmem|wheel):" /etc/group’
for line in ‘echo ${group_file}’

do
group_name="echo ${line} | cut -d: -f1°
user="echo ${line} | cut -d "" -f4°

if [ -z ${user} J;then
echo "1 ${group_name} 150 EZQst AHO| SEL|O UK AF" >> result.txt
else
echo "2 (7=3=¢2) ${group_name}L1E0 ${usenAFOl ZEEO UF "
result.txt
echo "${user} A°Z0| HFEA| HRTHX|
P 3l

20l Q" >> action.txt
echo "EZ8%t AEY Z2 &K gt s>

" >> action.txt
fi
done
detail
H###
echo ""

echo "[TIEHZA D"
result
echo ""

echo "[EX|At]"
action
JU-51()
{echo ™"

echo "[&F/
echo "A2te|"
echo
echo "[FFZE]"
echo "U-51"
echo ""

echo "[BAYSE]"

echo "EXSHX| %+ GID A"

echo "

echo "[BR2&E]"
echo "d}"

echo ""

echo "[HAHZ"
HHHH

cat /etc/group > group_file
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for group in ‘cat /etc/group | awk -F: {print $4}' °
do

if [! -z "$group” Jithen

sed -i "/:${group}/d" group_file

fi
done
awk -F: {print $4}' /etc/passwd > pwd_gid
for line in ‘cat group_file’

do
num="echo $line | awk -F: {print $3}"
if grep -wg $num pwd_gid ;then
else
echo "$line" >> 51.txt
fi
done

list_51="awk -F: '{print $1}' 51.txt’
if [ -s 51.txt ];then
echo "0 E=X{sIX| @
echo "<ZdME O&F ZE>" >> action.txt
echo " 2223t 1&0| US 4 /etc/group LS AESIO MAH" >> action.txt
echo "${list_51}">> action.txt

AEo| GID H780| E[0f AZS" >> result.txt

=
—
=
—/

else
echo "1 EXfSIX| @= AEO GID 70| £|0] UX| AS" >> result.txt
fi
rm -rf 51.txt >/dev/null 2>&1
rm -rf group_file > /dev/null 2>&1
rm -rf pwd_gid > /dev/null 2>8&1
detail
HHHH
echo ""
echo "[ZITHATH"
result
echo ""
echo "[EX|Atg)"
action
}U-52()
{echo ""
echo "[&&]"
echo "AHzte|"
echo ""
echo "[&FZE]"
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echo "U-52"

echo
echo "[K-I pake1s
echo " Yot
echo ""

echo "[ER2E&F]"
echo "&"
echo ""

echo "[HAz"

compare()

{user_uid="cut -d: -f3 /etc/passwd’
for name in ${user_uid}

do
i=0
for name2 in ${user_uid}
do
if [ ${name} == ${name?2} ];then
let i+=1
fi
if [ $i -gt 1 Jithen
echo "${name},${name2}"
i=0
fi
done
done

}compare > 52.txt
if [ -s 52.txt J;ithen

echo "0 =%t UIDE HHE ALEXL A0l EME" >> resultitxt

echo "AtEXtZH CHE UIDE BZ" >> action.txt
else

echo "1 3% UIDZ E7EE ALEXL AFO0| EXSHA| @S >> resulttxt
fi
rm -rf 52.txt
detail
HH#H#
echo
echo "[®ITHA D"

result

echo ""

echo "[ZX|AtE]"
action

}U-530)
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{echo
echo
echo
echo
echo "[&=ZE]"
echo
echo
echo "[BAYSE]"
echo
echo
echo "[BR2&E]"
echo "d}"
echo ""

echo "[EAAL]"
HHH#H#

shell_chk="cat /etc/passwd

"Adeamon|*bin|/sys|* listen|*nobody|* nobody4|*

| grep -v "admin™
for line in ‘echo "${shell_chk}" | cut -d: -f7
do
if [ ${line} == "/sbin/nologin" ];then
echo "1 21°0I0] ER5}X|
>>result.txt
else
echo "0 219010] QK|
>>result.txt
echo "219010] EQ3IX| @2

fi
done
detail
H##H#
echo
echo "[®ITHA D))"

result

echo
echo "[Z=X|AtE]"
action
}U-54()
{echo ""

echo "[&&]"

echo "AlE 2"

olto
LS =

oto
LS =

| egrep
noaccess|*diag|*operator|*games|*gopher"
|*diag|*op g gop

Ao /sbin/nologin #0| £O0{&|X| %3"

o] FOEX ¥

Aol /sbin/nologin

A0l /sbin/nologin & £0{" >>action.txt
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echo
echo "[-63%5_5]”
echo "U-54"

echo
echo "[HAEZ]"

echo "Session Timeout A"

echo
echo "[ER2EF]"

"k

echo "d}"

echo

echo "[BHEL"

ST="cat /etc/profile | grep -v "~#" | grep "ATMOUT"

if [ $? -eq 0 Jithen
if [ ${ST*=} -le 600 ];then

echo "1 Session Timeout&&0| 600" >> result.txt

else

echo "0 Session Timout&’0| 6000| OFL" >> result.txt

echo "/etc/profile0] Session Timeout2 6002 Z A" >> action.txt

fi
else

echo "0 Session Timeout A7 0| Z|O{/AX|

echo "/etc/profiledl| Session Timeout= 60022 A7d" >> action.txt

fi
detail
HHHH

result

echo
echo "[ZEX|AtE]"
action
}U-55()

{echo

echo "[&5]
echo "ot S ClaE2Z| 2|
echo "

echo "[&E3LE]"
echo "U-55"

echo
echo "[BAE=]"
echo "hosts.lpd It AFXH & Hot A"

echo
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echo "[ER2E&F]"

echo "t"

echo "

echo "[HAAL]"
hosts=/etc/hosts.Ipd

Is -1 | grep /etc/hosts.Ipd

if [ -s 55.txt J;ithen

> 55.txt

hosts_check="Is -I $hosts | awk '{print $3}"

if [ ${hosts_check}=="root' ];then

echo "1 $hosts®| &2FAtE= root &

else

>> result.txt

echo "0 $hosts®| AKXt rootZt OFH™ >> result.txt
echo "$hosts@| 29 AtE rootZ HZA" >> action.txt

fi
find $hosts -perm 600 > 55-1.txt
if [ -s 55-1.txt ];then

echo "1 $hosts@| HEH0| 600" >>result.txt

else

rok

echo "$hosts2| &
echo "$hosts2| &
rm -rf 55-1.txt

rok

fi
else
echo "2 $hostsI 20| EX|SIX| AZ"
fi
detail
rm -rf 55.txt
echo ""
echo "[XIEHZA D"
result
echo ""
echo "[ZEX| At
action
1U-56()
{echo ""
echo "[&&]"
echo "ot S ClaE2| 2|
echo "
echo "[&=ZE]
echo "U-56"
echo ""

echo "[HAEZ]"

FO| 6000| OFY" >> result.txt
2 60022 HZA" >> action.txt

>> result.txt
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echo "UMASK &%X ztz|"

echo "

echo "[BR2&]"
echo "&"
echo "

echo "[HAsE"
chk_umask="umask’
if [ ${chk_umask} -le 0022 ]ithen

echo "1 UMASKZtO| 0220|5t2 HEE[0 UAS" >> result.txt

else

echo "0 UMASKZtO| 0220|t2 HHFE|0 UX| E3"
echo "#X} UMASKZ! :${chk_umask} " >> action.txt

fi

detail

echo ""

echo "[ZICHZADH"
result
echo "

echo "[ZX|AtE"
action

}U-57()

{echo ""

echo "[&&]"

echo "SL|HEZ| ~7/XA & Aot 23"
echo

echo "[BA%H]

HH##

home="cat /etc/passwd |grep 'sh$' |awk -F: '{print $6}"
Is -Id $home | while read line
do

chek="echo $line | awk "{print $9}' | awk -F/ "{print $NF}"

f="echo $line | awk '{print $3}"
d="echo $line | awk '{print $9}"

>> result.txt
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if [ "$chek" == "$f" ];then

echo "1
else
echo "0
echo "At
fi
done
detail
echo "

echo "[®ITHA D"
result
echo ""

echo "[ZX|AtE]"
action
}U-58()
{echo ""
echo "[&&]"

=]
=

echo
echo
echo
echo
echo
echo
echo
echo
B
nAp

echo
echo

echo

echo "[HATE"

ofot

A 2 ez

X oln
(o f=]

ClAEH2| AQX7F siE A >> result.txt

Cl2AE 2| AQK7F 1T HHO| OFE" >> result.ixt

CI2E 2| 2]

cat /etc/passwd |awk -F: {print$1,$6}' >58.txt
echo "2 58.txtotQ X=st HZA" >> result.txt

echo "2 CIAEHEZ|Z7l EXi5HX|

rm -rf 58.txt
detail

echo "[ZX[AtEH"
action
}U-59()

{echo

of
LS —

A8 = CIEZ

A28FE oY AHoZ HA" >> action.txt

H" >> action.txt
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echo "[&&]"
echo "mtY Sl Cl|HEgZ| 2|

echo "

echo "[&=ZE]"

echo "U-59"

echo ""

echo "[BAYE]"

echo "&7 7l I X C|HES] HAM 8 HAH"
echo "

echo "[ER2E&E]"

echo "d}"

echo ""

echo "[HAHZ"

HHHHHAHHHHHH B HHHHHH BB RHHHHH SRR HHHH BB R RS
find / -type f -name "*" > A_CODE.txt 2>$ERROR_PATH/error_59

find / -type d -name "*" >> A_CODE.txt 2>$ERROR_PATH/error_59

if [ -f A_CODE.txt ]; then

echo 2 &A% Ot 8l CIHEZ| EX >> result.txt
echo &A% ot S ClHEZ] EEXf ot & EHFO|AHLE oMA R IHY 4

>> action.txt
else
echo 1 A% o A CIAHZ[7L & >> resulttxt
fi
rm A_CODE.txt
detail

result
echo "

echo "[ZEX|AtE]"
action
}U-60()
{echo ""
echo "[&&]"

echo "AMH|A &g|"

echo "

echo "[&EZLE]"
echo "U-60"
echo ""

echo "[B&EF"
echo "ssh |IAXL 58"

echo
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echo "[ER2E]"

=1
S

echo
echo ""
echo "[AAAL]"
HHUHHHBHHH BB HHBHHH BB FH AR B HH B HH B R HH SRR BB H 2
ps -ef | grep telnet | grep -v grep > /dev/null 2>&1
if [ $? -eq 0 |; then
echo 0 telnet MH|AE AFEF Y >> resulttxt
echo ¥AHE Al ssh MH[A AX| L ALE #HE >> action.txt
elif [ $? -ne 0 ]; then
ps -ef | grep sshd | grep -v grep > /dev/null 2>&1
if [ $? -eq 0 ]; then
echo 1 ssh MH|AE ALEE Y >> result.txt
elif [ $? -ne 0 ]; then
echo 0 ssh MH|AE ARBSEL QUK YZ >> resulttxt
echo }AHLE Al ssh MH|A X L AL A2 >> action.txt
fi
fi
detail

echo "[EX|At]"
action
1U-610)
{echo ™"

echo "[&&]"

echo "MH|A Ztz2|"

echo "

echo "[FFZE]"

echo "U-61"

echo "

echo "[HAd=]"

echo "ssh AT E 58"
echo ""

echo "[BR2&E]"

echo "&"

echo "

echo "[HATE"

SSH="ps -ef | grep sshd | grep -v grep’
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if [ -n "$SSH" ];then

echo "0 ssh AH|A AFEE" >> result.txt

echo "QHESHA] 2 MH[A AFE FX| 2F" >> action.txt
else

echo "1 ssh MH|A O/AFEE" >> result.txt

fi

detail

HH#H#H#

echo ""

echo "[ZX|AF]"
action
1U-62()
{echo "

echo "[&&F]"

echo "AMH|A 2|
echo ""

echo "[&E23 L]
echo "U-62"

echo ""

echo "[EAES]"
echo "ftp A{H|A QI
echo ""

echo "[BR2&]"
echo "&"
echo
echo "[HAAH]"

###F| A LHE Xe|

F1="ps -ef | grep ftp’

F2="ps -ef | egrep "vstpd |proftp"

if [ -n "$F1" ];then

echo "0 FTPAH|A =3 >> result.txt

echo "/etc/xinetd.conf TFAO|A ftpAMH|A 2tRl FAKE| A" >> action.txt
else

echo "1 FTPA{H|A H[ZHE%" >> result.txt

fi

if [ -n "$F2" ];then

echo "0 vsftpd 2t proftpAMH|A Zd3t" >> result.txt

echo " vsftpd 2 proftpAMH|A Ol2 ZX 2" >> action.txt

else

_72_




echo "1 vsftpd 2t proftpAfH|A H[ZHE3" >> result.txt
fi

detail

HH##H#

echo ""

echo "[TIEHZA D"

result

echo ""

echo "[ZEX|AbgH"

action

}U-63()

{echo ™"

echo "[&&]"

echo "MH|A 22|

echo ""

echo "[&@=ZE]"

echo "U-63"

echo
echo "[AAES]"

echo "ftp AE shell H|ot"
echo
echo "[ER2E&]"

echo "&"

echo ""

echo "[HAAHL]"

###F| A LHE Xe|

FS="cat /etc/passwd | grep ~ftp | awk -F: '{print $7}"

if [ $FS = '/bin/false' ] ; then

echo "1 ftp A0l /bin/false HO| F0{&[0] A" >> result.txt

else

echo "0 ftp A0 /bin/false 0| £0Z|0| UAX| AZ" >> resulttxt
echo "ftp A0 /bin/false & 20 %" >> action.txt

fi
detail
HH#H#
echo
echo "[®ITHA D"

result

echo ""

echo "[ZX|AtE]"
action

1U-64()
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{echo
echo "[&&]"

echo "AH|A Ztz2|"

echo ""

echo "[&=ZE]"
echo "U-64"
echo ""

echo "[EAES]"
echo "ftpusers It A™(FTP AH|A root AE ™A ThH"

echo

eChO "[§_9_5]"
echo "&"
echo ""

echo "[HAAH]"
HHHHAHAHHHHHHHHHHHH AR R R R HHHHHHHH AR R R RS
#3A4H WHE Me|
A_code=/etc/vsftpd/ftpusers
ps -ef | grep vsftpd | grep -v grep >/dev/null 2>&1
if [ $? -ne 0] ; then

echo 1 vsFTP AMH[AT} H|ZE%}t |0 UAZ >> resulttxt

else
cat $A_code | grep ~root >/dev/null 2>&1
if [ $? -eq 0] ; then
echo 1 root A F&0| XTHE|0f A >> resulttxt
else
echo 0 root A'E BHO0| XEHEIX| &S >> resultixt
echo $A_codel| root AE F7I 22 >> action.txt
fi
fi

B_code=/etc/proftpd.conf
ps -ef | grep proftpd | grep -v grep > /dev/null 2>&1
if [ $? -ne 0 ]; then

echo 1 proFTP MH|AZ} HjZ2Hd%}E |0 AZ >> result.txt

else
cat $B_code | grep ~RootLogin on > /dev/null 2>&1
if [ $? -eq 0 ]; then
echo 1 root A T£0| XEHE[0] AF >> resulttxt
else
echo 0 root A7 T&0| XEHE|X| &Z >> resulttxt
echo $B_codedi| root AE =7t ER >> action.txt
fi
fi
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C_code=/etc/ftpusers
ps -ef | grep ftpd | grep -v grep > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo 1 FTP AH|AZ} H|ZM3 E|0] AUS >> result.txt

else
cat $C_code | grep “root >/dev/null 2>8&1
if [ $? -eq 0 |; then
echo 1 root A T£0| XEHE[0] AZ >> resulttxt
else
echo 0 root A T£0| XX &F >> result.txt
echo $C_coded| root A =7t 2L >> action.txt
fi
fi
detail
echo ""
echo "[ZICHZADH"
result
echo "
echo "[ZX|AtE"
action
}U-65()
{echo ""

eChO H[E_%]u
echo "A{H[A 2|

echo ""

echo "[&F32LE]"
echo "U-65"
echo ""

echo "[2&EF"

echo "at AlH|A FHok HH"

—

echo "

echo "[5REK]"
echo "&"
echo ""

echo "[EAAH]"
HHHHHHHHHHHH B FHHHHHHFH R R R H BB RS S
Is -l /etc/at.allow >/dev/null 2>&1
if [ $? -eq 0 ]; then

ACP=" find /etc/atallow f -type f -perm -640 -Is | grep -v rw-r--r-- | awk '{print
$3}"

if [ $? -eq 0 ]; then

if [ $ACP =< 640 ] 2>$ERROR_PATH/error_65; then
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echo 1 atallow Ite #3H0| 640 O|SHRY >> result.txt
ADU="Is -| /etc/atallow | awk ‘{print $1}"
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 atallow ot HHO AQXItE rootd >»>

result.txt
else
echo 0 atallow It FHHO| AFX7t root?t OFH
>> result.txt
echo atallow Lt FHO A[XE root2 HE Q% >>
action.txt
fi
else
echo 0 atallow It¥ #H3HO| 640 O|5H7F OFE >> result.txt
echo atallow It HPHS 640 O|5tZ H7E 2T >> action.txt
if [ $ADU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 atallow It HZHO| AKXt root® >> result.txt
else
echo 0 atallow I HHEO 2A8X7t root7t O >»>
result.txt
echo atallow It FHO AFAE root2 HE 28 >> action.txt
fi
fi
fi
else

echo 2 atallow Lt0| QS >> result.txt
fi
Is -1 /etc/at.deny >/dev/null 2>&1
if [ $2 -eq 0 ]; then

BCP=" find /etc/at.deny -type f -perm -640 -Is | grep -v 'rw-r----- "] awk ‘{print
$3)"
if [ $BCP =< 640 ] 2>$ERROR_PATH/error_65; then
echo 1 atdeny It #3H0| 640 0|5t >> result.txt
BDU="Is -| /etc/at.deny | awk '{print $3}"
if [ $BDU = 'root' ] 2>$ERROR_PATH/error_65; then
echo 1 atdeny I FHO AR[A7L rootd >>
result.txt

elif [ $BDU != 'root' ] 2>$ERROR_PATH/error_65; then
echo 0 atdeny It FHO| A[FXH7t root?t OtE
>> result.txt
echo atdeny It HHO AR[AE root2 HE 2% >>
action.txt
fi
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elif [ $BCP > 640 ] 2>$ERROR_PATH/error_65; then
echo 0 atdeny It #THO| 640 O|St7} OFH >> result.txt
echo atdeny It #oH2 640 O5I2 HH 2% >> action.txt
if [ $BDU = 'root' ] 2>$ERROR_PATH/error_65 ; then
echo 1 atdeny It HHO 2R[X7} rootd >> result.txt
else
echo 0 atdeny M HHON A[FXIE rootZt OFH >>
result.txt
echo atdeny It HHO| AFAE rootE2E A 28 >> action.txt
fi
fi
elif [ $? -ne 0 ]; then
echo 2 atdeny IO §1& >> result.txt
fi
detail
echo
echo "[ZITHATH"

result

echo ""

echo "[ZEX|AtR]"
action

}U-66()

{echo ""

echo "[&&/]"

echo "AMH|A 22|

echo ""

echo "[F=ZE]"

echo "U-66"

echo "

echo "[BAES]"

echo "SNMP AMH|A 5 H&A
echo ""

echo "[BR2&]"

echo "&"

echo ""

echo "[EAAH]"
comma="ps -ef | grep 'snmp' > /dev/null’
if [ $? -eq 0 Jithen
echo "1 SNMP MH|A HJWZO0| OFH" >> result.txt
else
echo "0 SNMP MH|A MEZ A" >> result.txt

echo "'service snmpd stop'@2 2 AMH|A FX| Q" >> action.txt
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fi
detail
echo ""
echo "[XIEHZA D"
result
echo ""
echo "[EX|Atg)"
action
U-67()
{echo ""
echo "[&&]"
echo "A{H|A zt2|"
echo ""
echo "[&EZ2LE]"
echo "U-67"
echo "
echo "[HAT=]"
echo "SNMP A{H|A Community String S&d A4&"
echo ""
echo "[ER2E&]"
echo "&"
echo ""
echo "[AAAL]"
COMMAN="cat /etc/snmp/snmpd.conf >/dev/null 2>&1 | egrep '(public|private)’ | grep -v
g
if [ $? -eq 0 Jithen

echo "1 SNMP Community O|&0| public, privateO| OFE" >> result. txt
else

echo "0 SNMP Community O|Z0| public, private®" >> result.txt

echo "SNMP HHIYE Z0| Community String &t A8 BlZ&" >> action.txt
fi
detail
echo
echo "[XIEHA D"

result

echo
echo "[Z=X|AtE]"
action
}U-68()
{echo ""

echo "[&&]"

echo "A{H|A |
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echo
echo "[&=ZE]"
echo "U-68"
echo ""

echo "[BAYEE]"
echo "212 Al B3 HAIX] X3
echo ""

echo "[ER2%]"

s

echo "d"
echo "
echo "[HA="
FILE=/etc/issue.net
if [ -s $FILE ];then
echo "1 MH & Telnet MH|A0| 22 OAIX[7} HEE|O{AS" >> result.txt
else
echo "0 MH 8! Telnet MH|A0| 22 OIA[X[Z7} A E|O{UAX|AS" >> resulttx
t echo "Telenet, FTP, SMTP, DNS MH|AE At83t= 4% 28 mMY Z=X| = inetd O
= XA|ZISHOFRE" >> action.txt
fi
detail

result
echo ""

echo "[ZX|At]"
action
}U-69()
{echo ""

echo "[&&]"

echo "AMH|A 2|
echo ""

echo "[FFZE]"
echo "U-69"
echo
echo "[BAYSE]"

echo "NFS 28It H2@ot
echo
echo "[BR2&]"
echo
echo ""

echo "[HAHZ"

RT="Is -| /etc/exports | awk -F . '{ print $1 }"
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RT1="echo ${RT} | cut -c2-4 °
RT2="echo ${RT} | cut -c5-7 °
RT3="echo ${RT} | cut -c8-11"
echo "®XY| /etc/exportsC HTt ${RT}"
if [ ${RT1} == "rwx" ];then
echo -e "0 6440|5t2 E7EE|Of AKX HS" >> resulttxt
echo "6440|5t2 AM™SOF & >> action.txt
elif [ ${RT1} == "rw-" ];then
if [ ${RT2} == "rwx" ] || [ ${RT2} == "rw-" ] || [ ${RT2} == "r-x" J;then
echo "0 6440|5t2 AP0 /UX| AUZS" >> result.txt
elif [ ${RT3} == "rwx" ] || [ ${RT3} == "rw-" 1 || [ ${RT3} == "r-x" ];then
echo "0 6440|652 HEE[O] UK YAS" >> resulttxt

else
echo "1 6440|562 A7 &[0 AZ" >> result.txt
fi
else
echo "1 6440|512 MH Z|0| YE" >> result.txt
fi
detail
echo ""
echo "[TIEHZA D"
result
echo ""
echo "[EX|At]"
action
}U-70()
{echo ™"

echo "[&&]"
echo "MH|A Ztz2|"

eChO nn

o

echo "[&
echo "U-70"
echo
echo "[BAYSE]"

echo "expn, vrfy &0 Xt
echo
echo "[BR2&E]"

echo '

iy

echo ™
echo "[HAAHL"

SMAIL="cat /etc/mail/sendmail.cf > /dev/null 2>&1 | grep PrivacyOptions
if [ $? -eq 0 ];then
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echo "1 noexpn, novrfy &40] 28 E|O{R/UAZ" >> result.txt

else

echo "0 noexpn, novrfy 40| A7 HE|O{AZ" >> resultixt

echo "/etc/mail/sendmail.cfOil authwarnings,novrfy,noexpn &M ZF7t s{ofgt" >»>
action.txt
fi
detail
echo
echo "[ZICHZADH"

result

echo
echo "[ZX|AtR]"
action
YU-710)
{echo ""

echo "[&&F]"

echo "A{H|A Ztg|"
echo "

echo "[EFZE]"
echo "U-71"
echo ""

echo "[BAYE]"

echo "Apache ¥ MH|A HE 4"
echo ""

echo "[5R2%]"

nxnmn

echo
echo "
echo "[EAA"
ST="cat /etc/httpd/conf/httpd.conf > /dev/null 2>&1| grep -i servertokens | awk '{print $2}"
if [ $? == 'Prod' Jithen
echo "1 ServerTokens Prod, ServerSignature Off2 AHE|0 AUS" >> result.txt
else
echo "0 ServerTokens Prod, ServerSignature Off2 & T|0] UAX|ALZ" >> result.txt
echo "httpd.conf ItYZ FO| ServerTokens Prod, ServerSignature Off X|A|Xt0]| Off
g8 23" >> action.txt
fi
detail
echo
echo "[ZIEHA D"

result

echo
echo "[Z=X|AbgH"
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action
JU-72()
{echo ""

echo "[&F

echo "2 2|

echo ""

echo "[&FZE]"
echo "U-72"
echo "

echo "[BAES]"
echo ""d&0f
echo
echo "[ER2&F]"

e

echo "d}"

echo

echo "[HATE"

HBHHHHAH R R AR R R

echo 2 Zt2|Xto| =& =0l EQ >> resulttxt

echo 21 7|& HMS

detail

echo ""

echo "[®ITHAD}"
result

echo ""

echo "[ZX|At]"
action

2stn, FHoj| et syslog.conf It MY 2% >> action.txt

rm -rf 2 1>/dev/null 2>&1
rm -rf 640 >/dev/null 2>&1

}

result.sh

#1/bin/bash
detail()
{

sort -u result.txt | cut -b3-

}

result()

{

RESULT="cut -f 1 -d ' ' result.txt’
echo "${RESULT}" | grep ""A1" >>resultl.txt
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echo "${RESULT}" | grep "~0" >>resultO.txt
echo "${RESULT}" | grep "A2" >>result2.txt
if [ -s result2.txt ];then
echo "=QIZ Q"
elif [ -s resultl.txt ] && [ -s resultO.txt ];then
echo "R &0="
elif [ -s resultl.txt ];then
echo "Bt&E"
elif [ -s resultO.txt ];then
echo "E0t&F"
fi
rm -rf resultl.txt >/dev/null
rm -rf result0.txt >/dev/null
rm -rf result2.txt >/dev/null
rm -rf result.txt >/dev/null
}
action()
{
sed '$IN;/AW(HHWNW1$/IP;D' action.txt 2>/dev/null
rm -rf action.txt >/dev/null

}

all.sh

#!/bin/bash

. function.sh

MAIN_IP="/sbin/ifconfig | grep "#<inet#>' | sed -n "1p' |tr -s ' '|cut -d ' ' -f3"
MAIN_PATH="dirname $0°

MAIN_DATE="date '+%Y%m%d"
RESULT_DETAILS="${MAIN_PATH}/${MAIN_IP}_${MAIN_DATE}.txt"

echo "FF FH AE

for i in $( seq -f "%02g" 1 72 )

do
U-$i >> ${RESULT_DETAILS}
case $i in
01)
echo -ne "[# 105%Wr"
sleep 1
05)
echo -ne "[## 110%Wr"
sleep 1

"
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10)

echo -ne "[#### 120%Wr"
sleep 1

20)
echo -ne "[###it##H## 140%Wr"
sleep 1

40)
echo -ne "[######H#HH##H 150%Wr"
sleep 1

50)
echo -ne "[####HRSH AR 170%¥Wr"
sleep 1

60)
echo -ne "[#H###HHHREEEE 180%¥Wr"
sleep 1

70)
echo -ne "[#####HH#HH##H#HHRAFES 199%W"
sleep 1

72)

echo "[###H##HHHHHHHHHHHHHHHH]100%"
sleep 1
esac
done
echo "[END]" >> ${RESULT_DETAILS}
echo "FUH B4 A& "

account.sh

#!/bin/bash

. function.sh

MAIN_IP="/sbin/ifconfig | grep "W<inet#>' | sed -n "1p' |tr -s ' '|cut -d ' ' -f3"
MAIN_PATH="dirname $0°

MAIN_DATE="date '+%Y%m%d"
RESULT_DETAILS="${MAIN_PATH}/${MAIN_IP}_${MAIN_DATE}.txt"

echo "A78 &2 34"
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echo -ne "[## 101%Wr"

sleep 1
for i in $( seq -f "%02g" 1 4)
do
U-$i >> ${RESULT_DETAILS}
case $i in
04)
echo -ne "[#### 120%W#r"
sleep 1
esac
done
for i in $( seq -f "%02g" 44 54 )
do
U-$i >> ${RESULT_DETAILS}
case %i in
48)
echo -ne "[#####H#H##HH# 150%¥Wr"
sleep 1
50)
echo -ne "[HH#HHIHE 1 180%Wr"
sleep 1
54)
echo -ne "[####H#H#HH##HHHHHHHFHHH]100%Wr"
sleep 1
esac
done

echo "AE 2| A 2=

file.sh

#l/bin/bash

. function.sh

MAIN_IP="/sbin/ifconfig | grep "W<inet#>' | sed -n "1p' |tr -s ' '|cut -d ' ' -f3"
MAIN_PATH='dirname $0°

MAIN_DATE="date '+%Y%m%d"
RESULT_DETAILS="${MAIN_PATH}/${MAIN_IP}_${MAIN_DATE}.txt"

echo "I+ 8l ClHEZ[ 22| HE"

echo -ne "[## 101%Wr"

_85_




sleep 1
for i in $( seq -f "%02g" 5 18 )

do
U-$i >> ${RESULT_DETAILS}
case $i in
06)
echo -ne "[#### 120%W#r"
sleep 1
10)
echo -ne "[###H#H##IEH 150%Wr"
sleep 1
15)
echo -ne "[HHH#HHIHE 1 180%Wr"
sleep 1
esac
done
for i in $( seq -f "%02g" 55 59 )
do
U-$i >> ${RESULT_DETAILS}
case %i in
59)
echo -ne "[####H#H#H#HH##HHHHHAHFHHE]100%Wr"
sleep 1
esac
done

echo "It S ClEZ| 22| =

service.sh

#l/bin/bash

. function.sh

MAIN_IP="/sbin/ifconfig | grep "W<inet#>' | sed -n "1p' |tr -s ' '|cut -d ' ' -f3"
MAIN_PATH='dirname $0°

MAIN_DATE="date '+%Y%m%d"
RESULT_DETAILS="${MAIN_PATH}/${MAIN_IP}_${MAIN_DATE}.txt"

echo "AMH|A 22| FHH "

echo -ne "[## 101%Wr"
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sleep 1

for i in $( seq -f "%02g" 19 43 )

U-$i >> ${RESULT_DETAILS}

do
case $i in
30)
40)
esac
done

echo -ne "[#### 120%W#r"
sleep 1

echo -ne "[###H#H##IEH 150%Wr"
sleep 1

"

for i in $( seq -f "%02g" 60 72 )

do
U-$i >> ${RESULT_DETAILS}
case %i in
65)
echo -ne "[#####HH#SHHHHSS 180%¥tr'
sleep 1
72)
echo -ne "[####H#H#H#HH##HHHHHAHFHHE]100%Wr"
sleep 1
esac
done

echo "MH|A 2| &2

final_DB.sh

#!/bin/bash

echo -n "FILE NAME: "
read file

echo -n "USER ID: "
read user_id
final_result()

{## hostname

host_name="hostname -f °

## AN 25 . 72
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## OIE 5

line_com="grep -n "W[XITFAIW]" $file | cut -d: -f1°
echo "${line_com}" > line.txt

num0=0

num1=0

num01=0

num2=0

for line in “cat line.txt’

do

com_line="expr ${line} + 1°

fin_line="sed -n ${com_line}p $file’

if [ ${fin_line} == "TZ" Jithen
let num1+=1

elif [ ${fin_line} == "SL20tE" J.then
let num01+=1

elif [ ${fin_line} == "E0tE" J;then
let num0+=1

elif [ ${fin_line} == "SOIT Q" J:then

let num2+=1
else
echo "@&F"
fi
done
o HYS
line_num="grep -n "W[EFW]" $file | cut -d: -f1°
echo "${line_num}" > line_num.txt
num=0
for line in “cat line_num.txt’
do
let num+=1
done
all="expr ${num} - ${num?2}’
##4# HOPES ALt
##H# S /HH 7= * 100
#echo "scale=2; $num1 / $num * 100" | bc
HHRBHHRHHH AR HH AR HHH#H
echo "insert into result values(null,${user_id},'${host_name}',72,%all,$num1,$numo0,$num?2,"
echo "scale=2; $num1 / $num * 100" | bc
echo "%"
echo ",now());"
Hinal_detail()
{line_end_num="grep -n "END" $file | cut -d: -f1°

_88_




line1_num="grep -n "W[" $file | cut -d: -f1°
grep -n "#W[" $file | cut -d: -f1 > line2_num
echo "${line1_num}" > linel_num.txt

sed -n "2, ¥$p" line2_num > line2_num.txt
paste -d : linel_num.txt line2_num.txt > com_line.txt
num=0

for line in ‘cat com_line.txt’

do

let num+=1

line1="echo ${line} | cut -d: -f1°
line2="echo ${line} | cut -d: -f2°

if [ ${line1} == ${line_end_num} ];then

echo "end"

break

fi

number1="expr ${linel} + 1°
number2="expr ${line2} - 1°

##4# FEHO YUY

if [ "expr $num % 7° -eq 1 Jithen

echo "insert into detail values(null, @result_id,"
fi

echo "™

sed -n "${number1},${number2}p" $file
echo "™

if [ expr $num % 7° -eq O Jithen

echo ");"
else

echo ""
fi
done
}#final_detail

final_result > result_final.txt 2>/dev/null
final_detail > detail_ex.txt

cat detail_ex.txt | sed '$d' | tr "#n" " " > detail_final.txt 2>/dev/null
DB_ex()

{FHH#HHHHHHHHHH

cat result_finaltxt | tr "Wn" " "

echo "set @result_id = last_insert_id();"
cat detail_final.txt

HHHHHHHAHHHH

}DB_ex > DB.txt

echo "complete!"
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rm

rm

rm

rm

rm

rm

rm

rm
rm

-rf detail_ex.txt
-rf detail_final.txt
-rf line.txt

-rf line1_num.txt
-rf line2_num
-rf line2_num.txt
-rf line_num.txt
-rf result_final.txt
-rf com_line.txt
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IR System - User
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IR System - Admin

LR

S un

IR System - Admin

b root@centosT/optiR « Shell In A Box - Chrome = (m]
A = z

[root@centos? IR]# ls

192.168.5.100_20211021.txt t error_log

JDB. txt 11 il function.sh = ce.s
[root@centos? IR]# mysql -h 172.28.113.175 -u root -p wvulnerablilty < DB.txtl

result.sh
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IR System - Admin

'J root@centosT/optiR - Shall In A Box - Chrome

172.20.113.50:4200

A =°| 98 | R
[root@centos? IR]# ./all.sh

g g4 AlE

[ #isaadansdataddandin | 100%

HUE Y o=

[root@centos? IR]# ls
192.168.5.100_20211021.txt error_log

[root@centos? IR]# ./final_DB.sh

FILE NAME: 192.168.5.100_20211021.txt
USER ID: 2

complete!

[root@centos? IR]# 1s
192,168.5.180_20211021. txt

DB. txt

[root@centos? IR]#

function.sh
result.sh

error_log i
fi func

tion.sh

result.sh

IR System - Admin

B root@centosTroptiR - Shell In A Box - Chrome
A G g/ 172.20.113.50:4201
[root@centos? IR]# ./all.sh
RIOFAM FMA AR
o 223 M
[ 110%
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[rootEcentos

il b A Box = Chacrie

function.sh
result.sh

[root@centos7 IR]w ]
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IR System - Admin
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IR System - User
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IR System - User
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