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2.1.2 WinBioDatabase

X224 MAM7E Qe Windows AJAEIGA ZAT £ e 2
Windows M| Q4] SIEQO = ME0 AT HMASHR| 0 AHM HO|HE MEot
HIO[EHO|AE =238 AFEALS| GUIDE X|E/8= Q4 FE/WAIZL Z3e[0f UL

oY AZE CWWindowsWSystem32WWinBioDatabase O|Ct.
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2.2 Authentication

AFEXPZE QUK =0l5t= "Xt £ 21E0lgtn & £ UL Fol2ks 247 Ue
FOI7LE =QIStAHLE &Est= WRIO|CE AtMEZ QIS A2 AEES HEE +4
St As Lotk
2.3 Inherence Factor

AFEXIEHS] RS Hdoz £Kd J(Ht 215 & ‘What you are'E2 BEAHZ Lt X|E,
S, W, =0t 242 AMBAVF ARE AR EHE S AUES Sl A2 2
OjstCt. O]2I0 = Knowledge(X|4| 7|8 Factor, Possession(2-37|8h Factor & CHYst

Factor7t ZX§3tC}.

2.4 Multi-Factor Authentication

278 O|&Q| FactorE O|83t0 Q152 &%t 7[=0|Ct XA, &7, &4 & O
Factor & 2/ O|&E AESHH Multi-Factor Authent|cat|on01| sttt 2017
Black-Hat ConferenceO|A 250H 2 CHA2E HEXZALE TI™ASHEL|, 38%2| AMEE=0|
Multi-Factor Authentication® SHZSt7| 7t @SR/UACHD &EUACH 2Lt =HO] SO0{Lt
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FINET o .
FINET_MFC b
FINET HE *® s ‘
i ._“-I =200i= Sz
— =L LF S =4
E)
| FINET &% s |
Mymac | [OFRCEFFELZ T
My BID. | 95T Becae 1 45maasEaTee D =l PP |

HEI

Ls@, L. 620l

322 Bt 2tRE|(MH)

2ot BIREOME AUE 0|88 2% MHE FESIRACEL MEOM H ZHX| 7|58
MSotCh Am, SE0|QEZRY 22 215 FHEQ DBO| MTE 15 HEE H LsHo
Challenge-Response 2152 otCt. S, Q7tE ALSXOA L& A2t ¢ ZEE
FojECth AW, S4 uPEOM LSt ZE o8 258 Do MEeoh R, 2
S0l 5% o|d A Al AHEZ &3 7tsdioF oot iF 7s =2

ctO[AUEOM HESE mizlof A BE 2
el @ AMHE o 2o 2tREHOM ZdHEH EOtS {3l localhostdf otoll H&7ts
St=& SHRALY.

0 (ERR_NOERR) : 43 (0f2] 812) ¢ root@kali cd /var/log/
E O i J T 1s -1 finet.log
1 root root 1296 May 18 11:48 finet.log
1 (ERR_FLOW) : 222 0j|=] ” ali : 2 cat finet.log
.13.132-2021/04/14-15:23:27-0
2 (ERR_CHKSUM) : ®3A o] .31.13.132-2021/04/14-15:23:42-0

.132-2021/04/14-15:30:39-0

.31.13.132-2021/04/14-15:30:50-7

3 (ERR_LOPTION) : &M 0f|2{ .31.13.132-2021/04/14-15:33:46-7
.132-2021/04/14-15:33:58-0

.132-2021/04/14-15:34:07-7

4 (ERR SENID) : SenID 02 -31.13.132-2021/04/14-15:34:58-3
.13.132-2021/04/14-15; :40-1

5 (ERR_DATA) : Data 0“31 .31.13.132-2021/04/14-15: 117-2
.132-2021/04/14-15:37:08-6

_ .31.13.132-2021/04/26-16:29:47-2

6 (ERR_FSCHK) : =7|21Z of2] .31.13.132-2021/05/10-16:29:47-1
.31.13.132-2021/05/11-16:29:47-3

7 (ERR_CRCHK) : C/R Q1= 0fj3] .31.13.132-2021/05/12-16:29:47-0



3.2.3 DB A{H

HAXO AMBX HE7L B7l Database?t =Xt AMHO|CE HOt 2HREO|A SEHSH
= 2% MHOMEE M2 Jtsstl dA= G2t 20k Cliente] 717 & X2FEQ
MAC FA2F WinBioDatabase ID 12|11 CHA| =t XSS ?IBt User ID, User Password
7t DBO| MEECH ZE FEE AES & = SEE SHA-256 223 Yn2|ES Sdf
o 2o A BEIC

o o

Finetdb - Member_tb

ZE g Etel M X
member_idx int(10) AEF;:JEISJR?%IELNT 7|23 elgA
member_id varchar(64) | UNIQ, NOT NuLL | g IR A

member_guid varchar(64) | UNIQ, NOT NULL %f_’l':ggg
member_subid varchar(20) | UNIQ, NOT NULL Client ID
member_subpw varchar(64) UNIQ, NOT NULL g;le:_tz';"(’:)

MariaDB [finetdb]> select * from memb:
[ . +

2492fe30f8558566b6a2288fbae2f82cfde8d4a9d814125c30811441691724f | 1b89ef6d0da66e0d222547c223a2023efe58f76a1b7686acf426585684982da3 |
912dbdfc8edf54a399b1c92767141da8802ee9237e7e8c7a2c2fb1 | c6a39891197a579aef09a0fe72f669d2bab9807203a7fdeda7c16423182b%as8e |

| member_subid | member_subpw

Fomm - B +

| finet | 404872c562b48cc94b4db5f9c7bdaf4260ac98316672284d8d4d7c04befade82 |
| jaehyeon | 63403912b98b029748d39be2c1c2ba87f3942dd4f0b52e6377215fd7f592874e |
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3.3 FINET Z2EZ A
015 WHOAM HEet

HOMYE BIHAIZ17] Q8 AE Z2EZSS HASIICE %
ot E4E2 Qe oTP &Al F SHLEQ! Challenge-Response A2 X EHSERACE

— =

Ethernet IP TCP FINETP
16bit 16bit
Header | Identification Checksum-
Checksum Option Sender ID-

Sender ID(64bytes)

Data(64bytes)

Header (2bytes)

- OxF1E7

Identification (1bytes)

- 0x01 (Authentication Request)

- 0x02 (Challenge-Response Challenge)

- 0x03 (Challenge-Response Response)

- 0x04 (Authentication Response)

Checksum (2bytes)

- ~(FINETP[O]+...+FINETP[134](Except [3],[4]))&0x0000FFFF

Option (2bytes)

- 0x0001 (Success, When ID(0x03) FIDO Auth)

- 0x0002 (Fail, When ID(0x03) ID//PW Auth)

- OxXXXX (When ID(0x02) Random Number(Challenge))

Sender ID (64bytes)

- 0x0000...0000 (Padding)

- OXXXXX..XXXX (When ID(0x03)/Option(0x0001) Client MAC(Hashed))
- OXXXXX..XXXX (When ID(0x03)/Option(0x0002) User ID)

Data (64bytes)

- 0x0000...0000 (Padding)

- OXXXXX..XXXX (When ID(0x03)/Option(0x0001) GUID + Challenge(Hashed))
- OXXXXX..XXXX (When ID(0x03)/Option(0x0002) User PW + Challenge(Hashed))

_‘|2_



Authentication Request(1)

Challenge-Response Challenge(i) H ot
EELEI'OI ANE Challenge-Response Response(3) E|.__C;>_ E1
Authentication Response(4) '

<
<

E20|HEN M AMHE Authentication Request I{ZS ELf Z2 QH™ICL OH A
He H 22 B2 Challenge I{ZIS ZSZ2I0|AE0|AH EUHCH S2I0[AEE=
Challenge @22 Datag& ¥22tA|7|2 O HEII EHZl Response HAUS E'H
L23tE Q15 HEE DBO| MYE 25 HES HLE £Astn, xFHoE QAT

S, I 085 Z &3 Authentication Response IfZlS S2t0|HAEO|H EHCE

4. 2E
41 EE

ZZNEE E8f M 7|Ht A5 S| 2S5 E ArE2XIF EF P A Portdf] B2 7ts
ot A|A”-IES BtE=0 JSIUCE XS A E Sl THX| ArEXF 2152 dsl= 7|s
2O ofLzt QF b XpHof  Cier 2ot 9Al ZEE £ UYL AF
Challenge-Response 915 IiZlE PH=0| mjZlo)| st FAMES EFStn A 21F Ao
ot LIE S 7| S0t oo|X Ol AFEXIZEEH IHZ MAEL, HZE o2 £ o, 25
Zut 24 B sAMXE =2QE = A0 DoS 3ZAL L2 HEYA 3ZAH0 st =
MMES a2 = QUCL AI2XE HMCZ S22 GUIO| Cigt AMZAEX Bro| 7|8RACt 2
ZIO|AHEO| M= Windows 10 64HIE M| X0A S2ct= GUI 22I0|YUE ZZ2 1 #0
M A MHE 52 28T = QCH AH Zt2[Xte ZHA/Ete] @ MHE S ClHt
O|AE &¢A 22| 7tsoth, €& ZEo Cist 22| S0| 7tssich 215 L™ Eo|Lt
RE ZAL ANZ3so A =ol sl ZUEZO CHSE 7HNEE =Y = UA/ULCH

Q

42 7|tz 1}

7|QoIA Multi-Factor 9152 BRE she #Z0| ST AAHS HBHCIR DPW
Y2 MO oto| Factor A5S S A 0| + ULk 018 S YT o
Ch3t Gsag QA AIZID 2O U W22 5Y 4 0| Q20| MANS HAAZ
& Qe JlER i,
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(Client) fido.cpp

#include "pch.h"
#include "data.h"
#pragma warning(disable:4996)

// S AMEXL ID AM _inout ¢ E7|THZ2 QI3 032
// PWINBIO_IDENTITY : WINBIO_PIPELINE(EHY x| MA QW AR KHE O{HEO| 28] At
2= 37 HYAE JEE ZoSE 1X)

s

HRESULT GetCurrentUserldentity(__inout PWINBIO_IDENTITY Identity) {
HRESULT hr = S_OK;

/) 4MA E20| ¥ Z2H A0 Cft WE
HANDLE tokenHandle = NULL;

/) AMA EZ0| CHsl 2FE AMA RHES X|E
DWORD byteReturned = 0;
struct _tokenInfoBuffer {
TOKEN_USER tokenUser;
BYTE buffer[SECURITY_MAX_SID_SIZE];
} tokenlInfoBuffer;

/) 9™ ID 022 AMH
ZeroMemory(ldentity, sizeof(WINBIO_IDENTITY)); // TZH 022 x7|3}
Identity->Type = WINBIO_ID_TYPE_NULL;

/) EH ZEAMAQ GZAE E2 A7)
/SO > BEetgf = 0, GetCurrentProcess() : $1A T2 M A0 CHst SHES HM
if (IOpenProcessToken(GetCurrentProcess(), TOKEN_READ, &tokenHandle)) {

Z4 AH
(=R I8

// GetlastError() : @& A2 EQ| ONX|Y @F IZE Zf
DWORD win32Status = GetlLastError();
wprintf_s(L"Can not Open Token Handle : %d#n", win32Status);

HJ|0

// HRESULT_FROM_WIN32 : Of& A|AE @7 FCE0| CHeh HRESULT 4f
hr = HRESULT_FROM_WIN32(win32Status);
goto E_Exit;

_14_




/) EEHIE X5 022 A%
ZeroMemory(&tokenInfoBuffer, sizeof(tokenlnfoBuffer));

/] AM A EZ0| Do §2E AMTIC (SIDEM)
if (IGetTokenInformation(
tokenHandle,
TokenUser,
&tokenlnfoBuffer.tokenUser,
sizeof(tokenInfoBuffer),
&byteReturned))

DWORD win32Satus = GetlastError();

wprintf_s(L"Can not Query Token Information : %d¥n", win32Satus);
hr = HRESULT_FROM_WIN32(win32Satus);

goto E_Exit;

//tokeninfoBuffer Ol Al SIDE WINBIO_IDENTITY X2 ZEAR? X 222 EAR
// CopysSid() : SID(security identifier)2| HIHE S Al
CopySid(SECURITY_MAX_SID_SIZE, Identity->Value.AccountSid.Data, tokeninfoBuffer.token

User.User.Sid);

UL

//SID 27| XYt WINBE &
|dentity->Value.AccountSid.Size = GetlLengthSid(tokenInfoBuffer.tokenUser.User.Sid);
|dentity->Type = WINBIO_ID_TYPE_SID;

E_Exit:

if (tokenHandle '= NULL) {
CloseHandle(tokenHandle);

}

return hr;

string DataBases() {

HRESULT hr = S_OK;

PWINBIO_STORAGE_SCHEMA storageSchemaArray = NULL;
SIZE_T storageCount = 0;

SIZE_T index = O;

_15_




string guid = "";

hr = WinBioEnumDatabases(
WINBIO_TYPE_FINGERPRINT,
&storageSchemaArray,
&storageCount
);
if (FAILED(hr)) {
wprintf_s(L"WnWinBioEnumDatabases failed. hr = O0x%x¥#n", hr);
WinBioFree(storageSchemaArray);
storageSchemaArray = NULL;

}
guid = SaveGuid(&storageSchemaArray[0].Databaseld);

return guid;

string SaveGuid(__in PWINBIO_UUID Guid) {
char S_Guid[16];
char buffer[64];

sprintf(
buffer,
"%08x%04x%04x%02x%02x%02x%02x%02x%02x%02x%02x",
Guid->Datal,
Guid->Data?2,
Guid->Data3,
Guid->Data4[0],
Guid->Data4[1],
Guid->Data4[2],
Guid->Data4[3],
Guid->Data4[4],
Guid->Data4[5],
Guid->Data4[6],
Guid->Data4[7]

);

string guid(buffer);

return guid;

_16_




// A CIA] A
int Verify(WINBIO_BIOMETRIC_SUBTYPE subFactor) {

HRESULT hr = S_OK;

WINBIO_SESSION_HANDLE sessionHandle = NULL;
WINBIO_UNIT_ID unitld = 0;
WINBIO_REJECT_DETAIL rejectDetail = 0;
WINBIO_IDENTITY identity = { 0 };

BOOLEAN match = FALSE;

int result = 2;
int option = 2;

string guid = "";

// AHEZXt identity & 7|

hr = GetCurrentUserldentity(&identity);

if (FAILED(hr)) {
wprintf_s(L"User Identity not found. hr = 0x%xWn", hr);
goto E_Exit;

/] AMEEo| A

hr = WinBioOpenSession(
WINBIO_TYPE_FINGERPRINT,
WINBIO_POOL_SYSTEM,
WINBIO_FLAG_DEFAULT,
NULL,
0,
NULL,
&sessionHandle

);

if (FAILED(hr)) {
wprintf_s(L"WnWinBioOpenSession failed. hr = 0x%x#n", hr);

goto E_Exit;
}
/] dH QA =l
// MK Q1A MES WD ALBXE IDO| SHEBH=X| Sl

wprintf_s(L"Wn** Calling WinBioVerify - Swip finger on sersor ... **#n");
hr = WinBioVerify(
sessionHandle,

_‘|7_




&identity,
subFactor,
&unitld,
&match,
&rejectDetall
);
wprintf_s(L"#WnSwipe Processed _ Unit ID : %dWn", unitld);

if (FAILED(hr)) {
if (hr == WINBIO_E_NO_MATCH) {
wprintf_s(L"WnNO MATCH _ Identity verification failed... #n");
}
else if (hr == WINBIO_E_BAD_CAPTURE) {
wprintf_s(L"WnBAD CAPTURE _ Reason : %d¥#n", rejectDetail);

}
else {

wprintf_s(L"WnWinBioVerify failed .. hr = 0x%x¥n", hr);
}

option = 2; // option 2& X|2Ql4 Amj
guid = DataBases();
result = Finet(option, guid);

goto E_Exit;

option = 1; // option 12 X224 &
wprintf_s(L"#nFingerprint Verified : %d Wn", unitld);
guid = DataBases();

result = Finet(option, guid);

return result;

E_Exit:
if (sessionHandle != NULL) { // Md0O| o|O| ¥&2{ Qo™
WinBioCloseSession(sessionHandle); // MMA &1
sessionHandle = NULL;, // M4 =7|3}
}
wprintf_s(L"#nClose..... byeWn");

return 2;
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(Rasp Raspbian) SocketServer/finet.cpp

#include "finet.h"
#include <pthread.h>
#include <fstream>
#include <sstream>
#include <iomanip>

int finet(char *port){
int servSock;
int cIntSock;

sockaddr_in servAddr;
sockaddr_in cIntAddr;
socklen_t cIntAddrSize;

pthread_t thread_t;

servSock=socket(PF_INET, SOCK_STREAM, 0);
if(servSock == -1)
ErrorHandling("socket() error");

memset(&servAddr, 0, sizeof(servAddr));
servAddr.sin_family=AF_INET;
servAddr.sin_addr.s_addr=htonl(INADDR_ANY);
servAddr.sin_port=htons(atoi(port));

if(bind(servSock, (sockaddr*) &servAddr, sizeof(servAddr))==-1)
ErrorHandling("bind() error");

if(listen(servSock, 5)==-1)
ErrorHandling("listen() error");

cIntAddrSize = sizeof(cIntAddr);
MultipleArg *multiple_arg;

multiple_arg = (MultipleArg *)malloc(sizeof(MultipleArg));

while(1)

{
int th_id = 0;
cIntSock=accept(servSock, (sockaddr*) &cIntAddr, &cIntAddrSize);
multiple_arg->a = cIntSock;
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multiple_arg->b = cIntAddr;
if(cIntSock==-1)

ErrorHandling("accept() error");
th_id = pthread_create(&thread_t, NULL, crauth, (void*)multiple_arg);
if(th_id !'= 0){

ErrorHandling("Tread Create Error");
}
pthread_detach(thread_t);
//free(multiple_arg);

}
close(servSock);
free(multiple_arg);

std:string to_format(const int num) {
std:stringstream ss;
ss << stdisetw(2) << std:setfill('0') << num;
return ss.str();

void *wtrustip(void *cIntip){
std::cout << "wtrustip!!!l" << std:end;
char *ip = (char*)cIntip;
//std:cout << ip[0] << ip[1] << ip[2] << std:zend];
//std::cout << ip << std:endl;
std:string ip_s(ip);
//stdicout << ip_s << std:end;

std:ofstream fs;
std:ifstream fs_r;
std::ofstream fs_w;
std:string path = "trust_ip.txt";
fs.open(path, std:ios:out | std:ios:app);
if(fs.fail())
throw std:ios_base:failure(strerror(errno));
fs.exceptions(fs.exceptions() | std:ios:failbit | std:ifstream:badbit);
fs << ip_s << std:end|;
fs.close();
stdicout << ip_s << " - trust_ip APPEND(10sec)!" << std:end|;
unsigned int microsecond = 1000000;
usleep(10 * microsecond);//sleeps for 3 second
stdicout << ip_s << " - trust_ip EXPIRED" << std:end|;
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fs_r.open(path, std:ios:in);

fs_w.open(path, std:ios::out);

std:string line = "

while(getline(fs_r, line)){
line.replace(line.find(ip_s), ip_s.length(), "");
fs w << line << std:end!;

}

fs_r.close();

fs_w.close();

return NULL;

void *crauth(void *multiple_arg){

u_char rbuffer[136] = {0x00, };

u_char wbuffer[136] = {0x00, };

FINETP* rfinetp;

FINETP* wfinetp;

MultipleArg *my_multiple_arg = (MultipleArg *)multiple_arg;
int cIntSock_t = my_multiple_arg->a;

sockaddr_in cIntAddr_t = my_multiple_arg->b;

int th_id r = 0;

pthread_t thread_t_r;

// for log
std::ofstream fs_logw;
std:string path = "finet.log";
fs_logw.open(path, std:ios:out | std:ios:app);
if(fs_logw.fail())
throw std:ios_base:failure(strerror(errno));
fs_logw.exceptions(fs_logw.exceptions() | std:ios:failbit | std:ifstream:badbit);
std:string log_content = ";

char cip[16]={0, };

inet_ntop(AF_INET, &cIntAddr_t.sin_addr, cip, INET_ADDRSTRLEN);
std::string ip_s(cip);

time_t curr_time;

struct tm *curr_tm;

curr_time = time(NULL);

curr_tm = localtime(&curr_time);
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log_content += ip_s;

log_content += "-";

log_content += to_format(curr_tm->tm_year + 1900);
log_content += "/";

log_content += to_format(curr_tm->tm_mon + 1);
log_content += "/";

log_content += to_format(curr_tm->tm_mday);
log_content += "-";

log_content += to_format(curr_tm->tm_hour);
log_content += "";

log_content += to_format(curr_tm->tm_min);
log_content += "";

log_content += to_format(curr_tm->tm_sec);

// recieve request packet
memset(rbuffer, 0x00, sizeof(rbuffer));
memset(wbuffer, 0x00, sizeof(wbuffer));
recv(cIntSock_t, rbuffer, sizeof(FINETP), 0);
rfinetp = (FINETP*)rbuffer;
wfinetp = (FINETP*)wbuffer;
printf("0. FINET - Received Packet ¥n");
srand((unsigned)time(NULL));
u_int16_t challenge = (rand() % 65534);
std:cout << rfinetp->header << " " << FINETP_HDR << std:endl;
if(ntohs(rfinetp->header) == FINETP_HDR){
printf("1. FINET - Valid HEADER Wn");
if(ntohs(cal_chksum(rfinetp)) == rfinetp->checksum){
printf("2. FINET - Valid CHECKSUM #n");
if(rfinetp->id == FLOW_REQ){
printf("3. FINET - Valid ID (1) Authentication Request Wn");
if(ntohs(rfinetp->option) == FINETP_SUCCESS){
printf("4. FINET - Valid Option - SUCCESS #n");
u_char sender_id[64] = {0x00,};
memcpy(&sender_id[0], &rfinetp->senld[0], sizeof(sender_id));
if(chkavailable_database(sender_id) == 1){
wfinetp->header = htons(FINETP_HDR);
wfinetp->id = FLOW_CREQ;
wfinetp->option = htons(challenge);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
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printf("5. FINET - Send C/R Challenge Packet #n");
}elsef

wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);

memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));

memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));

wfinetp->checksum = htons(cal_chksum(wfinetp));

send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);

printf("5. FINET - Send Response(fail) Packet Wn");

log_content += ERR_FSCHK;

fs_logw << log_content;

printf("6. LOGGING SUCCESS #n");

printf("=================Client Socket Thread Finishl=====
============%n");
fs_logw.close();
close(cIntSock_t);
return NULL;
}

telse if(ntohs(rfinetp->option) == FINETP_FAIL){
printf("4. FINET - Valid Option - FAIL #n");
u_char sender_id[64] = {0x00,};
memcpy(&sender_id[0], &rfinetp->senld[0], sizeof(sender_id));
writefail_database(sender_id);
wfinetp->header = htons(FINETP_HDR);
wfinetp->id = FLOW_RES;
wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("5. FINET - Send Response(fail) Packet #n");
log_content += ERR_FSCHK;
fs_logw << log_content;
printf("6. LOGGING SUCCESS #n");

fs_logw.close();
close(cIntSock_t);
return NULL;
lelse{
printf("Invalid Option¥#n");




wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0O);
printf("4. FINET - Send Response(fail) Packet Wn");
log_content += ERR_OPTION,;

fs_logw << log_content;

printf("5. LOGGING SUCCESS #n");

printf("=================Client Socket Thread Finish!
=========¥n");
fs_logw.close();
close(cIntSock_t);
return NULL;
}
}else{

printf("Invalid IDWn");

wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("3. FINET - Send Response(fail) Packet Wn");
log_content += ERR_FLOW;

fs_logw << log_content;

printf("4. LOGGING SUCCESS #n");

printf("=================Client Socket Thread Finish!==
=======Hn")
fs_logw.close();
close(cIntSock_t);
return NULL;
}
}else{

printf("Invalid CHECKSUMWn");

wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
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memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("2. FINET - Send Response(fail) Packet #n");
log_content += ERR_CHKSUM,;

fs_logw << log_content;

printf("3. LOGGING SUCCESS #n");

====Hn");
fs_logw.close();
close(cIntSock_t);
return NULL;
}
lelsef
printf("Invalid HEADERWnN");
printf("=================Client Socket Thread Finishl================
=#n");
fs_logw.close();
close(cIntSock_t);
return NULL;

recv(cIntSock_t, rbuffer, sizeof(FINETP), 0);
rfinetp = (FINETP*)rbuffer;
wfinetp = (FINETP*)wbuffer;
printf("0. FINET - Received Packet ¥n");
if(ntohs(rfinetp->header) == FINETP_HDR){
printf("1. FINET - Valid HEADER Wn");
if(cal_chksum(rfinetp) == ntohs(rfinetp->checksum)){
printf("2. FINET - Valid CHECKSUM #n");
if(rfinetp->id == FLOW_CRES){
printf("3. FINET - Valid ID (3) C/R Response #n");
if(ntohs(rfinetp->option) == FINETP_FIDO || ntohs(rfinetp->option) == FINE
TP_IDPW){
printf("4. FINET - Valid Option - SUCCESS #n");
u_char sender_id[64] = {0x00,};
u_char response[64] = {0x00,};
memcpy(&sender_id[0], &rfinetp->senld[0], sizeof(sender_id));
memcpy(&response[0], &rfinetp->data[0], sizeof(response));
int auth_type = 0;
if(ntohs(rfinetp->option) == FINETP_FIDO) auth_type = 1;
else if(ntohs(rfinetp->option) == FINETP_IDPW) auth_type = 2;
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if(cmp_cresponse(sender_id, response, challenge, auth_type) == 1){
printf("5. FINET - Valid Response Datatn");
wfinetp->header = htons(FINETP_HDR);
wfinetp->id = FLOW_RES;
wfinetp->option = htons(FINETP_SUCCESS);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);

th_id_r = pthread_create(&thread_t_r, NULL, wtrustip, cip);
if(th_id_r = 0){

ErrorHandling("Tread Create Error");
}
pthread_detach(thread_t_r);
printf("6. FINET - Send Response(success) Packet #n");
u_char sender_id[64] = {0x00,};
memcpy(&sender_id[0], &rfinetp->senld[0], sizeof(sender_id));
writesuccess_database(sender_id, auth_type);
log_content += ERR_NOERR;
fs_logw << log_content;
printf("7. LOGGING SUCCESS #n");

telse{

printf("5. FINET - Invalid Response Data#n");
wfinetp->header = htons(FINETP_HDR);
wfinetp->id = FLOW_RES;
wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("6. FINET - Send Response(fail) Packet Wn");
u_char sender_id[64] = {0x00,};
memcpy(&sender_id[0], &rfinetp->senld[0], sizeof(sender_id));
writefail_database(sender_id, auth_type);
log_content += ERR_CRCHK;
fs_logw << log_content;
printf("7. LOGGING SUCCESS #n");

fs_logw.close();
close(cIntSock_t);
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return NULL;

}

}else{
printf("Invalid Option#n");
wfinetp->header = htons(FINETP_HDR);
wfinetp->id = FLOW_RES;
wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("4. FINET - Send Response(fail) Packet #n");
log_content += ERR_OPTION;
fs_logw << log_content;
printf("5. LOGGING SUCCESS #n");

printf('=================Client Socket Thread Finishl========
=========Wn");
fs_logw.close();
close(cIntSock_t);
return NULL;
}
}elsef

printf("Invalid IDWn");

wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("3. FINET - Send Response(fail) Packet ¥n");
log_content += ERR_FLOW;

fs_logw << log_content;

printf("4. LOGGING SUCCESS #n");

printf('=================Client Socket Thread Finishl==========
=======Wn");
fs_logw.close();
close(cIntSock_t);
return NULL;
}
Jelse{

printf("Invalid CHECKSUMWn");
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wfinetp->header = htons(FINETP_HDR);

wfinetp->id = FLOW_RES;

wfinetp->option = htons(FINETP_FAIL);
memset(&wfinetp->senld[0], 0x00, sizeof(wfinetp->senld));
memset(&wfinetp->data[0], 0x00, sizeof(wfinetp->data));
wfinetp->checksum = htons(cal_chksum(wfinetp));
send(cIntSock_t, (char*)wfinetp, sizeof(FINETP), 0);
printf("2. FINET - Send Response(fail) Packet Wn");
log_content += ERR_CHKSUM,;

fs_logw << log_content;

printf("3. LOGGING SUCCESS #n");

====Wn");
fs_logw.close();
close(cIntSock_t);
return NULL;

}

else{
printf("Invalid HEADERWnN");
printf("=================Client Socket Thread Finish!l==============
=¥n");

fs_logw.close();
close(cIntSock_t);
return NULL;

fs_logw.close();
close(cIntSock_t);
return NULL;

(Rasp Raspbian) netfiler/main.cpp

#include "header.h"

#include "finet.h"

#include <vector>

using namespace std;

/*static vector<int> ipc;

static vector<vector<int>> trust_ip;*/
static int cmp = 0;
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void dump(unsigned char* buf, int size) {
int i
for (i = 0; i < size; i++) {
if i % 16 == 0)
printf("#n");
printf("%02x ", buflil);

int police(u_char *data){ //indent remove
cout << "hey police!!!" << end];
libnet_ipv4_hdr *iph = (struct libnet_ipv4_hdr*)(&data[0]);
ifiph->ip_p != IPPRO_TCP) //TCP CHECK
return -1;
fstream fs;
string tmpbuf = ";
string path = "trust_ip.txt";
fs.open(path, ios:in);
if(fs.fail()){
cout << "trust_ip.txt file open error!";
return -1;
}
//row.resize(1000000);
//const char * str = "192.168.1.2"
int c[4];
while(!fs.eof()){
getline(fs, tmpbuf);
cout << "trust_ip : " << tmpbuf << end|;
memset(&c[0], 0x00, 4);
sscanf(tmpbuf.c_str(), "%d.%d.%d.%d", &c[0], &c[1], &c[2], &c[3]);
//cout << ¢c[0] << c[1] << c[2] << c[3]<<endl;
if(c[0] == iph->ip_src[0] && c[1] == iph->ip_src[1] && c[2] == iph->ip_src[2] &&
c[3] == iph->ip_src[3])}{
cout << "pass!" << endl;
fs.close();
return O;

}

fs.close();
return -1;
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/* returns packet id */
static u_int32_t print_pkt (struct nfq_data *tb)
{
int id = 0;
struct nfgnl_msg_packet_hdr *ph;
struct nfgnl_msg_packet_hw *hwph;
u_int32_t mark,ifi;
int ret;
unsigned char *data;

ph = nfg_get_msg_packet_hdr(tb);
if (ph) {
id = ntohl(ph->packet_id);
printf("hw_protocol=0x%04x hook=%u id=%u ",
ntohs(ph->hw_protocol), ph->hook, id);

hwph = nfq_get_packet_hw(tb);
if (hwph) {
int i, hlen = ntohs(hwph->hw_addrlen);

printf("hw_src_addr=");

for (i = 0; i < hlen-1; i++)
printf("%02x:", hwph->hw_addr[i]);

printf("%02x ", hwph->hw_addr[hlen-1]);

mark = nfq_get_nfmark(tb);
if (mark)
printf("mark=%u ", mark);

ifi = nfg_get_indev(tb);
if (ifi)
printf("indev=%u ", ifi);

ifi = nfg_get_outdev(tb);
if (ifi)
printf("outdev=%u ", ifi);
ifi = nfg_get_physindev(tb);
if (ifi)
printf("physindev=%u ", ifi);
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ifi = nfg_get_physoutdev(tb);
if (ifi)
printf("physoutdev=%u ", ifi);

ret = nfg_get_payload(tb, &data);

dump(data, ret);

cmp = police(data);

printf("Wn cmp : %d Wn", cmp);

//

if (ret >= 0)
printf("payload_len=%d ", ret);

fputc(‘Wn', stdout);

return id;

static int cb(struct nfq_g_handle *gh, struct nfgenmsg *nfmsg,
struct nfg_data *nfa, void *data)

UNUSED(data);
UNUSED(nfmsg);
u_int32_t id = print_pkt(nfa);

printf("entering callback#n");
int v.= cmp == 0 ? NF_ACCEPT : NF_DROP;
return nfg_set_verdict(gh, id, v, 0, NULL);

int main(int argc, char **argv)

{

struct nfg_handle *h;

struct nfg_g_handle *gh;

struct nfnl_handle *nh;

UNUSED(nh);

int fd;

int rv;

char buf[4096] _ attribute__ ((aligned));

printf("opening library handle#n");
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h = nfq_open();

if ('h) {
fprintf(stderr, "error during nfg_open()#n");
exit(1);

printf("unbinding existing nf_queue handler for AF_INET (if any)Wn");
if (nfg_unbind_pf(h, AF_INET) < 0) {

fprintf(stderr, "error during nfg_unbind_pf()#n");

exit(1);

printf("binding nfnetlink_queue as nf_queue handler for AF_INET#n");
if (nfq_bind_pf(h, AF_INET) < 0) {

fprintf(stderr, "error during nfq_bind_pf()#n");

exit(1);

printf("binding this socket to queue '0'Wn");

gh = nfqg_create_queue(h, 0, &cb, NULL);

if (\gh) {
fprintf(stderr, "error during nfq_create_queue()¥#n");
exit(1);

printf("setting copy_packet modeW#n");

if (nfq_set_mode(gh, NFQNL_COPY_PACKET, Oxffff) < 0) {
fprintf(stderr, "can't set packet_copy modew#n");
exit(1);

fd = nfq_fd(h);

for () {
if (v = recv(fd, buf, sizeof(buf), 0)) >= 0) {
printf("pkt received®n");
nfg_handle_packet(h, buf, rv);

continue;

}
if (v < 0 && errno == ENOBUFS) {
printf("losing packets!¥n");
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continue;
}
perror("recv failed");
break;

printf("unbinding from queue 0Wn");
nfq_destroy_queue(gh);

#ifdef INSANE
/* normally, applications SHOULD NOT issue this command, since
* it detaches other programs/sockets from AF_INET, too ! */
printf("unbinding from AF_INETWn");
nfg_unbind_pf(h, AF_INET);

#endif

printf("closing library handle#n");
nfg_close(h);

exit(0);
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member_idx int(10) AUTO_INCREMENT 7|87, olglA
member id varchar(64) | UNIQ, NOT NuLL | CFeTt MAC Addr
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- 0x0001 (Success, When |ID(0x03) FIDO Auth)
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- 0XXXXX (When ID(0x02) Random Number(Challenge))
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= |
Data (64 bytes) <——
- 0x0000---0000 (Paddlng)
= OO XXXX (W Ox 01) GUID + Challenge(l ~d))
= OO0 XXX (When ID(OxOB)/Optmn(OxOOOD User PW + Challenge(Hashed))
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Option (2 bytes) , = ) \ d )
- 00001 (Success, }
- 0x0002 (Fail, )
- )
7|5 4B ¥ oF
Header ldeﬂﬁﬁcifﬂan Checksum SenderlD Data
OxFIE7 0x01 0x53ab 0x00Q- 0x000-- o
£7] 1% My % 23
Header Identification Checksum Sender|D Data
OxFI1E7 0x01 0x6f7c 0x000-+ 0x000-
(il 7| =R TR SR MAY g 13/38
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[f]mﬁagﬂiﬁm 144
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Sender ID (64 bytes) \ ) 4
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- When ID(OxDBJJOptmn(ﬂxﬂQOZ) User ID
Data (64 bytes)
Ahen 1D(( x0001) GUID + Challenge{Hashex)
- When |D(QK03)¢'OD1IDH(UXDUUZ) User PW + Challenge{Hashed)
FIDO &4 M=
Header | Checksum
OXFIEZ7 |  ©Ox03 | Ox7dfe
ID/PW A MEd
Header Checksum
OxF1E7 0Ox32a7
15038
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C/Response QIZ Alnj
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] AR SRS T BEHO! A A 16/38
02 =2HEE L8
f Hot o4 144
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fil AR SR I ERH M A 17138
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0 (ERR_NOERR) : H& (of2] §18)
=y oo K finet.log

1 (ERR_FLOW) : 2% 02| : : AR

2 (ERR_CHKSUM) : MIZ4 o]

3(ERR_OPTION) : S o

4 (ERR_SENID) : SenlD o2y

5 (ERR_DATA) : Data 02|

6 (ERR_FSCHK) : Z7|2l= 02|

7 (ERR_CRCHEK) : C/R 215 o2
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