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ICT(Information and Communication Technologies)2| 8822 O|R20{X|= XA
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Python2 1991 ZHE QIHZ2|E Aol mz2id 0Lt Z80
7] =20 =EXS0] Mg Zzidids g o FHE=
o 7t

ini}
R

Jal
0x
Ot
N
S
r
o]

AOO|Ct StE8C =2 F2 202 A0 HAEEL MMdE =2 ZHot A0
O|C}. 2000 0)= Python2, 2008 0fl= Python37} LERLCE 2010 FEH0| O|22{A

=
OZ O 0|4 YUGIO|EE B}X| &1 python32 3.10 K| LILECE 0.1 B OCE
for2 52| FZ A4t 20| 28] O|4 #WetX|= 7HMO0] 7] ME0f B YOOl

AToAME 2R3 20|22 AHES 23l Python2.75 AFEULY.
= 2F0[E&2|= A1, Python3= X|&St= 2t0|E2{2|7t U7| I
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Ho
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2.2 PE
PE(Protable Executable) A2 - 2N MM AlRE|= AW 0, DLL If
2, Object ZE &2 9P T HAOICL PE #+ZXE |FYAS COFF(Common
Object File Format)Ofl Al THYE|0 O Al MHECH COFF OB) mIYItE SSES
2 Be [O|E FZEQt H|=3IC} ‘Portable Executable’O|2t= 20 & X|Es 2
o

HMete ofMds FA4 e T ZZHOICE PE WA S =g +7YoIH 64H E &

EROME =E0| 7SSl EXE It DLL IR A4 ol
Ol2{gt PE YAlo| mAEL2 SYUSH PE header +EE 7HX|22 ULt PE headere
ool M=o e meo| 2t HEIF HREe[e o= £20| fX[S5t=X] 52 d
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ofdIAE EAZ SO o0l Jtsot HEs MO AMRE Zogs HEN F
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N-Gram 242 ZIR2E0 7|88 F= SAN IS A8t 2= O E 1
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A decision boundary in two dimensions
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10 A decision boundary in two dimensions
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2.6 Random Forest
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of ZEA JEE 7|Htes HAE EME O HFEER 25 HEE 2&7

E AM8ED QUCH LIojE HO|= Ynz|E2 t5 HO|He| Y0| M2 H4HoM=

2 ds8 ENECie A0 ¥ES 7HA2 QUCh ot X|ksts 2HE0A of¢

22Xor 2HE = U4, MHs TXN2| uPF0o| JUCHH MIZE HIEY HAO|LE

HE ZYAEQL 20| ZIEE LnZ|FNE FXX e ds2 EOFLCL 0] 5o

L 'Kt X|F(Cuse of Dimensionality)2t= B2 EXS A& [If HHst= &
H

Mol Ses 2R @=Lk

2.8 DNN

ANN(Artificial Neural Network) 7|22 Ooj2{ 2X|7 sHZAL|
= O] SHM 5ol ZME A= ROl SEAH
Neural Network) £ MZ AlZAo|2tn 6._H:|'. DNN=2 Xtile
2 EXEE 7I&9 hand-crafted 12
=& 5t0f HARH H|H, XEHO I1E| =

YT 2|2 o 74e °

£33t 75 X|(Weight)E 7FX|1 AZAE|O{ QUL DNNO| 2
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2.9 CNN

CNN(Convolution Neural Network)2 CHYot 20FO0|A O] 2HEX|= CHEXNQI
Held ¢u2|F F oto|ct 5EStn e FEE @1 A= O[0|X|ofAM 2170
X7 #2 %2 222 ST EL, o|O[X[ojM XAtzs22 EFH FEO0| 753t
7] W0 Crdst dE AEY B2 F 53| O|0[X| 200N FOolHt ds& 2O
Ct. At& =, o|0|X|Qt FHXE| 20oM HE[ ULt

CNN2 O|O|X|o| £ S F=5t1 0[0|X|2| O|FO|Lt f=0f CHot ekadES RA|
St7| fet aEE AN s OID|X[E FEoH7| flet 2FREAYS Aot ot
o|Ojx|e] EFE F=517| Qo £ FxE HASt0 O|8%Ct SZE F= Al
A F=5t=s R FEo EF S ABY TS Uele #2222 Uelh EF
g =88t BEEE ‘Convolutional Layer2td 2L} Convolution #|0|0j& CHY¥
ot HEE ALESH O|O|X| MHE AHEHRO| ARRIE e HAS AFETCE HHE
0|&3t0] =& *?_3Fx | APZIE Ao O MRS StLtel o|n|X|= ZhFottt 1
gl £ OB EHE 0|85 ARE Y Ltes A2 EFYS FESCL o
2 7§2| Convolutional 2O|HE AHAXIA Z|H Mt FE7HX| TS| EHOt= O
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EARULL PE
F=E517| 28hM PythonQ| pefile 20|EEE|E |'o-°|: ClaMP2]
EMM\OH M E2E 2Ot EFE FEAUCE NEXel HEat SLSHA PE &
M DOS dlIE FAOAM 670, NT_HEADERO| =HdiUe FILE SITOIA  177Y,
OPTIONAL oo 377H2] & 607H2] RAW EXI} ZE Zt2 ot H O 7t33%t

o |_
E EX|lo X=*x&
Derived £ 971l & 69712 SE= FE5I3UL}
filename !MDS e_cblp e_cp e_cparhdr e_maxalloce_sp e_Ifanew NumberQOiCreationYeFH_char0 FH_charl FH_char2 FH_char3 FH_chard FH_char5 FH_charb
d7f8d89e1d7f8d89e1 144 3 4 65535 184 128 3 1 0 1 0 0 0 0 0
d952e206ld352e206! 0 1 2 17744 332 12 3 1 0 1 1 1 0 0 0
bee82de8: beeB2des: 144 3 4 65535 184 200 4 1 1 1 0 0 0 0 0
13C9E8B72113c%e872f 144 3 4 65535 184 264 5 1 0 1 0 0 0 0 0
BEOEOBBA beQeObbat 144 3 4 65535 184 216 5 0 0 1 0 0 0 0 0
9ebaf9f71.9ebafof71. 80 2 4 65535 184 256 8 1 1 1 1 1 0 o] 1
ebd2813e ebd2813e 80 2 4 65535 184 256 8 1 0 1 1 1 0 0 1
1d6d1570. 1d6d1570. 80 2 4 65535 184 256 3 1 0 1 1 1 0 0 1
D7CDO0A" d7¢d00at{ 80 2 4 65535 184 256 9 0 0 1 1 1 0 0 1
d39fdfe34 d39fdfe34 144 3 4 65535 184 128 5 1 1 1 i 0 0 0 0
5502856bt 5502856bt 144 3 4 65535 184 128 3 0 0 1 0 0 0 0 0
feSab4c19feSab4c19 144 3 4 65535 184 128 4 1 0 1 0 0 0 0 0
89f3a3fb9 89f3a3fb9 144 3 4 65535 184 232 5 1 1 1 il 1 0 0 0
€37d3914:e37d3914. 80 2 4 65535 184 256 3 1 1 1 i] 1 0 0 1
8163C7A4 8163cTads 80 2 - 65535 184 256 8 1 0 1 1 1 0 0 1
6ebd68ed! 6ebd68ed! 80 2 4 65535 184 512 8 0 0 1 il 1 0 0 0
f2cd4cd14f2cd4cd14 144 3 4 65535 184 216 4 0 0 1 o] 0 0 0 0
41f24c96d 41f24c96d 144 3 4 65535 184 264 5 0 0 1 [¢] 0 0 0 0
I 8 PE JAg
3.3.2 Binary Image
OFA ol= S Iel%e) C| L= SHS
AFgAEQl O LS O|D[X|=t2 A|ZetstolA O|O|X| 7|gh EEdE Tt
H} clgjul otjgl=o =) 2+S51S obA C 52 re)
CL O|OlX| 7|8k Hald LUZ[FQ CNNE AlZeet dHIAE 2J/IIE ALESH
ols Ol & HE ols XS = o]
7| 2lstol €= HO|HE O|O|X[=tA|7|1 st 27|= =Fg AO|tt. 0|F T
o) ol3 Ol A =2 53235 ol = AISHS SHCl 1ol ™A S Ol
—_— E =TT — =2 = o o 2= 12 =]
St7| oA X HIAEE 2FSH7| Qo MHZ sisto] off &b mt SESke]

2 GJO|E|2 PHSOjELH,

22 OO 1HIO|EE 1Z4E HE\ 7= WHS ALEICE dHIE 9
HO[H2|E 8HIE Rz gle F+9o HHE 2{0] S¢2ICh 2t HO|EE o[O|X|Q| Bt
od=z ®etsto] O2olAA Y O|0|X|E BHECH oY =AV|of W2t EatX|= o|0|
Xle| HH|QF =0[E CNN & 7[0] HE3t7| 2I8A 256x2562 2 &S LotA =t
Ct. olojx|el A7l =F A2 oY 37| widthE FHHEstD o Bo| Zo|7t

[Vin 1@ [ Vin1#1vin 1 2 ALY g U= =2, 256x256 37|7t OtE B<?
ofZh AO|=E Z=Fote HAlS Aoty TSt
I.

A2 olF (1Y 10), (2F 113 Z2 srolL{a] oo|x|7 M 22 f
Uz|o| HHTEL ALBSHE 20|22 5 RAIM SHS JHKID 0| AYACE
Oj0IXI2 HMEHES W SARSH HERQ O[O|X|7H MAELL BHE o[0|XIo |AE
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Malware Binary

8bit vector to Resize
0100011000011111 8bit vector Grayscale Grayscale
1111101000000000 Image Image
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3.4 Anti Virus
2 AFO0|M= PE HeaderOA FE3t EFS S YHIEQIX| OtHX| o F5}
= B EE Kicom Anti VirusOl EfXiRHLCE,

),*(.. KICOM Anti-Virus

Kicom Anti-Virus2 YO E EfX|sln X 2T = Y2 HAHE QEAA HO|
A BAL QAITIOICH X HAZ2 C/C++2 HEEA2H A= HO[NE ME
A ZHEEof =L A 7o &og = UACH 2018F 2FH0|= OPSWAT HHAl
IZIe = XHEHE[O] AFE SOICt 7|2X¥ ez me % O A t M, <

==

e [=Rm I o
I ALK, HiO|2{A 22 £ SO CiYY J|50| UK 2 AToME HA
7|=0| E|l= Htol2{A ©X|, oiE HIO|2{A LHE MKA|7[sS AHEOIRALY.

10 ox 2 X

scan_file() :

- B.802

scan file anfldence - B
el ...

Zlecs4bfddicdcfaasab. vir

ML r‘:n11|:h=n IS
master /Release)

a7 13 WO ML 8¢ B

_15_



frHeme Deskiop  koomay

oOFEBCQ

HE B0 E 25 ¢

23 15 WAoo dar &R & ARl R

22 MY CHEEL S 7|Ee2 Z20H 4 = ofdudys Aot EX[Ent
S YL ARYO| =HOIEH ArF22 AK|ZH EICH

_16_



mal

Home Desktop kicomav-master Release mal

©® Recent &
Home
Desktop i
Documents

Downloads

Music

Pictures

Videos

Trash

Network

Computer

Connect ta Server

D@ 9 CE & PS¢0 WFNPB

I3 16 pYTY ML A B

ChAl CIHMER[Z 2FM ZHQISiEE, oYM AUSO| AN Foned 142 g2 A

rlo

3.5 Client
GUI H|Z0|= python 2tO[E 2|9l tkinter2 AMEZRULCE tkinters= LO|MOIA GUI Z21

s & O AHE3t= ZEO0ICE Python &% Al 7|22 2 WHEO U THO|M EE 20|
BeZ|2 g1 ZHESHA qul ZEOWE o = AChe FFO| AULCH

= AF0H tkinters &S ZCEE MH, M 24, M= 48ntE MA, AEY
B, MEAAE 2oF= 7180 A= GUIE WYL otgl= &AM % ZE0[C

O Syt vio

FARKY
® [r@’" “ Malblare Scanner

FaguP
[ Result ] PROGRAM INFO CREDIT

Mot Search <Dir>

Copyright 2021 Hekalikube Select Foldsr | Scan | duit

a7 17 2w AlS s
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[H

Flm

25

Select Folder : ZAMSIAX} st MAUO|LE ZHE MEH
Scan : MEfEl HAOIL} ZC{O Ciot AHIE A

Quit : Z20H F=

Program Info : Z= 20| Cioh MEHHQl FHL ALEHY 7|XY
Credit : MZA H&

Select Folder HHE 28 Al S Z&O0|Ct. HAISHRAL 5t= LYO|Lt EHE
= YUER7F U201 3T’ EA

5 = select Dir

Directory: fhomefstudTesktopdk icomay-naster/Releazse ‘ @ |

[ - ipurb_checkpoints
[Ekavoore

Eamal

ﬁinor

ﬁ nor {copy s

|f:| plugins

Selection: | Jhome/stud/Desktopk icanav-naster/Beleaze

Cancel

a3 18 dEe) MY

The MY 9E 5 By

Selected Of2{0f A} X[Y&l ZCHBO| LtEFHCL

0 Hi7t2t 326l vi.0

f

o
Nt
ﬂﬂ * Mallare Scanner

Fpgu®
[ Result ] PROGRAM INFO | CREDIT

Selected
/home/stud/Desktop/kiconav-naster /Release/nor (copyl

Copyright 2021 Hekalikube Select Folder Scan I Quit

07 19 gt AEE 9
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£ RPN ’8 =
> HiZt2t 36 vi.0
“Q@J "e»f-‘
S ia%
IE’H * MalMare Scanner
Pppu®
[ Result ] PROGRAM INFD | CREDIT
|[*] KayMain,__ sc:an_hle(} i
ML_Conf idence -
E— ml._..?cangf‘lle{} i ML Confidence - 0,384
o
[#] aw'lam._ scan_file(} :
? out of B
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image.py

import numpy as np
import os, array
import scipy.misc
import glob

from PIL import Image

class IMAGE _feature():

def __init__(self, in_path, out_path):

self.in_path = in_path
self.out_path = out_path

def get_image(self, path, file):

filename = path + file

f = open(filename, 'rb')
In = os.path.getsize(filename)

width = int(In**0.5)

rem = In % width

a = array.array('B")
a.fromfile(f, In-rem)

f.close()

np.reshape(a, (int(len(a)/width), width))
np.uint8(g)

0@ 0
oo

fpng = self.out_path + file + ".png"
scipy.misc.imsave(fpng, g)

outfile = self.out_path + 'thumb/' + file +
print(outfile)
size = 256, 256

'_thumb.png'

"
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img = Image.open(fpng)
img_size = img.size

if img_size != size:
img_size = img.resize(size)
img_size.save(outfile, "PNG")
else:

img.save(outfile, "PNG")

def get_all(self):
path = self.in_path

for file in os.listdir(path):
self.get_image(path, file)

def main():

mal_path = '/PATH/200mal/"
nor_path = '/PATH/100nor/"

mal_out_path = '/PATH/200mal/"
nor_out_path = '/PATH/100nor/"

iml = IMAGE_feature(mal_path, mal_out_path)
iml.get_all()

im?2 = IMAGE_feature(nor_path, nor_out_path)
im2.get_all()

if __name__ == "'__main__"

main()

print('COMPLETE')

image_set.py

import os
import glob
import sys

import numpy as np

from PIL import Image
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from sklearn.model_selection import train_test_split

from keras.utils import np_utils

data_dir = '/PATH/dataset_image'

categories = ['normal’, 'malware']

nb_classes = len(categories)

image_w = 28
image_h = 28

pixels = image_w * image_h * 1

X =1l
Y =]

for idx, m in enumerate(categories):
data_dir_detail = data_dir + "/" + m
files = glob.glob(data_dir_detail + "/thumb/*thumb.png")

for i, f in enumerate(files):

try:

img = Image.open(f)

nyn

img = img.convert('L")

img = img.resize((image_w, image_h))

data = np.asarray(img)

X.append(data)
Y .append(idx)

ifi % 20 == 0:
print(m, " : ", f)

except:

print(m, str(i) + "error")

X = np.array(X)
Y = np.array(Y)
X_train, X_test, Y_train, Y_test = train_test_split(X, Y, test_size = 0.3,

random_state = 0)

XY = (X_train, X_test, Y_train, Y_test)
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np.save('/PATH/binary_image_data.npy', XY)
print('COMPLETE")

label _classify.py

import numpy
import pandas
import os

import shutil

file_root = 'C:\\PATH\\ZZMN\\label.csv'
dir_path ="C:\\PATH\\test_folder'

csv_data = pd.read_csv(file_root,header=None)
file_list = os.listdir(dir_path)

csv_name_list = set(csv_datal0])
for i in file_list:
now = i[:-4]
if now in csv_name_list:
# 1 9] o]&%F num of labelg}t
num = int(csv_data[csv_data[O]==now][1].values)
if num ==
move_src = 'C:\\PATH\\malware\\'
shutil.move(dir_path+'\\'+i,move_src+i)
elif num ==
move_src = 'C\\PATH\\normal\\'
shutil.move(dir_path+"\\'+i,move_src+i)

print('work it')

ngram.py

import os
import pefile
import pydasm
import operator
import csv
import hashlib

from itertools import chain
from capstone import *

from capstone.x86 import *
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class NGRAM_FEATURE:

def __init__(self, output_file):
self.output_file = output_file

self.grams = dict()

def get_asm(self,mode,file):
asm = []
pe = pefile.PE(file)
bytes = []

ep = pe.OPTIONAL_HEADER.AddressOfEntryPoint
end = pe.OPTIONAL_HEADER.SizeOfCode

for section in pe.sections:
addr = section.VirtualAddress
size = section.Misc_VirtualSize

if ep > addr and ep < (addr+size):
ep = addr
end = size
data = pe.get_memory_mapped_image()[ep:ep+end]

offset = 0

temp = data.encode('hex')

temp = [temp[i:i+2] for i in range(0,len(temp),2)] #slice 2
if mode:

return temp

md = Cs(CS_ARCH_X86,CS_MODE_32)
md.detail = False

for i in md.disasm(data,0x401000):
asm.append(i.mnemonic)

return asm

def gen_list_n_gram(self,n,asm_code):
for i in range(0,len(asm_code),n):

yield asm_code[i:i+n]
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def n_grams(self,n,asm_code,check):
if check == 1:
grams = self.grams
elif check == 0:

grams = dict() #make new dict

gen_list = self.gen_list_n_gram(n,asm_code)

for i in gen_list:
i =""join(i)
try:
grams[i] += 1
except:

grams[i] = 1

return grams

def write_csv_header(self,csv_header):
file_path = self.output_file
HASH = ['filename','MD5']
label = ['label']
header = HASH+csv_header+label

file = open(file_path,'wa’)
write = csv.writer(file,delimiter = ',')
write.writerow(header)

file.close()

def count_n_gram(self,grams,header,label):
grams_count = list()

for asm in header:
try:
grams_count.append(grams[asm])
except:
grams_count.append(0)
grams_count.append(label)

return grams_count

def calc_file_hash(self,file_path):
f = open(file_path,'rb")
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data = f.read()
hash = hashlib.mdb5(data).hexdigest()

return hash

def write_csv_data(self,data):

file_path = self.output_file

file = open(file_path,'a")

write = csv.writer(file,delimiter=",")
write.writerow(data)

file.close()

model.py

# A7bA] dale]Eo] digh 2E

from

from

from
from

from

sklearn.model_selection import train_test_split

sklearn.metrics import accuracy_score

sklearn.ensemble import RandomForestClassifier
sklearn.svm import SVC

sklearn.naive_bayes import GaussianNB

import tensorflow as tf

import numpy as np

import pandas as pd

class Classifiers():

def __init__(self, X, Y):

self.x_train, self.x_test, self.y_train, self.y_test = \
train_test_split(X, Y, test_size=0.2, random_state=0)

def do_svm(self):
clf = SVC()
clf fit(self . x_train, self.y_train)
y_pred = clf.predict(self.x_test)

return accuracy_score(self.y_test, y_pred)
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def do_randomforest(self, mode):

clf = RandomForestClassifier()

clf fit(self . x_train, self.y_train)

if mode ==
return clf.feature_importances_
y_pred = clf.predict(self.x_test)

return accuracy_score(self.y_test, y_pred)

def do_naivebayes(self):
clf = GaussianNB()
clf fit(self . x_train, self.y_train)

y_pred = clf.predict(self.x_test)

return accuracy_score(self.y_test, y_pred)

def do_dnn(self):

if "Series" in str(type(self.y_train)):
self.y_train = self.y_train.to_frame()
self.y_test = self.y_test.to_frame()
input_len = len(self.x_train.columns)

else:
self.y_train = self.y_train.reshape(len(self.y_train), 1)
self.y_test = self.y_test.reshape(len(self.y_test), 1)
input_len = np.size(self.x_train, 1)

learning_rate = 0.001
batch_size = 128
training_epochs = 50

keep_prob = 0.7

x_train = self.x_train

y_train = self.y_train

X
Y

tf.placeholder(tf.float32, [None, input_len])
tf.placeholder(tf.float32, [None, 1])
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W1 = tf.Variable(tf.random_normal([input_len, 128]),
name='weightl")

bl = tf.Variable(tf.truncated_normal([128]), name="'biasl")
L1 = tf.sigmoid(tf.matmul(X, W1) + bl)

W2 = tf.Variable(tf.random_normal([128, 1024]), name='weight2')
b2 = tf.Variable(tf.truncated_normal([1024]), name="'bias2')

L2 = tf.sigmoid(tf.matmul(L1, W2) + b2)

L2

tf.nn.dropout(L2, keep_prob)

W3 = tf.Variable(tf.random_normal([1024, 1024]), name='weight3")
b3 = tf.Variable(tf.truncated_normal([1024]), name="'bias3")

L3 = tf.sigmoid(tf.matmul(L2, W3) + b3)

L3

tf.nn.dropout(L3, keep_prob)

W4 = tf.Variable(tf.random_normal([1024, 128]), name='weight4")
b4 = tf.Variable(tf.truncated_normal([128]), name='bias4")
L4 = tf.sigmoid(tf.matmul(L3, W4) + b4)

W5 = tf.Variable(tf.random_normal([128, 1]), name='weight5')
b5 = tf.Variable(tf.truncated_normal([1]), name="'biasb")

output = tf.sigmoid(tf.add(tf.matmul(L4, W5), bb))

cost = -tf.reduce_mean(Y = tf.log(output) + (1 - Y) * tf.log(l -
output))
train =

tf.train.AdamOptimizer(learning_rate=learning_rate).minimize(cost)

predicted = tf.cast(output > 0.5, dtype=tf.float32)
accuracy = tf.reduce_mean(tf.cast(tf.equal(predicted, Y),
dtype=tf.float32))

with tf.Session() as sess:

sess.run(tf.global_variables_initializer())

for epoch in range(training_epochs):
avg_cost = 0
total_batch = int(len(x_train) / batch_size)

for i in range(total_batch-1):

batch_xs =
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x_train[i*batch_size:(i+1)*batch_size]
batch_ys =
y_train[i*batch_size:(i+1)*batch_size]

_, ¢ =sess.run([train, cost], feed_dict={X:
batch_xs, Y: batch_ys})

acc = sess.run(accuracy, feed_dict={X: self.x_test, Y:

self.y_test})
return acc
def do_all(self):
rns = []
rns.append(self.do_svm())
rns.append(self.do_randomforest(0))
rns.append(self.do_naivebayes())
(

rns.append(self.do_dnn())

return rns

pe_raw_feature.py

import csv
import os
import pefile
import math

import hashlib

IMAGE_DOS_HEADER =
['e_magic','e_cblp','e_cp','e_crlc','e_cparhdr','e_minalloc','e_maxalloc','e_ss','e_sp'

,'e_csum’,

'e_ip','e_cs','e_lfarlc','e_ovno','e_res','e_oemid','e_oeminfo','e_res2','e_lfanew']

F [ L E H E A D E R =

non non

["Machine","NumberOfSections","TimeDateStamp", "PointerToSymbolTable",
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noun "non

"NumberOfSymbols","SizeOfOptionalHeader","Characteristics"]

OPTIONAL_HEADER =
["Magic","MajorLinkerVersion","MinorLinkerVersion","SizeOfCode","SizeOfInitializedD
ata",\

"SizeOfUninitializedData","AddressOfEntryPoint",\
"BaseOfCode","BaseOfData","ImageBase","SectionAlignment","FileAlignment”,\
"MajorOperatingSystemVersion","MinorOperatingSystemVersion",\
"MajorlmageVersion",\

"MinorimageVersion",\

"MajorSubsystemVersion",\

"MinorSubsystemVersion",\

"SizeOflmage",\

"SizeOfHeaders",\

"CheckSum",\

"Subsystem"”,\

"DliCharacteristics”,\

"SizeOfStackReserve",\

"SizeOfStackCommit",\

"SizeOfHeapReserve",\

"SizeOfHeapCommit",\

"LoaderFlags",\

"NumberOfRvaAndSizes"]

def extract_image_dos_header(pe):
IMAGE_DOS_HEADER _data = [0 for i in range(19)]
try: #Dos_header QFo] & &
IMAGE_DOS_HEADER_data = [
pe.DOS_HEADER.e_magic,
pe.DOS_HEADER.e_cblp,
pe.DOS_HEADER.e_cp,
pe.DOS_HEADER.e_crlc,
pe.DOS_HEADER.e_cparhdr,
pe.DOS_HEADER.e_minalloc,
pe.DOS_HEADER.e_maxalloc,
pe.DOS_HEADER.e_ss,
pe.DOS_HEADER.e_sp,
pe.DOS_HEADER.e_csum,
pe.DOS_HEADER.e_ip,
pe.DOS_HEADER.e_cs,
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pe.DOS_HEADER.e_lfarlc,
pe.DOS_HEADER.e_ovno,
pe.DOS_HEADER.e_res,
pe.DOS_HEADER.e_oemid,
pe.DOS_HEADER.e_oeminfo,
pe.DOS_HEADER.e_res?2,
pe.DOS_HEADER.e_lfanew]

except Exception , e:

print e
return IMAGE_DOS_HEADER _data

def extract_file_header(pe):
FILE_HEADER _data = [0 for i in range(7)]
try:

FILE_HEADER_data=|
pe.FILE_HEADER.Machine,
pe.FILE_HEADER.TimeDateStamp,
pe.FILE_HEADER.PointerToSymbolTable,
pe.FILE_HEADER.NumberOfSymbols,
pe . FILE_HEADER.SizeOfOptionalHeader,
pe.FILE_HEADER.Characteristics]

except Exception,e:

print e

return FILE_HEADER_data

def extract_optional_header(pe):
OPTIONAL_HEADER _data = [0 for i in range(29)]

try:

OPTIONAL_HEADER_data = [pe.OPTIONAL_HEADER.Magic,
pe.OPTIONAL_HEADER.MajorLinkerVersion,
pe.OPTIONAL_HEADER.MinorLinkerVersion,
pe.OPTIONAL_HEADER.SizeOfCode,
pe.OPTIONAL_HEADER.SizeOfInitializedData,
pe.OPTIONAL_HEADER.SizeOfUninitializedData,
pe.OPTIONAL _HEADER.AddressOfEntryPoint,
pe.OPTIONAL_HEADER.BaseOfCode,
pe.OPTIONAL_HEADER.BaseOfData,
pe.OPTIONAL_HEADER.ImageBase,
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pe.OPTIONAL_HEADER.SectionAlignment,
pe.OPTIONAL_HEADER FileAlignment,
pe.OPTIONAL _HEADER.MajorOperatingSystemVersion,
pe.OPTIONAL_HEADER.MinorOperatingSystemVersion,
pe.OPTIONAL_HEADER.MajorlmageVersion,
pe.OPTIONAL_HEADER.MinorlmageVersion,
pe.OPTIONAL_HEADER.MajorSubsystemVersion,
pe.OPTIONAL_HEADER.MinorSubsystemVersion,
pe.OPTIONAL_HEADER.SizeOflmage,
pe.OPTIONAL_HEADER.SizeOfHeaders,
pe.OPTIONAL_HEADER.CheckSum,
pe.OPTIONAL_HEADER.Subsystem,
pe.OPTIONAL _HEADER.DIllCharacteristics,
pe.OPTIONAL_HEADER.SizeOfStackReserve,
pe.OPTIONAL_HEADER.SizeOfStackCommit,
pe.OPTIONAL_HEADER.SizeOfHeapReserve,
pe.OPTIONAL _HEADER.SizeOfHeapCommit,
pe.OPTIONAL_HEADER.LoaderFlags,
pe.OPTIONAL _HEADER.NumberOfRvaAndSizes]

except Exception,e:

print
return OPTIONAL_HEADER_data

def extract_features(pe):
IMAGE_DOS_HEADER _data = extract_image_dos_header(pe)
FILE_HEADER_data = extract_file_header(pe)
OPTIONAL_HEADER_data = extract_optional_header(pe)
return IMAGE_DOS_HEADER _data + FILE_HEADER _data
OPTIONAL_HEADER _data

def main():
source_path = r'C:\PATH\malware'
output_file = r'C:\PATH\result.csv'
label = ['clean']
f = open(output_file,'wt")

writer = csv.writer(f)
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writer.writerow(IMAGE_DOS_HEADER+FILE_HEADER+OPTIONAL_HEADER+| 'label'])

for subdir,dirs,files in os.walk(source_path):
for file in files:
input_file = source_path + '/' + file
try:
pe = pefile.PE(input_file)
except Exception, e:
print "Exception while loading file : " e
else:
try:
features = extract_features(pe)
writer.writerow(features+label)
except Exception,e:
print "Exception while opening and write CSV file : " | e
f.close()

print 'Tt work !!'

main()

check_packer_pe_feature.py

import csv,os,pefile
import yara
import math

import hashlib

class pe_features():

IMAGE_DOS_HEADER = |
"e_cblp"\
‘e_cp”, \
"e_cparhdr”,\
"e_maxalloc",\
"e_sp",\
"e_lfanew"]

FILE_HEADER= ["NumberOfSections","CreationYear"] + [ "FH_char" + str(i) for

i in range(15)]
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OPTIONAL_HEADER1 = |
"MajorLinkerVersion",\
"MinorLinkerVersion",\
"SizeOfCode",\
"SizeOfInitializedData",\
"SizeOfUninitializedData",\
"AddressOfEntryPoint",\
"BaseOfCode",\
"BaseOfData",\
"ImageBase",\
"SectionAlignment”,\
"FileAlignment”,\
"MajorOperatingSystemVersion",\
"MinorOperatingSystemVersion" \
"MajorlmageVersion",\
"MinorlmageVersion",\
"MajorSubsystemVersion",\
"MinorSubsystemVersion",\
"SizeOflmage”,\
"SizeOfHeaders",\
"CheckSum",\
"Subsystem"]
OPTIONAL_HEADER_DLL_char = [ "OH_DLLchar" + str(i) for i in range(11)]

OPTIONAL_HEADER?2 = |

"SizeOfStackReserve",\

"SizeOfStackCommit",\

"SizeOfHeapReserve",\

"SizeOfHeapCommit",\

"LoaderFlags"] # boolean check for zero or not
OPTIONAL_HEADER = OPTIONAL_HEADER1 + OPTIONAL_HEADER_DLL_char

+ OPTIONAL_HEADER?2

Derived_header = ["sus_sections","non_sus_sections",

"non

,'packer_type","E_text","E_data

"packer 'filesize","E_file","fileinfo"]
def __init__(self,source,output,label):

self.source = source

self.output = output

self.type = label

#Need PFEiD rules compile with yara

self.rules= yara.compile(filepath="./peid.yara')
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def file_creation_year(self,seconds):
tmp = 1970 + ((int(seconds) / 86400) / 365)
return int(tmp in range (1980,2016))

def FILE_HEADER_Char_boolean_set(self,pe):
tmp = [pe.FILE_HEADER.IMAGE_FILE_RELOCS_STRIPPED,\

pe.FILE_HEADER.IMAGE_FILE_EXECUTABLE_IMAGE,\
pe.FILE_HEADER.IMAGE_FILE_LINE_NUMS_STRIPPED,\
pe.FILE_HEADER.IMAGE_FILE_LOCAL_SYMS_STRIPPED,\
pe.FILE_HEADER.IMAGE_FILE_AGGRESIVE_WS_TRIM,\
pe.FILE_HEADER.IMAGE_FILE_LARGE_ADDRESS_AWARE,\
pe.FILE_HEADER.IMAGE_FILE_BYTES_REVERSED_LO,\
pe.FILE_HEADER.IMAGE_FILE_32BIT_MACHINE,\
pe.FILE_HEADER.IMAGE_FILE_DEBUG_STRIPPED,\
pe.FILE_HEADER.IMAGE_FILE_REMOVABLE_RUN_FROM_SWAP,\
pe.FILE_HEADER.IMAGE_FILE_NET_RUN_FROM_SWAP \
pe.FILE_HEADER.IMAGE_FILE_SYSTEM,\
pe.FILE_HEADER.IMAGE_FILE_DLL,\
pe.FILE_HEADER.IMAGE_FILE_UP_SYSTEM_ONLY \
pe.FILE_HEADER.IMAGE_FILE_BYTES_REVERSED_HI

]

return [int(s) for s in tmp]

def OPTIONAL_HEADER_DLLChar(self,pe):
tmp = [

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE,\

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY,\

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_NX_COMPAT \

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_NO_ISOLATION,\

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_TERMINAL_SERVER_AWARE

A

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_NO_SEH,\
pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_NO_BIND,\

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_WDM_DRIVER,\

pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_HIGH_ENTROPY _VA\

_37_




pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_APPCONTAINER,\
pe.OPTIONAL_HEADER.IMAGE_DLLCHARACTERISTICS_GUARD_CF
]

return [int(s) for s in tmp]

def Optional_header_ImageBase(self,ImageBase):
result= 0
if ImageBase % (64 + 1024) == 0 and ImageBase in
[268435456,65536,4194304]:
result = 1

return result

def Optional_header_SectionAlignment(self, SectionAlignment,FileAlignment):
""This is boolean function and will return 0 or 1 based on condidtions
that it SectionAlignment must be greater than or equal to FileAlignment

nmm

return int(SectionAlignment >= FileAlignment)

def Optional_header_FileAlignment(self, SectionAlignment,FileAlignment):
result =0
if SectionAlignment >= 512:
if FileAlignment % 2 == 0 and FileAlignment in range(512,65537):
result =1
else:
if FileAlignment == SectionAlignment:
result = 1

return result
def Optional_header_SizeOflmage(self,SizeOflmage,SectionAlignment):
return int(SizeOflmage % SectionAlignment == 0)
def Optional_header_SizeOfHeaders(self,SizeOfHeaders,FileAlignment):
return int(SizeOfHeaders % FileAlignment == 0 )
def extract_dos_header(self,pe):
IMAGE_DOS_HEADER _data = [ O for i in range(6)]
try:
IMAGE_DOS_HEADER _data = |

pe.DOS_HEADER.e_cblp,\
pe.DOS_HEADER.e_cp, \
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pe.DOS_HEADER.e_cparhdr,\
pe.DOS_HEADER.e_maxalloc,\
pe.DOS_HEADER.e_sp,\
pe.DOS_HEADER.e_lfanew]
except Exception, e:
print e
return IMAGE_DOS_HEADER _data

def extract_file_header(self,pe):
FILE_HEADER _data = [ 0 for i in range(3)]
FILE_HEADER _char = []
try:
FILE_HEADER _data = |
pe.FILE_HEADER.NumberOfSections, \
self file_creation_year(pe.FILE_HEADER.TimeDateStamp)]
FILE_HEADER_char = self. FILE_HEADER_Char_boolean_set(pe)
except Exception, e:
print e
return FILE_HEADER _data + FILE_HEADER _char

def extract_optional_header(self,pe):
OPTIONAL_HEADER_data = [ O for i in range(21)]
DLL_char =[]
OPTIONAL_HEADER_data2 = [ O for i in range(6)]

try:

OPTIONAL_HEADER_data = [
pe.OPTIONAL_HEADER.MajorLinkerVersion,\
pe.OPTIONAL _HEADER.MinorLinkerVersion,\
pe.OPTIONAL_HEADER.SizeOfCode,\
pe.OPTIONAL _HEADER.SizeOflInitializedData,\
pe.OPTIONAL _HEADER.SizeOfUninitializedData,\
pe.OPTIONAL_HEADER.AddressOfEntryPoint,\
pe.OPTIONAL _HEADER.BaseOfCode,\
pe.OPTIONAL _HEADER.BaseOfData,\

#Check the ImageBase for the condition

self.Optional_header_ImageBase(pe.OPTIONAL_HEADER.ImageBase),\
# Checking for SectionAlignment condition

self.Optional_header_SectionAlignment(pe. OPTIONAL_HEADER.SectionAlignment,pe
.OPTIONAL_HEADER FileAlignment),\
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#Checking for FileAlignment condition

self.Optional_header_FileAlignment(pe.OPTIONAL_HEADER.SectionAlignment,pe.OP
TIONAL_HEADER.FileAlignment),\
pe.OPTIONAL _HEADER.MajorOperatingSystemVersion,\
pe.OPTIONAL_HEADER.MinorOperatingSystemVersion,\
pe.OPTIONAL _HEADER.MajorlmageVersion,\
pe.OPTIONAL_HEADER .MinorlmageVersion,\
pe.OPTIONAL _HEADER.MajorSubsystemVersion,\
pe.OPTIONAL _HEADER.MinorSubsystemVersion,\
#Checking size of Image

self.Optional _header_SizeOflmage(pe.OPTIONAL _HEADER.SizeOflmage,pe.OPTIONA
L_HEADER.SectionAlignment),\
#Checking for size of headers

self.Optional_header_SizeOfHeaders(pe.OPTIONAL_HEADER.SizeOfHeaders,pe.OPTI
ONAL_HEADER.FileAlignment),\
pe.OPTIONAL_HEADER.CheckSum,\
pe.OPTIONAL_HEADER.Subsystem]|

DLL_char = self. OPTIONAL_HEADER_DLLChar(pe)

OPTIONAL_HEADER_data2= [
pe.OPTIONAL _HEADER.SizeOfStackReserve,\
pe.OPTIONAL _HEADER.SizeOfStackCommit, \
pe.OPTIONAL _HEADER.SizeOfHeapReserve,\
pe.OPTIONAL_HEADER.SizeOfHeapCommit,\
int(pe.OPTIONAL_HEADER.LoaderFlags == 0) ]
except Exception, e:
print e
return OPTIONAL_HEADER_data + DLL_char + OPTIONAL_HEADER_data2

def get_count_suspicious_sections(self,pe):
result=[]
tmp =[]
benign_sections =
set(['.text','.data',".rdata’,".idata’,".edata’,'.rsrc',".bss',".crt'," .tls'])
for section in pe.sections:
tmp.append(section.Name.split('\x00")[0])
non_sus_sections = len(set(tmp).intersection(benign_sections))

result=[len(tmp) - non_sus_sections, non_sus_sections]
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return result

def check_packer(self,filepath):

result=[]

matches = self.rules.match(filepath)

try:
if matches == [] or matches == {}:
result.append(|0,"NoPacker"])
else:
result.append([1,matches|'main'][0][ 'rule']])
except:
result.append([1,matches[0]])

return result

def get_text_data_entropy(self,pe):
result=[0.0,0.0]
for section in pe.sections:
s_name = section.Name.split("\x00")[0]

= "text"

if s_name
result[0]= section.get_entropy()
= " data™

result[1]= section.get_entropy()

elif s_name

else:
pass

return result

def get_file_bytes_size(self filepath):
f = open(filepath, "rb")
byteArr = map(ord, f.read())
f.close()
fileSize = len(byteArr)

return byteArr fileSize

def cal_byteFrequency(self,byteArr fileSize):
freqlList = []
for b in range(256):
ctr = 0
for byte in byteArr:
if byte ==

_4']_




ctr += 1
freqList.append(float(ctr) / fileSize)

return freqlist

def get_file_entropy(self filepath):

byteArr, fileSize = self.get_file_bytes_size(filepath)
freqlist = self.cal_byteFrequency(byteArr,fileSize)
# Shannon entropy

ent = 0.0

for freq in freqList:

if freq > 0O:
ent += - freq * math.log(freq, 2)

#ent = -ent

return [fileSize,ent]

def get_fileinfo(self,pe):
result=[]
try:
FileVersion = pe.FileInfo[0].StringTable[0].entries| 'FileVersion']
ProductVersion =
pe.FileInfo[0].StringTable[0].entries|'ProductVersion']
ProductName = pe.FileInfo[0].StringTable[0].entries|'ProductName']
CompanyName = pe.Filelnfo[0].StringTable[0].entries['CompanyName']
#getting Lower and
FileVersionLS = pe.VS_FIXEDFILEINFO.FileVersionLLS
FileVersionMS = pe.VS_FIXEDFILEINFO.FileVersionMS
ProductVersionLS = pe.VS_FIXEDFILEINFO.ProductVersionLS
ProductVersionMS = pe.VS_FIXEDFILEINFO.ProductVersionMS
except Exception, e:
result=["error"]
#print "{} while opening {}".format(e,filepath)
else:
#shifting byte
FileVersion = (FileVersionMS >> 16, FileVersionMS & OxFFFF,
FileVersionLS >> 16, FileVersionLS & OxFFFF)
ProductVersion = (ProductVersionMS >> 16, ProductVersionMS &
0xFFFF, ProductVersionLS >> 16, ProductVersionLS & OxFFFF)
result = [FileVersion,ProductVersion,ProductName,CompanyName]

return int ( result[0] != 'error')

def write_csv_header(self):
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filepath = self.output
HASH = ['filename', 'MD5']
header = HASH + self.IMAGE_DOS_HEADER + self.FILE_HEADER

self. OPTIONAL_HEADER + self.Derived_header

def

header.append("class")

csv_file= open(filepath,"wa")

writer = csv.writer(csv_file, delimiter=",")
writer.writerow(header)

csv_file.close()

extract_all(self,filepath):
data =[]
#load given file
try:
pe = pefile.PE(filepath)
except Exception, e:
print "{} while opening {}".format(e,filepath)
else:
data += self.extract_dos_header(pe)
data += self.extract_file_header(pe)
data += self.extract_optional_header(pe)
# derived features
#number of suspicisou sections and non-suspicsious section
num_ss_nss = self.get_count_suspicious_sections(pe)
data += num_ss_nss
# check for packer and packer type
packer = self.check_packer(filepath)

# Appending the packer info to the rest of features
data += packer[0]

entropy_sections = self.get_text_data_entropy(pe)
data += entropy_sections

f_size_entropy = self.get_file_entropy(filepath)

data += f_size_entropy

fileinfo = self.get_fileinfo(pe)

data.append(fileinfo)

data.append(self.type)

return data

def write_csv_data(self,data):

filepath = self.output

+
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csv_file= open(filepath,"a")
writer = csv.writer(csv_file, delimiter=",")
writer.writerow(data)

csv_file.close()

def getMD5(self, filepath):
with open(filepath, 'rb') as fh:

m = hashlib.md5()

while True:
data = fh.read(8192)
if not data:

break

m.update(data)

return m.hexdigest()

def create_dataset(self):
self.write_csv_header()

count = 0

#run through all file of source and extract features
for file in os.listdir(self.source):

filepath = self.source + file

data = self.extract_all(filepath)

hash_ = self.getMDb5(filepath)

print "hash: ", hash_

data.insert(0, hash_)

data.insert(0, file)

self.write_csv_data(data)

count += 1

print "Successfully Data extracted and written for {}.".format(file)

print "Processed " + str(count) + " files"
def main():
source_path= raw_input("Enter the path of samples (ending with /) >>
output_file= raw_input("Give file name of output file. (.csv) >>")

label = raw_input("Enter type of sample( malware(1)|benign(0))>>")

features = pe_features(source_path,output_file,label)
features.create_dataset()

")
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= '__main__"

if __name__

main()

pe(python2) -> pe_cython.py

BYTE = ctypes.c_ubyte

WORD = ctypes.c_ushort

DWORD = ctypes.c_uint

FLOAT = ctypes.c_float

LPBYTE = ctypes.POINTER(ctypes.c_ubyte)
LPTSTR = ctypes.POINTER(ctypes.c_char)
HANDLE = ctypes.c_void_p

PVOID = ctypes.c_void_p

LPVOID = ctypes.c_void_p

UINT_PTR = ctypes.c_uint

SIZE_T = ctypes.c_uint

class DOS_HEADER(ctypes.Structure):
_pack_ =1
_fields_ = |

(‘e_magic', WORD),
("e_cblp', WORD),
(‘e_cp', WORD),
(‘e_crlc', WORD),
(‘e_cparhdr', WORD),
(‘e_minalloc', WORD),
(‘e_maxalloc', WORD),
(‘e_ss', WORD),
(‘e_sp', WORD),
("e_csum', WORD),
("e_ip', WORD),
(‘e_cs', WORD),
("e_lfarlc', WORD),
(‘e_ovno', WORD),
(‘e_res', BYTE * 8), # 8Byte
("e_oemid', WORD),
(‘e_oeminfo', WORD),
(‘e_res2', BYTE = 20), # 20Byte
(‘e_lfanew', DWORD),
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class FILE_HEADER(ctypes.Structure):

_pack_ =1

_fields_ = |
('Machine', WORD),
('"NumberOfSections', WORD),
(‘CreationYear', DWORD),
(‘PointerToSymbolTable', DWORD),
(‘NumberOfSymbols', DWORD),
('SizeOfOptionalHeader', WORD),
('Characteristics', WORD),

class OPTIONAL_HEADER(ctypes.Structure):
_pack_ =1
_fields_ = |
("Magic', WORD),
MajorLinkerVersion', BYTE),
MinorLinkerVersion', BYTE),
SizeOfCode', DWORD),
SizeOfInitializedData', DWORD),
SizeOfUninitializedData', DWORD),
AddressOfEntryPoint', DWORD),
BaseOfCode', DWORD),
BaseOfData', DWORD),
ImageBase', DWORD),
SectionAlignment', DWORD),
FileAlignment', DWORD),
MajorOperatingSystemVersion', WORD),

MajorlmageVersion', WORD),
MinorImageVersion', WORD),
MajorSubsystemVersion', WORD),
MinorSubsystemVersion', WORD),
Reservedl', DWORD),
SizeOflmage', DWORD),
SizeOfHeaders', DWORD),
CheckSum', DWORD),
Subsystem', WORD),
DllCharacteristics', WORD),
SizeOfStackReserve', DWORD),

(
g

(

(
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(

(

L

(

(
(‘MinorOperatingSystemVersion', WORD),
g

g

(

(

(

k

L

g

g

(

(

('SizeOfStackCommit', DWORD),

_46_




('SizeOfHeapReserve', DWORD),
('SizeOfHeapCommit', DWORD),
('LoaderFlags', DWORD),
('NumberOfRvaAndSizes', DWORD),

class DATA_DIRECTORY(ctypes.Structure):
_pack_ =1
_fields_ = |
('VirtualAddress', DWORD),
('Size', DWORD),

class SECTION_HEADER(ctypes.Structure):
_pack_ =1
_fields_ = |
('Name', BYTE * 8),
("Misc_VirtualSize', DWORD),
('"VirtualAddress', DWORD),
('SizeOfRawData', DWORD),
('PointerToRawData', DWORD),
("PointerToRelocations', DWORD),
('PointerToLinenumbers', DWORD),
(‘NumberOfRelocations', WORD),
('"NumberOfLinenumbers', WORD),
(‘Characteristics', DWORD),

def enum(*sequential, **named):

enums = dict(zip(sequential, range(len(sequential))), **named)

reverse = dict((value, key) for key, value in enums.iteritems())

enums| 'reverse_mapping'| = reverse

return type('Enum’, (), enums)

image_directory_entry = enum('EXPORT', 'IMPORT’,

'SECURITY",
'BASERELOC',
'COPYRIGHT',
'GLOBALPTR',

'DEBUG',
# Architecture on non-x86 platforms
'TLS', 'LOAD_CONFIG',

'RESOURCE', 'EXCEPTION',
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'BOUND_IMPORT",

'IAT', 'DELAY _IMPORT", 'COM_DESCRIPTOR',
'RESERVED')

p_str = re.compile(r'[*\x00]*') # NULL &A} Z&A7}X] EA}

class PE:

def __init__(self, mm, verbose, filename):
self filename = filename
self filesize = os.path.getsize(filename)
self.verbose = verbose
self. mm = mm
self.sections = [] # BE MM HE S 2|AE
self. data_directories = [| # ZE HoJg} fAEZ] JHES TS 2AE
self.pe_file_align = 0

in k2.py

# RO/ R 15 Ot 5 &9
num_sig = format(kav.get_signum(), ',')
msg = 'Signature number: %s\n\n' % num_sig
cprint(msg, FOREGROUND_GREY)

log_print('# Signature number: %s\n' % num_sig)
log_print('‘#\n\n') # =7 o} g &...

if options.opt_vlist is True: # 9 ICE ZAE &HH
kav listvirus(listvirus_callback)
else:
if args:
kav.set_result() # I AAL AE £7]|5

# At AR AIZE RIS

start_time = datetime.datetime.now()
# 77L& Path (H5 72 A9

for scan_path in args: # A& ALt A7 DA T

scan_path = os.path.abspath(scan_path)

if os.path.exists(scan_path): # &4 =2 md7} EXJ5t=7}?
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kav.scan(scan_path, scan_callback, disinfect_callback,
update_callback, quarantine_callback)
else:
# FAEA] 2P Aipege &3t

print_display_scan_result(None, None, None)

print_error(‘'Invalid path: \'%s\'" % scan_path)

# AAE S5 AR AR

end_time = datetime.datetime.now()

global g_delta_time
g_delta_time = end_time - start_time

# 22Ex 28 AnEe s

print_display_scan_result(None, None, None)
# oPdRE A AT} B

ret = kav.get_result()

print_result(ret)

#kav.uninit()

if __name__ == "'__main__"

main()

gui.py

#-*-coding:utf-8-x*-

import os

import threading
import time
import subprocess
import sys
reload(sys)

sys.setdefaultencoding('utf-8'")

import tkinter.ttk as ttk
import tkinter.font as tkFont

from tkinter import filedialog

from tkinter import *
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global output
output = []

def program_info():
infoWindow = Tk()
infoWindow .title("Program Information")
infoWindow.geometry("640x480+100+100")
infoWindow.resizable(0, 0)

test_font _

tkFont.Font(family="/usr/share/fonts/Wemakeprice/Wemakeprice-Regular",
size=12)

# Project

# Team name

# About Project

a = StringVar()
project_name = StringVar()
team_name = StringVar()
#iprogram_def = StringVar()
#manual = StringVar()

~

a.set("2021 A HH S5y} EAAE"
project_name.set("?1 5 Al 52 L&t YA X A2 )

team_name.set("&% : y7}etup”

"

#program_def.set(™)

program_def = '""Y&E20] PE 1x9 mdL PES|H, 4-gram(N-gram), 8B}o]ug]
o] x]o]

SAS 2201910 25 Yn5E o] §sto] nlyL A,
g B AREI Lot WS He4 2 meAES Asthr)

o]-&3st WS &835t9 Kicom @4
Z2AES 5t

(NN

#manual.set("™)

manual = "'1. 2705124} st EoiE AEEUc
2. HEE 22 st A7 BES w4 AUE AU
opy BEe EIStL BAL AL MU
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wl = Label(infoWindow, textvariable=a).pack(side="top")

w2 = Label(infoWindow, textvariable=project_name).pack(side="top")

w3 = Label(infoWindow, textvariable=team_name).pack(side="top")

w4 = Label(infoWindow, justify=LEFT, text=program_def, font=test_font

).pack(side="top")

wbh = Label(infoWindow, justify=LEFT, text=manual, font=test_font

).pack(side="top")

closeBtn = Button(infoWindow, text='Close', command=infoWindow.destroy)
closeBtn.pack(side='bottom’', pady=10)

infoWindow.mainloop()

def team_info():

import webbrowser

new = 1

url = "http://www.nekabe.me"

webbrowser.open(url, new=new)

def delMal():
comm = ['python', 'k2.py']
comm.append('-1')
comm.append(path)
print comm
p = subprocess.call(comm)
while True:
res = p.stdout.readline()
if res == "' and p.poll() is not None: break
if res:
outputBox.insert('end’, res.strip() + "\n')
outputBox.see(END)

popUp.destroy()

def midDel():
t2 = threading.Thread(target=delMal)
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t2.start()

def run():
comm = ['python', 'k2.py']
comm.append('-f')
comm.append(path)

print comm

p = subprocess.Popen(comm, stdout = subprocess.PIPE, stderr =
subprocess.STDOUT, shell = False)
while True:

res = p.stdout.readline()
if res == "' and p.poll() is not None: break
if res:
outputBox.insert('end’, res.strip() + "\n')
outputBox.see(END)
rc = p.poll()

global popUp

popUp = Tk()

popUp.title('Result Scan')
popUp.geometry("200x120+200+200")
popUp.resizable(0,0)

popUp_label = Label(popUp, text='Delete?')
popUp_label.pack(pady=20)

cancleBtn = Button(popUp, text='Cancle', command=popUp.destroy)
cancleBtn.pack(side="bottom', pady=>5)

delBtn = Button(popUp, text='Delete’, command=midDel)
delBtn.pack(side="bottom")
popUp.mainloop()

def midRun():
tl = threading.Thread(target=run)
tl.start()

def openDir():

global path

dir_path = filedialog.askdirectory(parent=root,
initialdir="/home/stud/Deskop/", title="Select Dir")
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path = dir_path
IblText.set('Selected\n' + path)

def force_quit():

pass

root = TKk()
root.geometry('640x480+200+200")
root.resizable(0, 0)
root.title("d|ZFeu) v1.0")

top_frame = Frame(root, width=640, height=100)
top_frame.pack(side="top', fill='x")

title_font = tkFont.Font(size=16)

# Frame_left, Frame_right

frame_left = Frame(top_frame, width=240, height=100)
frame_right = Frame(top_frame, width=400, height=100)
frame_left.pack(side="left', fill="x")
frame_right.pack(side="right', fill="x")

# logo_img

#jbu_logo = Image.open("./jbu.png")

image = Photolmage(file='jbu.png')
logo_label = Label(frame_left, image=image)
logo_label.place(x=130, y=0)

# Title_label

title_text = StringVar()
#title_text.set("2021 A H Y st
#title_text.set("2021 A B B Sstu} EAXE")
#title_text.set("J B B s 5t0}t Y| 7tetHE")
title_text.set("MalWare Scanner”)

title_label = Label(frame_right, textvariable=title_text, font=("Verdana", 24,))
title_label.place(x=0, y=40)

# oS-SS oS-SS =—=—=—=—=—=—=—===== Framel—z
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top2_frame = Frame(root, width=600, height=40)
top2_frame.pack(side="top', fill="x', ipadx=35)

# result_label
result_text = StringVar()
#result_text.set(' 2 I & ")

result_text.set("[ Result |")

#result_label = Label(top2_frame, textvariable=result_text, font=('Times', 8))
result_label = Label(top2_frame, textvariable=result_text)
result_label.pack(side="left', padx=35)

test_label = Label(top2_frame, text='")
test_label.pack(side="right', padx=15)

# team_info_button

#tinfoBtn = Button(top2_frame, width=14, text="I= A}&E" font=("Times", 8),
command=team_info)

tInfoBtn = Button(top2_frame, width=12, text="CREDIT", command=team _info)
tInfoBtn.pack(side='right', padx=5, pady=2)

# program_info_button

#pInfoBtn = Button(top2_frame, width=14, text="Z =z 78 A H" font=("Times", 8),
command=None)

pInfoBtn = Button(top2_frame, width=12, text="PROGRAM INFO",
command=program_info)

pInfoBtn.pack(side="right")

#f ============================== Frgme? ================================
middle_frame = Frame(root, width=640, height=280)
middle_frame.pack(side="top")

# Result
outputBox = Text(middle_frame)

outputBox.pack(expand=True)

bottom_frame = Frame(root, width=640, height=80)
bottom_frame.pack(side="bottom', fill='x")

IblText = StringVar()
IblText.set("Not Search <Dir>")
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#label font

# Path Label
path_lbl = Label(bottom_frame, textvariable = IblText) #font=font
path_lbl.pack(pady=>5)

# Quit Button -> 3

quitBtn = Button(bottom_frame, width=12, text="Quit", command=root.destroy)
#quitBtn.pack(side="right", padx=5, pady=10)

quitBtn.pack(side="right", padx=5, pady=7)

# Scan Button -> 2
scanBtn = Button(bottom_frame, width=12, text="Scan", command=midRun)
scanBtn.pack(side="right", padx=>5)

# Select Folder Button -> 1
openBtn = Button(bottom_frame, width=12, text="Select Folder",
command=openDir)

openBtn.pack(side="right", padx=5)

copyright = StringVar()
#copyright.set("Copyright 2021 47t2t248]")
copyright.set("Copyright 2021 Nekalikube")

copyrightLabel = Label(bottom_frame, textvariable=copyright).pack(side="'left’,
padx=5)

root.mainloop()
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Optional ol ==

Dos Bl|E ==
[0 feor 1 1 ran

ADER
e or( T10NAL HEA
ce_sp e.lfanew FH_char3 FH_chard

ecblp ecp ecpahdr e_maxallox

d7fadB9e1d7fadas 144 3 4 65535 184 128 1
d9526206/ 9522061 0 1 2 174 332 12 3 1
beed2ded: beed2des: 144 3 4 65535 184 200 4 1
13C9EB721 13c9eB72f 144 3 4 65535 184 264 s 1
BEOEOBBA beleObba 144 3 4 65535 184 216 5 0
f ocisafor7 1, 9ebataf71 80 2 4 85535 184 256 8 1
ebd2813e ebd2a13e 80 2 4 65535 184 256 8 i
1d6d1570,1d61570. 80 2 4 85535 184 256 3 1
D7CDO0A d7cd00ati 80 2 4 65535 184 256 9 0
d39fdfedd digidie34 144 3 4 65535 184 128 5 1
5502856k 5502856b: 144 3 4 85535 184 128 3 0
feSabac19 feSabac1d 144 3 4 B5535 184 128 4 1
893839 8913139 144 3 4 85535 184 232 5 1
3703914, e37d3914. 80 2 4 65535 184 256 3 1
8163CTA4 B163c7a4¢ 80 2 4 65535 184 25 8 1
6eba68ed: Gebdbed! a0 2 4 65535 184 512 8 0
fecddcd14f2cddcd14 144 3 4 65535 184 216 4 0

siiliE] st 41124c96d 41f24c96d 144 3 4 65535 184 264 5 0

E=x

=0
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op
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PE 3ici -> Random Forest Zoig ol g, FL% g Z¥, ol F o1 F7 A 207tR ER

PES]C &% 20

svm

randomforest nalvebayes dnn avg

pe 0942222

pe_packer 0.942222
pe_top20 0.942222

0.987302 0.151111 0.061587 0.535556
0.988571 0.151111 0.061587 0.535873
0.986667 0.196825 0.061587 0.546825

WA= - 10 fold

[©.98604061 0.98984772 0.991116
0.99364676 0.98854962 ©.98727735 ©. 99618321]
0.9913613581131774

Grid Search

10-fold LALAS

S -> HE ohH £ ERE AT
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