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NSL-KDD Number of Records:

Total Normal DoS Probe U2R R2L

KDDTrain+20% 25192 | 13449 | 9234 2289 11 209
(53%) | (37%) | (9.16%) | (0.04%) | (0.8%)

KDDTrain+ 125973 | 67343 | 45927 11656 22 995
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0 e sy avaimas
(53 A)) attack Tools Duration Attacker Victim

KDDTest+ 22544 9711 Bruteforce attack EE'F_"—_ I;';;tmr Cne day Kali linux Ubuntu 16.4 ()
(43%)

DoS attack X enEye One day Kali linux Ubuntu 16

DoS attack 2 L One day Kali linux Ubuntu 12.0

Web attack Damn Vulnerakl Two days Kali linux Ubuntu 16.4
In-house selenium fra )

Infiltration attack Iroph an 5 Two days Kali linux Windows Vista and Macintosh

Botnet attack Ares [ d by hon): e shell, /download, capturing One day Kali linux

S+PortSca ow Or C) for UDP, TC r eque Kali linux
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TotLen Fed
Pkts

0
0
0
1239

1143

0

TotLen Bed
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0
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protocol _type service

tcp  ftp_data
udp other
tep http
tep http
tep http
tp  pop.3
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n 0
flag src_bytes dst_bytes

SF
SF
SF
SF
SF

RSTO
Y (0)
RSTO
SF
REJ

491
146
232
199
287

24

0

0
8153
420

2251

36
36

109

Nean °°*

0,000000
0000000
0,000000
82.600000
81.642857

0,000000
0.000000
0000000
0000000

Active
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00
00
00
00
00

00
00
00
00
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land wrong_fragment

0
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0

0

0
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Nin

0
0
0

Idle
Nean

56320859.5
563207330
563193115
00
00

00
00
00
00

Idle Std

139.300036
114551299
301934596
0.000000
0.000000

0.000000
0.000000
0.000000
0000000
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Nax Nin
56320958 56320761
56320814 56320652
56319525 56319098
0 0

0 0

0 0

0 0

0 0

0 0

0 00 00000on
dst_host_diff_srv_rate

0.03
0.60
0.00
0.00
0.00

0.03
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14022018
14022018
14022018
14022018

14022018
14022018
14022018
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0 1402218
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Tine label
83101 0
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84013 0
84023 0
32120 1
31959 1
32605 1
32917 1
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0.03
0.00
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0.01
0.00
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0.00
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0.06
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0.00
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Time

Init Bwd Win Byts
Bwd IAT Max
Fwd Seg Size Min
ACK Flag Cnt
Fow Pkts/s
Pkt Len Var
Fwd Pkt Len Std
Bwd Pkt Len Std
Bwd Pkts/s
Fwd IAT Max
Flow IAT Mean
Fwd Pkis/s
Pkt Len Mean
Fwd Header Len

Bwd IAT Std

3.755921e-02
2.544292e-02
6.094368e-04
4.919330e-04
3.044140e-05
1.278539¢-05
1.035008e-05
6.088280e-06
6.088280e-06
4.8706240-06
2.435312e-06
24353120-06
1.217656e-06
6.088280e-07
6.083280e-07
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model . conpile
return mode|

create_madel ()

model =
model .sum Model @ "sequential”

[stm [LSTH) (Hone, 4

dense (Dense) (Mone, 2}

Total pa
Trainable pa
Non—-trainab

entropy’, optimizer="adan’,

metrice=[ accuracy

1

19 model to

30000

lossZf 2

0.0.149,
accuracy: 0.99532 7% H50|

ALSTH_745.h5

0.0156 - accuracy:
0.0149 - accuracy :
0.01563 - accuracy: 0.9953
0.0151 - accuracy: 0,99
0.0152 - accuracy 2 0

0.0158 - accuracy : 1,99

0.0155 - accuracy :
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dnn = quential(y | o 55/1000]
dnn d(De ctivatio input _s
dnn . adc 3 ; 5  [semme 070 - accuracy: 0,9950
dnn ]
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dnn I i - I
dnn. add(D a. S B

cnn ]

ann R U T ihromont) T Gome Ry Eooch 55EA/10000

cinn
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nodel.

.....

[

nodel. ¢

nodel.

L“p: =

nodel.

Sequential()

add(LSTH(128

add(Dropout(8.2))

add(LSTHN(123))

add(Dropout{0.1))

add(Dense(1
tf.keras.optiniz

compailel

=opt

[

— S
10010

— 21) — | }‘|
- 3
Model : "sequential”
Layer (tvpe) Output Shape Param #

cu_dnnlstm (CuDNHLET
dropout (Dropout )
cu_dnnlstm_1 (CuDMNL
dropout 1 (Dropout])
dense (Dense)
dropout _2 (Dropout )

denzse_1 (Dense]

M) iNone,

i Hone,
5TH) iNone,
i Hone,
iHone,

[Hane,

[HNane,

1, 128)
1, 128)
128)
1281
32)

32)

32

1]

132096

]

4128

33

Total params: 213,565
Trainable params: 213
Mon—trainable params:

, 569
a

Epoch 14100

] - 15 Bms/step

Oz dms/step
Epach 37100

100100 [==========sss==csz=====s====s= ] - 05 dms/step
Epach 4,/100

Os dms/step

'step

tep

tep

ep

88000 st& &

0.5674,

lossZf 2

accuracy: 0.9399Z 7% M

0

ERp —

- lass: 0. B574 - accuracy: 0.6933
ggs: 0.5800 - accuracy: 0.7105

- loss: 0.5118 - accuracy: (0.7342

- loss: 0,.4585 - accuracy: 0.7341

- loss: 0.4115 - accuracy: 0.8005

- lass: 0 3810 - accur ALY 0.8128
0ss: 0.3541 - accuracy: 0.8341

- loss: 0,3342 - accuracy: (.8542
oss: 0,31768 - accuracy: 0.8600
/]

val_loss
val_loss
val_loss
val_loss
val_loss
val_loss
val_loss
val_loss

val_loss

0.6196

WA

3 Facy . AR
ACCUTACY 204
ACCUTacY 1781
ACCUTSCY 8050
ACCUTracy 3181
accuracy: 0.8531
accuracy' 0.83838
accuracy: 0. 8969
accuracy: 0,9062
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— O W 20 - O 0 = 03 ]

model = Sequentiall]
mode!  add( CUDMNGRUL B, input _shape=(1, 21, return_sequences=True)]
model . add(Dropout (0. 2]
moce| . add{ CUDMMGRUL 128, return_sequences=False)]
mode| . add(Dropout (0. 2]
model . add(Densel 1))
model . add(act ivation sianoid 1)
Laver [type) Output Shape Faram #
T cu_dnngru §CUDRKGRL) (Mong, 1, B4) 16704
dropout  {Dropot ) (Mong, 1, B4) 0
cu_dnnaru_1 { CuDMMGRLY [ Mone, 128) T4496
dropout _1 (Dropout ) (Mone, 128) 0
dense (Dense) [ Hone, 17 129
act ivation [hctivation) (Mone, 1) 0

Total params: 91,3529

Tra
Maon

inable params: 91,329

—-trainable parans: 0

~curacy’ ]

9/9

DEDONME# #4 bk

58/9

PEOOO0+ #4444+ bkt bbddsss

8/9

FTOO00# #4444t trtrsstrsss

8/9

POOOO0+#++ #4444 £ddrdsrssrrsrs

8/9

POO000+++ #4444 £ ddrdsrssrrsrs

9/9

FOO000%+ #+ 44 + kbbb bbbk

9/9

FO000 %+ #+ 44 bk bbb bbb drbksds

58/9

OO0+ #4 bbbk

8/9

SO0+ e e

8/9

SADOOO#### 444kt bt rrrsss

8/9

TEO000++++ 4444 £ddrdsrsrrsrs

9/9

320000 st
loss@f= 3.1072,

accuracy: 0.93802 7t& 40| EULCH

FEOOO0#+ #4444k bbb kbbb btk

0
0

] - Oz nsfstep - loss:

] - Os 3ns/step - loss:

] - Os 3ns/step - loss:

] - Os 3nefstep - loss:

] - 0= dnsfstep - loss:

] - Os 3nsfstep - loss:

] - Oz nsfstep - loss:

] - Os dns/step - loss:

] - Os 3ns/step - loss:

] - O 3nsfstep - loss:

] - 0= dnsfstep - loss:

] - Os 3nsfstep - loss:

3.9465 - accuracy: 0,9380

3.7856 - accuracy: 0.9380

3.9036 - accuracy: 0,8953

52772 - accuracy: 0,0898

4.3436 - accuracy: 0,8876

4,867 - accuracy: 0,9380

4,3514 - accuracy: 0,9070

31072 - accuracy: 0.9380

8.6867 - accuracy: 0.1473

14,6643 - accuracy: 0.0504

8.8029 - accuracy: 0,0000e+00

7.8244 - accuracy: 0,0039
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libpcap 1

libpcap 10

libpcap 11
libpcap 1
libpcap 1
libpcap 1
libpcap 1
libpcap 2
libpcap 20
libpcap 9

Software Loopback Interface 1 00:00:00:0
WanM Miniport (IPvE)
Wiviware Virtual Ethernet Adapter for WiMnetl Whiw
Realtek PCle GbE Family Controller Clevo:d1:
WaM Miniport (IF)

Intel(R) Dual Band Wireless-AC 3168 IntelCor:
Microsoft Wi-Fi Direct Wirtual Adapter IntelCorg|
Wiviware Virtual Ethernet Adapter for WViMinet2 Whwa
WAN Miniport (Metwork Monitor)
Microsoft Wi-Fi Direct \Virtual Adapter #2 32:23:7a;

B isDogu

nEH

I ELIEE 2 2JEE
S EEH MEEl | E913 QIEHo|&
135 Intel(R) Wi-Fi 6 AX200 160MHz
NSL-KDD CSE-CIC-IDS 2018

245 Ho|E 4 245 Ho|E 4 0

DoSE EfX|=l 54 BruteForce2 EMX|Zl 34 0

ProbeZ EHX|=l 54 DDoSE EHX|=l 24 0

Brute Force
attack

NIDS with A.l. - made by Dogu
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ZEOE

I DLIEHS Fag-] NID% with Al - made l:-:.-' Df_!l;]ll

$2E 3 Meg =93 QIEHo|A
18406 Intel(R) Wi-Fi 6 AX200 160MHz
NSL-KDD CSE-CIC-IDS 2018

245 Go|H 4 245 Holg 4 22

DoSZ EHX|&El =4 BruteForce2 EMX|El &4 18

[ —

ProbeZ EMX| =l DDoSZ EtX| &l &4 5

Brute Force

normal
attack

normal
narmal
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