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I APM(Apache+php+MySQL)AMH & 0| 850 X2t =+ EH|AEH = ALO|E H|%

Request AzzE QY —— -(J\a‘
p— — (php) — —_— -
Als #z| 23t
Client Response SSR=Va TN Database
2 AIO|E SEE
Index.php admin.php
mypage.php login.php join.php write.php view.php search.php
login_action.php join_.php write_action.php edit.php search_rslt.php
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| Gl A|1 - XSS(ZEAAFO|EA S RE

def XS(domain): if count > e:
Inspection Items 11)
contents = ™" writer.
cve = "safety” writer.addPage(report.getPage(
writer.addPage(report.getPage(
urls = "http://" ai ~d.php™ writer.addPage(report.getPage(
XPATH click = "/html/body/div[1]/form/button” writer.addPage(report.getPage(
contents = urls
print("Xss F2")
return (Inspection Items, contents.strip(), cve)
tor payload in llnes: pPlﬂt( Xss ©F

try: Scripting”

driver.get(urls) return (Inspection Items, contents.strip(), cve)
input box = driver.find element(By.NAME,

input box.send keys(payload)

driver.find element(By.XPATH, XPATH click).click()

pt UnexpectedAlertPresentException:

time.sleep(2)

count =1

Reflected XSS &2 7| ZICt
Payload 0l 3% 72 34 $ 37 AIE S #HZ LIEK Al F|of3iCin Bttt
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def SF(domain): driver.find_element(By.XPATH, XPATH nav).click()
Inspection_TItems { driver.find element(By.XPATH, XPATH logout).click()
contents = W ! * from SF”

e

cve = 5a

urls = "http://" lo driver.get(urls)
driver.maximize window()

XPATH_id = "/html/ /p[1]/input input box = driver.find element(By.XPATH, XPATH id)

XPATH pw 2 ut input_box.send _keys('test"')

‘hitml, iv/forn input box2 = driver.find element(By.XPATH, XPATH pw)

XPATH_nav 01 input box2.send keys('test')

XPATH_logout = * ollapsibleNavbar' a[1]” driver.find_element(By.XPATH, XPATH click).click()
alert = driver.switch_to.alert

driver.get(urls) alert.accept()

driver.maximize window()

input box = driver.find element(By.XPATH, XPATH id) for cookie in driver.get cookies():

input_box.send keys(’test’) a = {cookie['name’] : cookie['value']}

input _box2 = driver.find_element(By.XPATH, XPATH pw)

input box2.send keys('test') E oz a:

driver.find element(By.XPATH, XPATH click).click()

alert = driver.switch to.alert

alert.accept()

cve = "Risk"
writer.addPage(report.getPage(50))
print("HlHE 1 )

contents = urls
return (Inspection_Items, contents.strip

for cookie in driver.get cookies():
¢ = {cookie[ 'name"'] : cookie[ 'value']}

200 A Eg2 MM ID 7} 2139 /= 25 S5 ArE8E 3¢ F

oLt e
URLOIA ZI2t0[E] 212 HES10] 524 9 835, El 017 =T
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of IN(domain): cve = "Risk”

Inspection Items = "IN(17) contents = "This website is \"Risk\" from IN"
contents = "This Website \"Risk\" from IN" writer.addPage(report.getPage(45))
cve = "Risk” writer.addPage(report.getPage(46))
msg = "SEZTSF 2t FH© print(msg)

return (Inspection_TItems, contents.strip(), cve)
urls = "http:// =
sourcecode = urllib.request.urlopen(urls).read()
soup = BeautifulSoup(sourcecade, "html.parser")
li=[® for i in range(3)]

driver.get(urls)
writer.addPage(report.getPage(45))
writer.addPage(report.getPage(46))
for href in soup.find("tr", class ="even").find_all("tbody"): print(msg) _
attr = href.find("a")["href"] return (Inspection Items, contents.strip(), cve)
T =l e Eoe except UnexpectedAlertPresentException:
num = 1i.split('=") time.sleep(1)
1i.append(num[1]) = "1 ok 210 ORI

if 1i[e] == li[e]+1:
msg = "= 0|7} Z|op
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Capstone - Web Vulnerability Diagnostic Results Report

‘Web Vulnerability Diagnostic Results Report

_ Scan Information
H FoFH HA HuM

Website URL = https: run.goorm.io/cap A 2 01 IJ_I E =
Start Time = 2022-10-16 22:55:56.314417 [« x> E

Finish Time = 2022-10-16 22:56:49.926128

Scan duration = 0:00:53.611711 Pyt h O n- F P D F' Py P D F 2

H tH
List of tests performed (12/12) Mlkl I.

. . |:|-()| S ZA0 Cfst H O AME PDF2 MM
B BAE © HO HY AY AR AHUHE U2 e EMUUC B M9 RS Sk Y Type Contents Resulte | By B I— T O 1 — = o o
Bel Q2 oM ¥ WOt LGU A9 HY BUANE ORI U= NEA W X - = = =
TS 2N 4 L0 AHY B 3 TME 0PIE & Yaud LDAP Injection(3) | This website is "SAFETY" from LDAP Injection Salely ° E | Ral. 1 xl (@) ':BI- H = 0.” EH BH P D FE
SQL Injection(5) | This website is "SAFETY" from SQL Injection Safely o (L =
R A @01 80| B LIRS T T WO CI A 00, M A B STUG XPath Injection(7) | This websile is "SAFETY" from XPath Injection Safely — — -
XSS(11) hitps: run.goorm. php Risk =2 I:I :| 3 ; O A Rx O.l 7_I x.l |
BF(12) hitps: Tun.goorm. php Risk _|_ E x o
1A(13) hitps: FUN.OOM. php Risk
IN(17) This Website "Risk” from IN Risk
SF(13) hitps: FUN.GOOIM. php Risk
Aulo Allzck(20)_|hlps? rungoor. ohp Risk I —_ll— E _' A L 2
. Py(21) un. I php Risk ° L °
&l JOONGBU UNIVERSITY File Download(23) | This Website is "SAFETY" from File Downloads Safety
dmin Page Exposure(24) https://capstone6.run.goorm.iolcapstone Risk i o t xi tl I_ 74 o
T ey P8
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HUALE <otpcapstonet@gmail. com>

gr= A2k {ditmdwodl@naver. com>

] eddl & =2}el (BMB)

4 B Action Method Guide(22-14-16). pdf
+ [E) Action Method Guide(23-26-19).pdf
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Type Contents Resulte

LDAP Injection(3) This website is "SAFETY" from LDAP Injection Safety

SAL Injection(5) This website is "SAFETY" from SQL Injection Safety

XPath Injection(7) This website is "SAFETY" from XPath Injection Safety
XE5(11) https://capstone6.run.goorm.io/capstone/board. php Risk
BF(12) https://capstoneb.run.goorm.io/capstone/login.php Risk
1A(13) https://capstone6.run.goorm.io/capstone/login.php Risk
IN(17) This Website "Risk" from IN Risk
SF(19) hitps://capstonet.run.goorm.io/capstone/login.php Risk
Auto Attack(20) htips.//capstone6.run.goorm.io/capstone/login.php Risk
PWV(21) http:/icapstonef.run.goorm.io/capstone/mypage. php Risk

File Download(23) This Website is "SAFETY" from File Downloads Safety
pdmin Page Exposure(24]hitps://capstonef.run.goorm.io/capstone Risk
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