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16 IIH &=

18 IIH BF

19 IHH BF

15_Ali

16_Ali

15_Baidu

16_Baidu

18_Baidu

19_Baidu

15_Bangcle

16_Bangcle

18_Bangcle

19_Bangcle

15_ljiami

16_ljiami

18_ljiami

19 _ljiami

15_Qihoo

16_Qihoo

18_Qihoo

19_Qihoo

15_Tencent

15 1A EF

16_Tencent

16 I1H EEF

18 _Tencent

A Native 21IlIIZH 2}

18 IIH BF

19 _Tencent

19 1A BF

15_Ali

16_Ali

15_Baidu

16_Baidu

18_Baidu

19 _Baidu

15_Bangcle

16_Bangcle

18_Bangcle

19_Bangcle

15_ljiami

16_ljiami

18_ljiami

19_ljiami

15_Qihoo

16_Qihoo

18_Qihoo

19_Qihoo

15_Tencent

16_Tencent

18_Tencent
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HAUNH IHE  51= oy 24 = e s

if not cliemt:

log.error_{'Client connect error')

devices =
if not devices:

log.error_{ 'Device not found®)

num = imt{input('> *

self.adb = devices[num-1]
else:

self.adb = devices[@]

log.info ('"ADB connected : %s' %self.adb.get_serial no())

HE LS

HIHAH

Pure-python-adb IH3|X| O|&3t0 &3

= Unpacking Start =—

[*] Multiple devices detected, please select the device
[*] 1 : 127.0.0.1:62026
[*] 2 - 127.0.0.1:62025

-

A CFS CHIOIA 21 Al @122 ))] e
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ng

=

0

CEES]

ZZHE L LIS

il ) %F‘\/ JIE oI

APK

APK &1

install apk{self, file):
1f.adb.shell("pm -1")

betore
(self.adb.install{file)):
log.info ('%¥s install success' %file)

log.error_('APK install error')
self.adb.shell('pm -1"}

after =
dmp = diff match_patch()
diff = dmp.diff _main(before, after)

dmp.diff_cleanupSemantic(diff)

for i in diff:
it (i[@] == 1):

self.




T2HE JiE LI

ATHH L' sz

o4
get_frida_session{self): Frida
AH
; rida = frida.pget usb device(1) it 22

self.frida.spawn([self.package name]) @ frida IH7|X| O|=otH &lH

= frida.pet usb device(l).attach(self.pid)
log.info ('Frida attached : %s(%d)' %(self.package name, self.pid))
d2q:/data/local/tmp # ls
frida-server-15.2.72-android-x86 re.frida.server

d2q:/data/local/tmp # ./frida-server-15.2.2-android-x86 &
[1] 4995

A CIBIOIA0 MBS TE|Ct Al alsd




ZZHE L LIS

HIHAH L  51= otz 24

(oL

Android
HA sl

get_android wversion{self):

self.and_ver = self.adb.shell('getprop ro.build.version.release’

log.info {'Android version : %s'%self.and wver)

IE20|E HA Tet =
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get_function =
rpc. orts = {

getFunc: fun

i=9;
var android_wversion
if (android_version >
var 1ib name = android_wersion »= 18 ? "libdexfile.so" : 'libart.s

var art = Module.enumerateExportsSync{lib_name);

for{i = @; i< art.length; i++)}{
if(art[i].name. indexOf ("OpenMemory ™) !== -1){
function_name = art[i].name;
return function_name;

if(art[i].name.indexCf( "OpenCommon™) !== -1)}{

if (android version »>= 18 && art[i].name.indexOf("ArtDexFileloader™) !== -1}

PR A
continue;

function_name = art[i].name;

return function_name;

HIHAH

J

=13
=

UH

=2
=]




il By

=4 = Y

o2mE Jg e
A IIHAH th”\/m = ol T

M=ol == 0I5 M&

(L rpc.exports £

get_function = ="
¥ports = {
getFunc: Fu on (and_wver) | {
ar functio = "";
i=42
pid version = parseInt(and_wver);
t_function_name(self)
: create &

ar andro
d_vers gde
F.and_ver)

if (androl
L b_name
nction name)

create script(eet function)

cript.expo
.function name =
log.info {'Function name
||'|
& art[i].name.index0F("ArtDexFileloader™)

|l == -lj-

irn function_name;
®OF { "OpenCommon™ )

if(art[i].name.index

function_name = art[i].name
return function_name;




o2HE g 2 OIE=20|E ot d & E4= Flst AHINH W
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=
ng
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HIHAH

rpc.exports
hook: function {func, proc, ver) {
wvar moduleFuncName = func;
g processhame = proc;
£ Android05Version = parselnt{ver);

console.log("[*] Dump dex start®);

if({moduleFuncName !== ""){
r hookFunct n; .llll.'lllllll..lll
g_Android0Os¥ersion > 4) {

hookFunction = | e.findExpor me("libart.so”, moduleFuncName);

hookFunction = Moo .findExpor ame( "libdvm.so"”, moduleFuncName);
if(hookFunction == null) {

hookFunction = Module.findExportByName(®libart.so”, moduleFuncName);

Interceptor.attach(hookFunction,{

onEnter: fu (args){
var begin = 83
var dexMagicMatch = false;

var odexMagicMatch = false;




T2HE JiE LI

ATHH L' sz

Interceptor.attach{hookFunction,{
onEnter: function(args){

* begin = 8;

alse
ar odexMagicMatch = false;

- dexMagicMatch = f

dexMagicMatch
if (dexMagicMatch
begin = args[@];

clargs[@]);

S UA DN EHAS S

1
J

-

4
L

n Ch

\

heckDexMagic(dataAddr) |

magicMatch = true;
magicFlagHex = [@xk!

¢.readUs({ptr{datadddr).add{i}) '== ma

magicMatch = false;

break;

magicMatch;

gicFlagHex[1i])}{
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var dexTy 7
= dexType = "od
readUtf85tring{begin g /B,
+ dexType;
B A=
‘/ data/ data/[IH2|X| O|5]” =20 &

+ dex_size +
[ rerrryyY oo

izsDex 2 de
gt el e 2 e

_path, "wb™):

var

idx +

emory .readByteArray(begin, dex

dex_file
dex_file.

dex_file.¢

"\n");

" + dex path +

console.log("[*]
console.log("[*]
console.log("[*]
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extract({self): 2 Dex
out_file = self.package name+' .tar" File ==
out_path ‘fdataslocal ftmps * +out_file
1f.adb.zshell('tar cuf %= -C fdatafdata/%s/ ." %¥{out_path, self.package _name})
1f.adb.pull{out_path, out file)
.adb.shell({'rm "+out_path)

.adb.uninstall(self.package_name)

XE5 GIAZ 55}

“I datal data/ [IH2 X 01Z]” F20l 2

21& Dex File ==
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HIHH HE v/ o= o1y 2

extract(self):

St ke = o E pachane Home T s com.github.marmaladesky.tar

out_path ' fdataslocal/tmp/ ' +out jiagu
1f.adb.shell('tar cuf %= -C fdat cache
1f.adb.pull{out_path, out file) code_cache

.adb.shell({'rm "+out_path) files

.adb.uninstall(self.package_n

A

>

2= Dex File ==

2= Dex

Fila ==
P

Jiagu

cache

code cache

files
[7] 1_243156.dex
[7] 2_660400.dex
[ 341548 dex
[ 4_243156.dex

[ lib

|
H

2 o
ooy
2B
ne pe pe pe

]

S=E5 UH

2022-09-1
2022-09-1
2022-09-1
2022-09-1

2

V22 ¥

L ¥ |

9-1
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json_export(self):

self.json_log[ 'package_name " ]
self.json_log[ 'process_name' ]

zelf.json_log[ 'function_name’ ]

N
{:}

Json File 214

_ C
HAUNH IHE  51= oy 24 = e s

JHe

Ffor dex in dex list: ‘E‘Il'%' E—cl

self.json_log[ "dex" ][dex] T 6H}d IHZ%

bj = re.search{'[8-9]_([@-91*)\.([a-z]*) "', dex)
self.json_log[ "dex'][dex]['size"'] = obj.group(l)
. SRTF Fuetan. T self.json_log[ "dex' J[dex]['type’'] = obj.group(2)
self.json_log[ "dex" J[dex][ 'hash'] {}
self.json_log[ "dex" J[dex]['strings"] = []
with tr.extractfile(®./"+dex) as
data = f.read()
celf.json_log['dex'][dex][*hash’][*md5'] = hashlib.md5(data).he

for 5 in re.findall({b™[%x1
self.json_lop[ "dex’][dex]["strings'].append(s.decode( "utf-8'))
for s in re.findall({b”(?:[\x1f-\x7e][\w08]){6,}", data):

self.json_lop[ "dex’][dex]["strings'].append(s.decode( "utf-16le’ )}

=

0

est()
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libsecmain.
bangcle cl

' lilchar_trai

¥
bab4dbe58f58

N
e a00e g

JSON
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2848 bangcle.apk
i e
com
aograph
agent.android
com.google.gson f--------------------------------=

jaredrummler.android.processes """"""""""= %% e A il'(&l %7" :

models
&, AndroidProcesses
secshell.secData

¢, Applicationkrapper

¢, BuildConfig 1 I

Ce DexInstall IIIIIIIIIIIIII: Bangcle Packer I|_-Ig EE :

g, FilesFileObserver
&, Helper
&R

proguard.canary

g, AoGraphCanary
2|
o APK signature
[&] Summary

A 2= APK
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3 1543512 .dex
et el
android.support
annotation
vil
com.uberspot.a2848
£, BuildConfig

I (- MainfActivity — :

e R
de.cketti.library.changelog
e, BuildConfig
g, Changelog
g R

[&] Summary

=
ng
=
0K

HIHAH

public class MainActivity extends Activity {
private static boolean DEF_FULLSCREEN = true;
private static fimal = I5S_FULLSCREEM PREF = "
private static fimal String MAIN_ACTIVITY_TAG = "2848 |
private static fimal long mBackPressThreshold = 3588;
private static fimal long mTouchThreshold = 2eee;
private long mLastBackPress;
private long mLastTouch;
private WebView miebView;
private Toast pressBackToast;

£/ android.app.Ac

int({"SetlavaScriptEnabled”;, “Nes 5

protected void onCreate(Bundle savedInstanceState)
super.onCreate(savedInstanceState);
requestiindowFeature(l);

if (Build.VERSION.SDK INT >= 11) {

i
applyFullScreen(isFullscreen());
boolean isOrientationEnabled = false;
try {
if (Settings.Syste
isOrientationEnabled = true;
} else {

isOrientationEnabled = false;

1

} catch (Settings.SettingNotFoundException e) {

Log.d(MAIN ACTIVITY_TAG, "Settings could not be loaded");

1

}

if ((screenLayout == 3 || screenLayout == 4) 2% isOrientationEnabled)
setRequestedOrientation(4);

}

setContentView(R.layout.activity main);

ChangeLlog cl = new Changelog(this);

.getInt(getContentResolver(), “"accelerometer_r

getiindow( ) .setFlags(ViewCompat.MEASURED STATE TOO_SMALL, ViewCompat.MEASURED STATE_TOO_SMALL);

int screenlayout = getResources().getConfiguration().screenlayout & 15;

1

A MainActivity
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rule alibaba : packer

J|& ljetel
Yara &+

APKiD
Yara-Rules

meta : APKO|| 28t 85, oAl S DHE

strings : 8XI%l= AlZILIX (2XZ or Hex)

condition : X2 & HX! THH
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I-"|:|4|| -|| I .-|F|

Androiddan i fest . xm
AndroidMan i fest . xm

SRIE 2
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alibaba = yara.compile(
source="'rule alibaba
{strings:$1ib = "libmobisec.so
condition: $lib}’

1 ]

)

alibaba_match = alibaba.match(filename) S HIE I

2R A SS EALAIDLINH S=HAH S
ZNIE IS EHCIE HIS Yara IHE
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ALK
S=HA

if len(apk_match) == 1 and len(alibaba_match) == 1:
print(f"{filename} Ui — alibaba U ZL|Lf.\n")
print(f"{filename}Z2| A= Al TJLIF™)
signature = alibaba match[@].strings
signature_list = []
for x, ¥y, z in signature:

if z not in signature_list:
signature_list.append(z)
for i in signature_list:
result = i.decode(encoding="utf-8")%
print(result) '

=XIE i

EtXEl= 2XE E2 Hex 2| ALK == NI
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# apk ol Al =
if len(apk_match) == 1:

apk file = open(filename, “rb")

apk_data = apk file.read()

apk_file.close()

print(f"{filename} U}2°| GHAl g = (MD5, SHA-1, SHA-256)")
print("MD5: " + hashlib.md5(apk _data).hexdigest())
print("SHA-1: " + hashlib.shal(apk_data).hexdigest()) SHE A
print("SHA-256: " + hashlib.shaZSG(apk_data}.h%xdigest{})

APK 1122l MD5 / SHA-1 / SHA-256 olfAlgt &=
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D:\Yara-Unpacker>python Yara-Rules_ APK.py
Ak LI EHZE Y=ol M K.

2048 ali.apk
oA 2l apk

2048 ali.apk Il> alibaba I+ & L|Ct.

2048 ali.apk®| E©A[= Al JLIA
libmobisec.so

2048 ali.apk W2 2| oAl 4f &2 (MD5, SHA-1, SHA-256)

MD5: 652bda9f7b8155f413577520e0bdasfc SRIE I
SHA-1: 4ccd3909dba290789d338035bs8400d1d4dbe8e9a

SHA-256: 9e529c4e3402b208f955b1fb6fddd493816fccca8ac1981fdoalaed35d85ach3

E AIQLIX J18¢ THH B
S FIBHOHAl 2t &=
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\UsershokkoZ\OneDrive\Desktop\githAndroid-Unpacker-Projecthunpacker>python m
& ol gpk mp Y dLfck, 7
2048 bangcle.apk 7 = bangcle {7 QL] LC}. Jlagu
cache
2048 bangcle.apk® EHA[E AL H — code_cache
libsecexe.so
libsecmain.so
bangcle_classes. jar

files

2048_bangcle.apk I 2o sflA] & =3 (MD5, SHA-1, SHA-256)

MD5: bbfcc@d68853c5a8b@aa208309d461 16

SHA-1: 4ee9129216165b4aeacdb946c3cdaa®3eleebl184

SHA-256: @be1815300c4e180f3010a0165287e20ed5c625ee1a81af3d78d85058 F2aba81

Unpacking Start —
Multiple devices detected, please select the device
1:127.0.0.1:62026
2 @ 127.0.0.1:62025

ADB connected : 127.0.0.1:62025
2048 bangcle.apk install success
Frida attached : com.uberspot.aZ048(5436)
[*1 Android version : 7.1.2
[*] Function name : _ZN3art7DexFilel@0penMemoryEPKhjRKNSt3__112basic_stringIcNS3_1lchar_traitsIcEENS
EEEjPNS_6MemMapEPKNS_1@0atDexFileEPS9_
[*] Process name : com.uberspot.a2048
Dump dex start
magic : dex@35
size : 21272
dumped dex @ /data/data/com.uberspot.a2048/1_ 21272 .dex

42/49

Jiagu
~cache
code_cache
files
[ 1_243156.dex
[7] 2_660400.dex

[) 3.41548.dex
[() 4 _243156.dex

[ lib

243156
660,400

41548
243156

243,156
660,400

41,548
243,156

0
i
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filename
packer
signature

hash-md>5

hash-sha256
android_version
package_name
process_name

function_name

OIS20|C o o Al

process_name

function_name

- Meta Data -

2048_bangcle.apk
bangcle_secshell
assets/secData0,

ecShell:so, libSecShell-x86.50

898513420e88e4527b2ed8595568deal

com.uberspot.a2048

com.uberspot.a2048

rt7DexFilel00OpenMemoryEPKhjRKNSt3__T12basic_stringlcNS3_llchar_traits
EENS3_9allocatorlcEEEE]PNS_6MemMapEPKNS_10

atDexFileEPS9_

com.uberspotaz04s8

_ZN3art7DexFilel00OpenMemoryEPKhjRKNSt3__T12basic, inglcNS3_Tlichar_traits
IcEENS3 9allocatericEEEE]PNS_6MemMapEPKNS_100atDexFileEPS_
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adb pull —+ Dex Y 2HE 7427

adp pull TEHE 0125 Dex Lt

DexHunter £ 2 9. 204 03 Hi
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O - Process crashed: javalang.UnsatisfiedlinkError - Android 7

’ o G 2R T =

libbaidupratect x86.50
ibsecexe 86,
(ibsecexexs6.s00] 25 25
libexecso — HT £
libprotectClass.so has unexpected & machine: 40
libbaiduprotect x86.50 — 0F7h CFdd %O dexZ

z =EV

‘comuberspot.a2048/ litylibexecso”  ha shdr
t BEEE BUE ©lr -android-shlibE F7H5HA &

S5 Oz

cannot locate symbel "_stack_chk guard” referenced by "/data/data/EIFIXZ
/iiles/libjiaguso”

i o g ©

Process crashed: javalang.QassNotFoundException — Android 7
e Didn't find class "com.banasiskcoinflipCoirFlip” on path: DexPathlistizip file
"/data/spp/com.banasiak coinflip-1/base.apk”] nativeLibraryDirectories=[/data/app/com
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