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VC: (B2Z1D), VP : (HE& ID)
ZKP(Zero—Knowledge Proof)2 AIZ6IH 42 AT &0 25 Jis

A4S 7tse HEAE (Ve B HE3E ME

o= |

m FE PN HRE NE

gﬁ A vcHE E
L

ezt Je B2 N uanzn

(Wser)

(2]
A2
DIDE&

¥ 840! 7% DID BUE




- 0

Amazon S3 mongo B




O ALEX XA 2] OFRE OROIBIEIEIS BHE/ M/ AHI & == SiCt XD| =20 Jts
@  CICINIA CHE OIOIZIEIEI=E 02 SSZEZ2 03 SHIINIA AFSE == U1, SEDts
@ DIDE AZadb| 20 DID= @ AFRZXPDF IR0 AS6t /AI| 20 1D &= 22X ol
@ RBFT &2l 21eIE2 AME0IH 22501 &9
®  ZKP(HX|A %95')% AFE5I0d CIE HEE ZIH5HK 2D TesH HEor 2
Validation
Permissionless Permissioned
Public Bitcoin, Hyperiedger indy.
AGGB‘SE Ethereum Ripple
Private Hollochain, Hyperledger Fabric,
LTO Network R3 Corda
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secondpassword: "§2b$163hHohFB657405R 3cmuFpGewyRLNNTansGPOQAcS5eXgTXeapNimoC
vi o

secondpassword: “$2551057WF L
_vi @
token: "

} = require(
require(™ ../

req.body);
user.savel(

userbData _findOne({email: req.body.email});
indy-wallet.newRegister(null, userData.email, userData.password);

SIEIILAI AIEAe] H2E =6t

HYHS, 2 XHH 2 104 DBOI K=

newRegister = nc function (di am, walletName, walletKey) I
t sdk.createWallet{
id: walletName !,
key: walletKey

SESHICI0 AISR] XIS 44




Ht | = 79|

post: (req, res) => {
{ email: reqg.body.email },

user.comparePassword(req.body.password, (err, isMatch
if (!isMatch)

loginSuccess
message: "H|

rs aaa@naver.cam

user.generateToken((err, user) =» {
err rn res.status .send(err);

Welcon

res.cookie( 3 » user.token).stat .Js ("'"

loginSuccess
userId: user. id,
userToken: user.token,
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.CreateCredentialProcess

(wallethame, walletkey, value) -

seedInfo = indy.utils.walletKeyHash{walletName, walletKey);

og(seedInfo
proverdallet it indy.wallet.pet(walletName,
issuerblalle indy.wallet.get(process.eny.
[userDid, user y] indy createDid(
dof fer i sendCred0ffer{is
[credReq, credRegietaData) = 2

[credential, revid, revRegDelta, credId] t indy.credentials

dallet{issueriallet);

eturn [proverWallet, userDid, userVerkey, credential, revId, revRegDelta, credId]

S=MCI0I A=A DIDO Chet VC e

NTER_WALLET KEY);

estCreateCredential (proverkallet, issuerliallet, credd
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.ProversubmitPresentation = (proverdallet) => {

oo VPOIl CHEt AKBRIVC

dy.did. getDidFromiallet ritallet);
indy.did.getendpointDidAttribute(issuerhallet,

, issuerDid, revRegbefId[e], @, indy.utils.getCurrentTimeInSeconds

imestampofDelta indy.ledger.getRevRegDelta( it indy.pool.get
createVerificationPresentation{issuerWallet, proverWallet, timestampOfDelta

© [proverRevRegDelta,
et [proofRequest, credsForProof, requestedCreds] = a
message = [proveriallet, proverRevRegDelta, timestampOfDelta, proofRequest, credsForProof, requestedCreds]
e.log(messaga)

t authCryptMessage
await sdk.closeWallet(issueriiallet

indy.crypto.authCrypt(provertiallet, verifierdallet, m

authCryptMessage;




(encryptedMessage) -» {
Wal indy.wallet.get(pro env WALLET. |
t verifierDid = await indy.did.getDidFromWallet(verifierWallet);
decryptedMessage t indy.crypto.authDecrypt(verifieriallet, encryptedMessage)
userData = JSON.parse yptedMessage )5

console.log(typeof userData
proverdallet = userDat

proverDid it indy.did.getDidFromWallet(proveriall

mastersacretld = await indy.crypto.getMasterSacretId(proverdallet);
[provSchemas, provCredDefs, provRevocStates] = await indy.ledger.proverGetEntitiesFromLedger(proveriallet, proverDid, userData[4], userData[1], userData[2

proof © sdk.proverCreateProof (proveriallet, userData[3], userData[5], States);
[schemas, credDefs, revRegDefs, revRegs] - await indy.ledger.verifierGetentitiesFromiédger(verifien
sdk.verifierverifyProof (userDatal3], proof, schemas, credbefs, revRegDefs, revRegs):

t sdk.closewallet(proveriialiet);
t sdk.closeWallet(verifiertiallet);
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