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ULE laaS OM= MZ2 CHE VME 2tof| SIO|mHHIO|ME Sl
SIERIOE SR/ 7tsd%td, PaaS OlM= MEZ CHE Z2MA
2ol 2SHAet iojH, d2|1 WESAMHASS SRt

tsHe =M BHY 0|52 #E + ULt

3% 2ALE HLU Y

3.1 ModSecurity and FireWall

R K AszZe 34 =218 Y YIE
ModSecurity @2t EMI IHXE #

oE 7t AMHE FEECH 07 & SFX0F HE
MNZez OFE 7Isdol =2 A2 1oFe=z FH S
TME robotstxt ILFYO|CE =22 robotstxt LS HM
ATIcz oot ==0|L AELES U7 2ot EX=E A&St=
23 mo|ct dgLr HRE Hot dFEe=2 ol & MHQ
S8 CEHZ|Y oY Z2E ==AZ2 = UL

OWASP S{LHO|ME ST robotstxt It LH db_backup
Ol2l= SAX7} Forgatet DI7|§ HME/UCL T TS

BEH  BARE oY TY FRE FES A

o
A0|Lh(ad 5 Hx)
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File Edit View History Tools People Help

[ 192.168.136.88:9091/rob: X

&« C (® Notsecure | 192.168.136.88:9091/robots.txt

i Apps @ https://www.e (3 Running Gnup G Hype Cycle Res

User-agent: *

Allow: /

User-agent: Googlebot
Disallow: /backup/
Disallow: /cgi-bin/
Disallow: /admin.bak/
Disallow: /old/

Disallow: /db backup.1560534496/ # 0ld DB crash data

a3 5. A% |l AT 0@ dbHotY)

d2|1 O[ofXl= 2 SHE R=IotALE A=sH7| 2BiA

=]
O
View History Tools People Help ¥ .
Discover -Kibana X ) 192.168.136.88:9091/rot Honeypot-Project/hon x | @ boldin markdown - Gg
€ > X ® 192.168.136.88:9091/db_backup.1560534496
i Apps @ https://www.e [ Running Gnup! G Hype . . L&
Signin
1} - it *
oas http://192.168.136.88:9091
User-agent: Googlebot Your connection to this site is not private

Disallow: /backup/
Disallow: /cgi-bin/
Disallow: /admin.bak/ Username | Admin
Disallow: /old/
Disallow: /db_backup.1560534496/ # Old DB crash data
Password | sssssess

a8 6. A [FAUS e OM2 (7IZAB22 28 EHoA=s
)
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J® ModSecurity HioteHo| EA0| 7|HSHo SiE 54
o =
= =

ZSE0] ELK StackO| ZSotd A= MH=zZ 21

IFECH A Logstash AZEIO| H|O|E{E O} input, filter, output
3EHAIE 2N 7t5 = HO|H MFAE METICL Elasticsearch
= oiE HOole MEFA0 MEFE 7tSE HOoHE dM St=0
AL E|E= M QXIOICE  Elasticsearch= &A] AQI0|
oled(nverted Indexing) 7|8& O|85t0] WE AM ds=

g
2Ot o QYO[B JIYUSI ofF AU ASKEZ A

J

Elasticsearche &2XAl, <At Q0= HEZ ZBE 59 QX

SEO| O|27|7X| Chet Fd 8l HIEE

Kibana= ElasticsearchO U= HIO|HE Al = UEE

o= 2 HEIRX 7|dio] A|Ztt ZSHEO|C} ElasticsearchO|
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o5 0| Y

AN

2= QA SICE Elasticsearch?t REST APIS £l EAISIEZ, HTTP
o
o

R¥s S € HOIHE st

= HOtM, HO|HE =QSIAHLE AlZ=ted

=

1

m2tA 0] 3709 @EAA QXS S (12 712 22 21
ZLIHY AlAES 752 & UL 2 =20M AFESH /s

b
ELK Stack 24 MHE [O8 719t €2 X2 &5t ULt

w
—=yTCP HTTP - HTTP | CHA|
=15000 9200 9200 | EE

O3 7. ELK Stack 272 ML =

33C5 24 % 21 YA

ELK Stack MH<2o| XNgxF 0[8310] =1 HO[HS
MESIHEte oY MHel 2FZ QdiM 23FQt ZotEE
HIOE{ZF St X E =& U7 o et WY HoHE
T=6ioF Bioh 2 =20IME AWSS| Cloud Watch LogsE

A HE 2SS WARCH

23



Cloud Watche ECSE T+t U= & MH 2[220 Cist
DE =RIE 7|Esitad 8. EF 23 I8N ECS
AAsl| AMA[Ztez 21 7|20| 7H53lH, Log

o MH[AE Sl o 2SS AlASE == ULt

establisned
caused by: L « protocol error

ts caused by: lumberjack protocol error

ts caused byt not comnected

2022-05-24
2022-08-24T12:82:08 caused by: L
2022-05-24T12:82:08 its caused by
2022-05-24T12:02 client i

2022-05-24T12:02 /54.11

165 Connection to ba

2022-08-24T12:02:

logstash/async.go:256 Failed to publish e

3% 8. CloudWatch?| F& 21 7|EE

ts causes by: lumberjack protocol error

oase 21

Ul

WOortEH =1°o| Ho[H7t AYUA HE
Zio|Ct o] A=2 CHH|SHO] AWSS| S3 Lt DynamoDB &2
2E2X| MHAE AFEUCL OO =3 F7|& FH50
UY Fo|Oict AH502 AEZ|X| QAHAZ 2OE HLYA
Td5t0f HE828X2 2IY = WA EJACE F==0
2SS ML MER ZZHEO 0|8 Al Amazon
AthenaZ2 OIO|E 24 MH|AE & g =4g = U=

A0|L}.
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