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Python

Python2 & OHEZ|A0|H, 2ZEQ0| HY, o

Oy AHOjO0|Ch 7§ Xt= PythonO| EEH 0|1 BiR7| 4|2
D2 pythonS AFE$ICE Python 2ZEY 0= RFEZ [IRE
ESH s, e £EE F7HAZICh

Z2HMEQM ZQ% F8 Python 2=

A74K EHE 7|0, ciet
o BE HHReXE L

PyPDF : PDF 2AE Ct

m{m

| 1
PdfFil Merfer(A PDF M7yt Z0| Ctdot 7| 5=0| °'Er.

PdfFileWriter(Al PDF AA7|), PdfF
FPDF: PHPZtO 2 PDF LtUS MAMT 4 QLCt
FESH| Yo AHES &= AU THAE 10|

BeautifulSoup : HTMLZ 2 H H|0|EHE
A

of oA Ed|E§ HE=H, Ol E

Pyotp: OTPE ddg + UCH

PHP
AJEE 2A0{0|C

2 HelstA & &+ ULt (MySQL, mSQL, Oracle, Sybase X =2
ODBC & il
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login

join

a4 2OQ3UHY IIs 125 2209 ot

© AAE 7SI YRE)

H A

= s At e ZE=4 lock
13 st test 2022-10-13 02:08:03 53 0
12 test 2022-10-12 17:21:22 o] 0
n test 2022-10-12 16:55:14 10 0
10 i test 2022-10-12 16:47:11 5 0
9 test 2022-10-12 16:40:24 1 0
8 test 2022-10-12 16:13:26 6 0
7 test test 2022-10-12 15:06:29 6 0
6 =t0 seung 2022-09-25 11:13:18 6 1
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1 tact 13:30:28




FHelof et

QIR B2

A
o

2 7|¥tS 2 LDAP(Lightweight Directory Access Protocol)

LDAP Injection
I

22.1.

o cRT —
o 16 B K ol = - 220 R S 8
E Ki Jo or oo or g AT 0 < ralc)
jod il ~N K = — ol Ie) Ho > ar i oF ©
R ol KT 10 — _M_VT__ g - S 2 H = o
Kr 3 K| mO ol = roill = oF B T Z0 i -
v r wE 2 w0 ®EIE ms oo
al ol o mu = u ol o o o Kk & /& K&
- - B2 S v = ) 3 R o M
= [=} %0 © 6 o & 70 _ @ & K
ﬂo. o) R £ R L - KZsw gr S o b
Jlo alo o 4w K4 K 58 Mo = = 10 KF < 10
~ =) o ol 2 xF 1 1 Ko
~N (@] _._.___._._ = _._.___._._ — _._._._ _._.__l = W L_L = fod ¥
= < gl K - Y uwn - o< ol a
ol ol <l =] i o] o ®© = )
% R o o 8 K= S & <F oo
10 K0 o T Q. oh F1 (TR N o
<n or EZE < ol ~ = = T Mo %m ol X0
- T oz y ! N Tou = op KE 00
5 X o o3 o 5t B T oo = mo Wl =< I
[=[Y H - = ta) —_ 5o 10 THo o3 _._u_ ™ N _
7 oI Mg i B i S <l gu O OT &
ol a2 = W oo o R u e L_o_A|o _.__._.
a0 FH o o 't ol i ﬂ L AR R ~ T A
R 0l — - - ol = == T
T ru 14 o g W_E olo ol [ U = 10d |Or_ &m o oo =] K
= me = v T30 e e [W] L] K = 3r < o1 %0 = -
= T O oim = ~ oy -5 - S < oK of
%0 = = [ o u o =) = = JJ N -0 =3
K Qg © LH RUEL L_L =] Ol_ O“_ _._.__ L_l S S - oF = K0 NI
< ©o <m0 ~ 7 ol Al = /s Uooor o K&
—_ ] <0 ._In.ung ™ ol o o {of 10O o
% s <R ol e s Ty wagdd w Ho®oF
= S X oz - ol Eﬂ_#ﬁ i Ol o1 o ol of oX o=
— - m [ — ~ o Lll m N
2 = M%u nlJ U i ”__ﬂwo - T N == e <{F or olu mm ._o
~ Ay GO g o O R & 30 00X o p AT FR
o Y MH - o 10 RO MH T XX Z2os E K =0
| ._In.ﬂ O_ [ ol m_rn_ ol _ =1 11 11— Mo N o Y S ok a
& som KL oo ol . KLy wo o = M 2 o M7 o
x 2 N o x2 LN [T} ~ o T ol T or o < o
< ™K =3 T L [N < 3 e B0
g8 oo oa Mg o 20 A K o5 XMHop ® ¥ = oF
) c o1 g =5 =% o o wm oS = oo @ S s M W o= &K
A8 2 s7a =R S = o BTN > % © =32 S
—_ d o| od E— _._.T_ ) S O P — ﬂ_._._ st — = IO _._.__ S N kO —
v 8 Fa oorg & KMT Do ol o m Al ' ouE g
m._.o_a S 6 %o ﬂ:%ﬂ_ c T Do mﬁwﬂ m_mouu.w 0 S FE
I+ - = ot " 10 4= = < = . = = . 5
ol _m_“ 5 X® Tl 5 SO O A =1 6o W 3 Mu M. w o
N ] T~ < ° = %) Go = o ARG =
> K & ol X L\l < uo OF or o K
J o .



Klo ol oK 0 —
N
- ol o Ho ofu i R o oF
N il rd fil = — |._ ﬂ_o o NN o ©oF T o
K ™ Al “+< = Ll ol 10 S — o =
._.A_l K N n — - R . — ©O ol 10 _A_.O
o S o! s = = = S
< s T T = g 0 oF Ml & Ul o k2
4 S =) jarall ol ) K I Y KD =] =3 ol ©
<~ K = rl < oF » B ~ iy S
S =3 =3 ajo o S Al ol = oF 3% OE:
S = = o & ° o- & 54 T = 0 - ul
Bl _u._ >3 = M <k ROl = = m i <F =3 n
Lo oo e ) ol o H o Z o = ou D
T ok g =< =% 7 iy & mir = S = i =5
N Ko i = Jo = u = Ul Ki IR = OH of o
o ooy oB ol ~ ok m___o_ o =} ao o v . m__._
R I g = T K RO a = < do = Ko op T S M
Jl Ko of ) ~ Tl o = ~ = ou o w &
o =< hril oF A e o M 2 = ulo
2 1 g3 = — i K o ny I = 0 — 7 K
L = ®o ok H oo =0 = = Ol u or  Hu gw
o~ <F © BN 5 - ®Y 0] o o B o ol o = &
o - - ol M o < o = = RO o Nk © H
] = Hr_._._ O_l ta)ll e o —_ ~r WL il o0 a1} ol I
o R 0 om o e ) 5l Mo e or S BT e LS
b O o) ™~ o o = - = 410 o
RO Ko = ofu = RO O " o o o i o Ulo o T — E =3
= ol . x K 0 = - ™ i
1ol ) o8 . ! or =l o] T = <k 5 R K B0 OO Yo op M
roB 0 1o e K ol = ol & =
T o K — <k 0 X R B S) o M = N oo W
T TR W o = o B @ o F o< o) KB E= Ul 2w o ®
N3 BE uE ol %o a1 = °% AW —yor A SO =
WEM% T oo W = 2 < H W owm woE o
o = o = Em A W = oo o B Cwi =X
5 — ® 2 %mM o~ ] K X of = o2 o or Moy mroar
- ulo = ol Ko ==y = RO oF . Hl ml R Do Kow gl © T Mo ®
P w2 s O<F o K o ol Jo T 9 oo = — pu Ol &I BT oo 2
ol 1o O- - (&) — P -— O o — [T > < - &
F HFmE =) o Ko = Z %0 N WRS = 4R <~ o R
= o —_ = 60 —=— —_ = = -
i Hm o o o = 10 R W s ol M < o ul Ml = Ul Ho %u o _mH.l
S oz ® Ko g m < G BRI g omT o 2 W B F o
[ = oju g i S oo Hu 5 — ol B ol
K o . oA A0 =, OF o P =T % i ki
0 o = K rd - od ool = = = 1 N ok 0l
= = T D = = Ell = K < S e wn o ol o — o
o0 ™ oW T ®nol N oo S I N Y RS e Sy Ko o o 17 1 u gu o8 oU 2 Kto
S s HER OO W @ ogp < MFE R ) w=a a9 op o & E o
BB M AR o Rn o=a RS Mo S U Al moo= K g o
Mm wm_ mex h o K _.ﬂuo H o k& 2 nn.vne_ur Xl T S A ml_.E_
= = o = < S .y T O = —p O )
Ko ol o K Ko o = o por = M0y 4o Mu o @l © X Ko ML o B L 0 = g of . O
o ol 1 o Ky = MW X @mm = oF oW mj oI H WMo o mmom s 2=
= RI R o ®E M nooumR @ mEE 5
K = o = Al = © s

226
227
2.2.8
2.29.
2.2.10
221



ot 474 mtQ(passwd, shadow §)= Ct2#E = ULt

cgi, jsp, php S T CHREE 7152 MBATE HBeH0IHOIN YEE Z2E ASGHX
% ZS Yolof 27K 30| 92 LtA

=

= (=)

S Fa mYEo| §HE S @ MO 8 CIHHE|E H O
o 7

FSOtEY.



1
0
K
M.___ ul Klo o <
AE o = o = ol m ol
) & < o M =
o PU 51 Klo K ™H
© on 30 ) Klo
o - = o
2 K % 0 N K <
=
‘g = L T X Bu -
5 = W T
. 70O ﬁ z0 ok U T
or W 2 or o1 ™ 1ol
= oir o ©° op
o RF or H El
o _ O =
m 70 = K v _
. T RO ! QL ot oju
0 oo Ky u._ ~ - H il
MT —_ H.AI - | O =r ™~
0 — X S ar
<l g Y — kS o
Ko z ol o Bm 40 =< 9 Ik uﬂ
& © > = i = = o
@ o - Klo F R uﬂ £ Ko h
° ooy X = £ o
—_ —_ ©
= |l O oot o < <l o
%0 o = H .= ol
< % & © RO S M =
T ooy oL ar o g Al H
o o| K = K- Q= -
ol ol oo a = B
= o = 1 = i —, Ho LH
%0 o oy oF i g yoq Jp
oS =K O o = LHO 10
© o WUH_ oK Murl_ ud m I_.Al . o
O~ Kb _ K ] ~ |_4_| K
) K oK & 2, RO 3 ol
Ko ol = Mo _L.._._ wo .. = M o Z0
ol oA = ol &= O < = K ar
o8 - =J B O = o
of oo = g1 M T gon 2 5 X ol wF
o= go or i ™ wo or I ooy Ry,
< ¥ & o K X N grolo -
®0 Fm W @0 ., KF
© 0 ® ® 2 Ra Oa U
o o TR I Ko
7 RlKo N
il mujn o =

31 A[2" fEE

A

o]

H

A
e

b

.
o
=

g

=

=

AOIEO =+

52 AH8 Xt Email2 OTP B2 5 ELjM OTP 2152



f LI(domain):
Inspection_Items
contents it

urls = domain+

XPATH_id
XPATH_pw
XPATH_click =

lines = [

count = @
for payload in lines:
driver.get(urls)
input_box = driver.find_element(By.XPATH, XPATH_ id)

211 LDAP Injection AATE AL

332, XSS
XSS FAHO| LR reflected XSS &4 7|H2 = TICLIALE Payload 0| 34 #+=2 Xdste 342
A=RHE M, ZZ0]| Chot 9H30] LIEFLFH FOFStThn THEHKCE

* XS(domain):
Inspection_Items
contents =
cve =

urls = domain+"/bo
lines

count = len(lines)
for payload in lines:

driver.get(urls)

input_box = driver.find_element (By.NAME,
input_box.send_keys(payload)

driver.find_element(By.XPATH, '/html/body/div/form/button’).click()
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Fot7| #12 oro|C|et IIAQEES HYot 2, 2=
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BF (domain):
Inspection_Items =
contents =

urls = domain+'

XPATH_id :
XPATH_pw !
XPATH click =

driver.get(urls)
input_box = driver.find_element(By.XPATH, XPATH_id)
input_box.send keys(i)

334, =BZEY BT

ef IA(domain): :
Inspection Items = "IA(1
contents = "
cve =

urls = "http://"+domain+"

XPATH_id =
XPATH_pw =
XPATH_click
XPATH_Mypage
X ="//*
count = @

driver.get(urls)

input_box = driver.find_element(By.XPATH, XPATH id)
input_box.send_keys("admin")

input_box2 = driver.find_element(By.XPATH, XPATH_pw)
input_box2.send_keys(“admin”
driver.find_element(By.XPATH, XPATH click).click()

driver.find_element(By.XPATH, X).click()
driver.find_element(By.XPATH, XPATH Mypage).click()

time.sleep(1)
count += 1
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IN(domain): :
Inspection_Items = "If
contents is

urls = domain+'

sourcecode

soup

1i=[0

for href in soup.find("tr", class_="even").find_all("tbody"):
href.find( Y[ "href

i attr:
num = 1i.split("’
1i.append(num[1]

5_
]

336, MM 1Y

SF(domain):
Inspection_Items

contents = "Th

cve = "5

XPATH_id
XPATH_pw
XPATH_click =
XPATH_nav = '
XPATH_logout =

driver.get(urls)

driver.maximize window()

input_box = driver.find_element(By.XPATH, XPATH_id)
input_box.send_keys('test’

input_box2 = driver.find_element(By.XPATH, XPATH_pw)
input_box2.send_keys('test')
driver.find_element(By.XPATH, XPATH click).click()
alert = driver.switch_to.alert

alert.accept()

for cookie in driver.get_cookies():

a8 16 MM 1Y AARC U8
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urls =

XPATH_id
XPATH_pw
XPATH_click =
count =

driver.get(urls)

input_box = driver.find_element(By.XPATH, XPATH_id)
input_box.send_keys("admin™)

input_box2 = driver.find element(Bv XPATH, XPATH pw)
input_box2.send_keys(’ 2')
driver.find_element(By. XPATH XPATH_click).click()
alert = driver.switch_to.alert

alert_text = alert.text

alert accept()
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Infpectlon Itemg
contents

f = open("”.
line = f.readlines()

length = []
i=0

) in line:
line[i] =
i=i+]

line[i].strip('\n

r url in line:
response = .get(url
st : = response.status_code

response.text

length.append(len(res))

res =

QY18 ZEAA A5 £ AA3C Y
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FD(domain):
Inspection_Items
contents

domain+"/b

urls
driver.get(urls)
a_tag = driver.find_element(By.TAG_NAME, "a")

href_text = a_tag.get_attribute(’ ')
urls2 href_text
driver.get(urls2)
a = driver.find_element(By.TAG_NAME,

href = a.get_attribute('href')

'.5‘)

down_url = href[:-1]
down_url2 = down_url + '
driver.get(down_url2)
time.sleep(1)

33.10. 2[R HO[X] =&

22Xt Ho|X| =&
KO HTTP AE} 2

%
T
1=
AE(domain):

Inspection_Items
contents S
cve

page= ["/admin",
urls = domain
pages in page:

res = urlopen(urls+pages)

if res.status == 200 :
cve %
writer.addPage(report.getPage(
writer.addPage(report.getPage(
writer.addPage(report.getPage
print("Admir A5 F2F --
contents = urls

n (Inspection_Items, contents

.strip()

.strip(

getcode()

e.
if code != 200 : con

code

220 B2|Xt HO|X| X AARE
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