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Part 2

N I
| . ___________________________________________________________________|]

def ssh_execute_script( ws["EZ"] .nunber_format = "0,00%" | Windo.bat - Windows M2

client_IP, ws["E8"].value = LSCDrEPEr 4 1oo DYm BED MU0 2700 E2T(H)

client_name, “Fg” = . _ E-Erae K| AED| ME -

client_password, ﬁi{--m--% e oper / o echo [W 72]_[)05 =4 2ol BAl222] €7 >> Wi-B2report ot

remote_hase_path, SET/a W725=0

local_folder_path, ﬁ}“%ﬂ,rﬁé%lﬁélgéhﬂ%e Zrop MH M
~ local_bat_file, Chart _xNaje = Chart reg query HKEY_LOCAL MACHINE#SYSTEM¥CurrentControlSet#ServicesWTepipttParameters > dos.txt
): #SH MM A for ??Jm'”n gftl—gh_[ it reg query HKEY_ LOCAL MACHINEWSYSTEMWCurrentControlSetWServicesWTcpipWParameters > W1~824

ssh = paranike SSHCIient () EES;E = ohj type dos.txt | findstr /i "SynAttackProtect EnableDeadGWDetect KeepAliveTime NoNameReleaseOnDem

# hiﬁtg S :.:-!E %21 ey ko. AutoaddPolicy()) if c;ar‘ﬁ iSE'Ing*E"TDnE: e SE b= el sz Mo type inform.txt | find /i "SynAttackProtect” | findstr /i "1 2"

ssh.set_missing_host _key_policy(paramiko. Auto olic Ho T2 5 A == A3 ;

; e ' 335%17#‘5{595@;%%?‘J"ET-EBJ%M@E-J%”EB Aol nexrovsa) ! %errorlevi%[fr?u?g](s AttackProtect (2] »> W1~82WgoodW[W-72]good
H SSH% El’jl _,qlg‘_r %a ﬁ'lrIrE'i ng 7 6 := HE} z = = Z IT=-.'_-§ w\§=’? gl | =6 = ecno - ynAttackProtect [F=] »> ~ goo -/Z]good.txt
ssh,connect(client_IP, username=client_name, password=client_password) FENLT 8 3?-?&?5—}%%"'95&? o N AR ! echo [W-72] SynAttackProtect [¥F2] »> W1~82#freport.txt
R M= S o= A Shart S Aarataniay (areeeries) 5E1/a SecureScore = %SecureScore¥%+3
‘grgg?eafoldir c:omma\ndg:_l mEclhr E-IWmfﬁmatmnSSS o= SET/a W725=1
. #ilS H2E RED We ==
stdizn, stdout, stderr = ssh.exec_conmand{create_folder_command) whusave(fllet |:|11th§)r ) else (
wh.close() echo [W-72] SynAttackProtect [F2f] »> W1~82%badW[W-72]bad.txt

#f?—_TE ;‘“h@ AE (o0 # Ewcel = PDF MM e ™ Ehabol echo [W-72] SynAttaEkProtect [F2f] >> W1 ~82Wre|?ort.‘oct ]

gTLRp = 5sh.open_sttp #AEHS=Z Vin32 con= %%—?—g pak-| echo [W-72] A|E-2 & REGEDITRZ »» W1~82WactionW[W-72]action.txt

§OFTPS Sif 2 00 MET2OMS wW HEMC =& A A W22 2 MHIE Renux JIEIDISS 31 echo HKEY_LOCAL_MACHINE#SYSTEM#CurrentControlSet#Services#Tcpip#Parameters 2444

sttp.putflocal_bat_file, 'O W infornat |0n§83WW|ndo bat™) = = igce_le: win3Zcom.client Dispatch{"Bxcel dpplication’) # Sdl Ze|y0ld WAz echo B|X|AE2| 0| & : SynAttackProtect / B|X|A~E2| &t EF : REG.DWORD / f=& H9 : 0,

= encel Workbooks. open(Medla path + r #SolutionReport . wlisx”) & W4 M= ho THSF X AER|7} SO =IHEN R W1~B2¥actionWW-72]acti
== = == S Mo =m Al pdf_path = Media_path + r"#Solution#Report.pdf” B echo = == w28 F/onT == W1~82%action#{W-72]action.txt
#UEHE 222 Eifl, O 223 Y T2 JHE AL &9 wE éTt|w(aghnlaet)Ex;nrtA?leEDEanrmath)D\Dld_I gg{tﬁl) ?j"\ Q%Eﬂ%rgﬁﬁ pdf T 4
=" “HH i i " Ha s T BHE Al Szt
N o e oot Be D e SRS R N 2 NS R e wanees 2 )

SSH & SFTP =A%t Batch & Shell
Script

(©Saebyeol Yu. Saebyeol's PowerPoint



RIch AlQl oA

—

b
OHf

N
n
I

o 00
™ 01

o Ol

HA OHE |3 RS2,

Hat RN S XIgs Z0ol |PE
2 22|& MY B FHE & 26

s & AHO| 2Ils o, 2FE AHHZE,
VMware2 Jtat AHE 2210|HE AHZE &3S
=610 Aot AC2 2S0|6HH CHAIGHE S.

0 o
0

o ol
0
0

e | >

B UM % Fune % Ao

M
- R &L@-e !’q A'@Aw'nwiael;;

(©Saebyeol Yu. Saebyeol's PowerPoint



(©Saebyeol Yu. Saebyeol's PowerPoint




PPPPP

7 1o = ¥l g o] €] Ho] A



HU
o
o
0
ton
0
I
T

_4d: ObjectId('64998dc2ldade628bOc5E23e")

id: 2

password: "pbkdf2? sha2565390000576GT1F029k1HZ8LVhuF9zN$NofCHB2XPLY /ptXWlPoaZBztmT.."
last_leogin: 2023-86-19T17:17:54.428+00:008

is_superuser: false

username: "ZZ "

first_name: "
last_name: ""

email: "hong@naver.com"
is_staff: false

is_active: true E 3_ Ol_l &§| —Cli—l j |' Cé!
date joined: 2023-06-19T17:17:53.808+00:68
CIOIEH B0l A& M &

Lof i el
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DAP Security z2s
Amo) 2105t 8 ol

A8RHID hong@naver.com
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HAIE DS

aujol=st _ o) 258, 2T e _id: ObjectId('64908T481dades2BbAcSE244 )
252 2O HE oA A/ 27tar 3 une 20, 2023, 226 am. Ad: 2
AH= T Etof CHsiA S5t une 20, 2023, 2:25 am. ﬂl..lthﬂ-r -id . 3
subject: "ORIABHY . "
content: "2HETIME. 20K gLICH "
modify_date: null
create_date: 2023-06-19T17:24:24.482+00:080

FEN =z une 20, 2023, 2:22 am.

OABIN Q.

ECTER =L R

E ]

e _id: ObjectId('649890821dade628bBc5824e")

= [ .
id: 1

vhel g0l g author_1id: &

LTS ques ti ﬂﬂ_'i d: 2
Ju..ezn.::;?z:zh.m. cn"t Ent = L1 |:ILI'|l—='-‘! ﬁ I'.'I'.-” EII. . 4]
modify_date: null

create_date: 2023-06-19T17:27:30.251+00:00
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Windows
batch file CtR 2 E

Download Bat Download GUI

Windows AMH{ Q| FfE ZILHS 2|9t batch file & LICE.
TR BESU I AL FYH™ ZCH 70| EE 7|22 ME YN ASTITHOME S22
ArggtLct,

good, bad, log, action CIHH 2|0 M 22t A5 F ot o= dE, X
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admin
Client IP
client_IP
Client Name
client_name
Client Password

client_password
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admin

Client IP

192.168.119.128

Client Name

- 34.69 46.55 33.33 188.8 59.52
Administrator = |-l:|-| =
- - = -:-E
Client Password _ o
34.69 46.55 33.33 188.8 59.52

Admin123

[28/Jun/2623 @0:26:28] "POST /connect_user/ HTTP/1.1" 286 6295

[

I
[lva
I
O
ol
2

SHOIK &8 =
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_1id: ObjectId('649872ad43c9fcese

id: 14

user: "admin"

file: "uploads/admin_26822-86-20 report.txt"
create_date: 2023-06-19T15:26:28.248+00:08

AscorePer: 34.69
sscorePer: 46.55
PscorePer: 33.33
LscorePer: 100.080
SescorePer: 59.52

XS AT Al XS xc

—

HOTAl & ENVIEIDES;
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_id: ObjectId('64906ef4bc2974db5E8F15cTf")
filename: "report_2023-086-20_00-05-49,txt"
md5: "88fe66919488c0Tb325bAdffT23b9cc3™
chunkSize: 261128

length: 243852

uploadDate: 2023-06-19T15:86:28.3214+00:00

_id: ObjectId('6487calfl26F29a2e60902754")
email: "kimgexample.com"

txt_file: ObjectId('648T7c@lel26f20a2e69b274d")
xlsx_file: ObjectId('648TcOlf126T39a2e69b2752")
created_at: "2022-06-132_168-01-24"

AscorePer: "34.569"

SscorePer: "46.55"
PscorePer: "32.323"
LscorePer: "55.56"
SescorePer: "59_ 52"

_id: ObjectId('64906ef4bc2974db5EF15da1")
filename: "report_2023-86-20_08-05-49.xLlsx"
md5: "8blfec3e453b978alb5f883e0ceedTab”
chunkSize: 261126

length: 49889

uploadDate: 2023-06-19T15:96:28.350+00:00

== NG A Report.txt OHY,
IOl e || O] A Report.xIxs It

(©Saebyeol Yu. Saebyeol’s PowerPoint



HANOIE S AE

Sh ¥

) pythonanywhere

(©Saebyeol Yu. Saebyeol's PowerPoint


https://dydgnsrla.pythonanywhere.com/
https://dydgnsrla.pythonanywhere.com/




HTML CES o 8

SESAS

Bootstrap

saebyeol Yu. Saebyeol’'s PowerPoint



ol

ol
ol

A+EXL O] &

>
e
=
=3
(@]
(7]
w
(a ¥
<C
()

A2

x
oI5

AZ 21

O o &

A& ID

test

Tl
ol

S| k.

=
=

= 47 g olgo

of
ol

) St

—

P,

2

pug

O
e}

oJ



- fp ¥ i

4690 4152







DAP Security

st7hele ool o

LIS R

EHECHAUTO]  FHETISHMANUAL]  A|A[E

x4

June 19, 2023, 417 p.m.

test June 19, 2023, 413 p.m.

asdfasdfaasd June 19, 2023, 412 p.m.

test (210}2)




FFEFICHAUTO]  FUEFEHMANUAL]  AAE  test (20(2)

DAP Security

asdfasdfaasd
June 19, 2023, 4:12 p.m.

170e] ol /lg Uk

gtla
test
June 19, 2023, 4:18 p.m.




Al 232l =3I

FMANUAL]

(=
===

ObF X
=

DAP Security

FAI A& L 77E?

eSES

= Al

KJ

batIted =




ZOPE FICHAUTO] = AFETIEHMANUALL  HA|T  test (210

DAP Security

test's Document

22t B2L 2R

documents/message_1.txt yad June 18, 2023, 4:14 p.m.
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