Docker Malware Detection
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2.1.2 Docker image

Docker image= OHSc2IAHOI& Al ERet s HQl &

sStE=2 st 2529 BIEH0ICH &H 0I0IK=
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2.1.3 Docker container
Docker container= &3H OI0IXIE A AENZ,

SEZ o 41 M
SEZZ20Y UME MIIE L= BESGIH Bele B24UM Z2AAE SHADIE s
OICt.
2.2. Trivy
Trivye ZHHIOIH & OLEIEEN st HUd L HRE R2LHEZ0 s 2 A =70ICH
OS M3IIXl (Alpine, RHEL, CentOS &) % 0¥ MIIX (Bundler, Composer, npm,

yarn §)2 FHLH S 2K St

2.3 Sandbox

Sandbox= QAEZEH SO Z2IU0| 25 JAAWM SEGH AAE0 SHGHA
A&EE NS Y= 2o HHOICH SA2E HA0ILE 2 MAN &&= 2olX Hd =el
SR RAU MRS % gl NEIIE, 22X, AI2X, HAERRH AR HAE
X ZAHLE M2IGHA Rote Z280|L ZEE 4o foh AFsEC

3. & &

3.1 & AMHlA =4
http://dockerdetect.site

3.2 g &&

72 =
;;' HA-Ilj1 ujmi:l) Hountu 2004
=/ = NodeJS, Express
DB MongoDB
24 UsSs Python
[ 1 A2 g 23 ]
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) run_s

LAY
root channel.send( do d c %s apt update\n" S%container_id)
time.sleep(2)

f root channel.recv ready():
check shell = root_channel.recv(1024).decode('ut

check shell:

TERMINAL

91.189.91.39 H A A F
91.189.91.38 & AL Al &
185.125.190.39 #H AL Al
HHOHZ AdgE of 4 T2 MH A7 U5 AYELLC. : minerd
24 AEAZ 2023-06-13 15:35:57
=M 24 2023-06-13 15:38:44
M A Az 167.03122401237488
rootcheck =

lsof_detect
lsof data = [['minerd', '1', 'root', '4u', 'IPv4', '114402',6 'ete', 'TCP',
4600->static.38.80.12.49.clients.your-server.de:45560', '(SYN SENT)']]

3.6.1 Root #&H Aldd A}
ZHI0IH It Root A al o

0l 20HECH 0l= =4 #Hst A=Z 2BtotH, HHOIW W oA

ZAHOIHOM HAAEY AR AAE MM e HEL} &= JisdsS

£ t o

whoami H& O

04
|0
Hy

>
02
fn
2

# whoami
root

[ O™ 5 whoami E&0 &

02
w
=1

3.6.2 UIERAZ3 A

2F otolmletel sS4 BXE Flofl netstat —an SEHE &olf WERAD A2 &
B & B Sdlot= OHOILIE =elstltt. BXl& Ot0lLl= VirustotalS Soll ZAIE &l

[m]



# netstat -an
Active Internet connections (servers and established)
Proto Recv-(Q Send-Q Local Address Foreign Address State

tcp 0 1 172.17.0.2:49120 49.12.80.39:45560 SYN_SENT
Active UNIX domain sockets (servers and established)
Proto RefCnt Flaas Tvpe State 1-Node Path

[ 0% 6 netstat —an &0 As Z ]

49.12.80.40 HAF Al %

Fortinet malware
Xcitium Verdict Cloud malware
2 engines detected this file

B
.
-
-

91.189.91.38 AAlF Al %
BitDefender malware
G-Data malware
2 engines detected this file

-
.
.
-

==
Bloltel 2E 2 T2 A= AL st &2/He 82= olEotH etlh. Isof
2 = 3

# lsof -i TCP
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
minerd 1 root 4u  IPv4 706456 0td TCP laabfal422cc:37688->static.39.80.12.49.clients.your-server.de:45568 (SYN_SENT)

[ 02 8 Isof i TCP &0 &8 2 ]

[['minerd', '1', 'root', '4u', 'IPv4', '164536', 'O0t0o', 'TCP',

[ 02 9 92l ZZ2NA AL DE A3 A ]

3.6.4 Xis A& W HA
= J

docker history= OI0IXIJF SHSAHXIIINXS BHE HMHME BH=z= B AOICH
=, OIOIXlI ol #XE = = ULt. docker history BEHE =& OI0IX HOIHE F
£56t12, d0ld = ENTRYPOINT Yoz ms Ad#AI= UE0l =MMot=Xl =6
ENTRYPOINT= OIO0IXIDF 2iHIOIUZ MM E f, &3t=s Z2HMAE 2H6t=s S&O0ICH
ot 3 0I0IKl= ENTRYPOINTE ArEcH 21HI0OIH LHOI <d MU ASAIDIIIE SHCE
Oledst SEE 0lEd ENTRYPOINTZ Xts AldS = D0l ULHH F==ot0, ofe ML

Virustotal2 Soli ZAE &St

' i 5 sudo docker history vnprpagamentitk/liferay
CREATED CREATED BY S1ZE COMMENT

fhinfeh -~ #ifnon)




A 0|7} A8 E of E}c‘ Dz MAZL XtE AHELICE. : /bin/minerd
ioni ¢ Riskware.Linux.BitCoinMiner.1lc
Linux.Cryptominer.Camelot

-eScan i Gen:Variant.Applicaticn.Linux.Miner.3
Gen:Variant.Application.Linux.Miner.3
PUP-¥XIW-UO
Gen:Variant.Application.Linux.Miner.3

SH

|

U
|
|
Ool
E_I

o
0y
=
In
|
02
Y
S

3.7 & 74
3.7.1 B4 20A 2N s
AOIE OIQl HIOIXIO fIXe dMES Soi &H A2 W &AH 0101K8 248 EIME
g = UL Z= O0I0IXE BME 2 T=H =20 &Moot
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Dockcr Dctcct

Docker Hub U 51 O[0IXIS 2IAH 4 LIk AR 8l £51 OlojxE Yisi=NL.

pull (image name)

Recent Search Docker images

golang
ynprpagamentitk/liferay
amazonlinux
ubuntu:mantic-20230926

ubuntu

[ 02 12 Docker Detect 09! ]

3.7.2 &AM 24 21N
2t =31 Ol0IXIO tHet X 2 =8 =4 2EUANE MI&U. &AM =4 E0MsE
2 24 =0 e 2ee 29 2 24 2, gk, 24 200 OE =X LE2=R
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3.34.144.154:90

A 24 21K

> FaEA

£3{ o|OjR]| HE

ojojz|g ynprpagamentitk/liferay
0joj2] ¥=gf ynprpagamentitk
FHEY A 2023-09-20 22:48:31

[ 08 13 &AM 24 BEM - &3 0l0IX EE ]

3.38.190.96:9099

* 3| 0[0|x]| i 9t FlobEol EXfSHER| HOIILIC).

TOTAL 1192
UNKNOWN 0
Low 412
MEDIUM 716
HIGH 63
CRITICAL 1
CVEHE

* HIGH, CRITICAL S20fl sigdt= CVE BEE HZELICH

HIGH CVE-2019-3462
HIGH CVE-2018-11235
HIGH CVE-2018-11235
HIGH CVE-2019-3462
HIGH CVE-2018-1000001
HIGH CVE-2018-1000001
HIGH CVE-2018-1000001
HIGH CVE-2018-1000001

[ 02 14 4K 24 20M - 2o HUF |

3.34.144.154:909¢

Root &3 0%

| A= E

| EX g
| -root 2’8 Atgo| HATH Y

SE LS X o= Holsto] WM SRUBLICL
| - 321302 root A AL of 24

£ T2slo] SlTolR| U2 A8S B HRJL UL

[ O 15 &M 24 2DAM - Root &8 T ]
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3.38.190.96:9

y?img_name=

HEY3

* 2|5 ofojm|ete] 418 EXISHL,

szt ojoluel o4 of

=
Cl

£l

oMo = AwE ofojmete] S4IS AITHIEE Wl Al WYL, Ol0|XIE 27

Zach

91.189.91.81 0 engines detected
185.125.190.39 5 engines detected
CRDF malicious

CyRadar malicious site
BitDefender malware site
G-Data malware site
Criminal IP malicious site
91.189.91.83 0 engines detected
TR

| ER

! Blo] Bl S418 HIARLICH

[ 0% 16 &AM =

3.38.190.96:9099/result dy

img_name=ynprpagamentitk

M

=

SOM - HESRZ ]

-V ES minerd

oz e 29476

AR Ml (SYN_SENT)

neez Tcp

R

=TT

| HIQIE EEo m2NAE AEHED] 918 O0IXIE +HBDIL, Wik A MHsiol X BAS MSALICE

20| L 2HS 4

minerd

Lionic
Drweb

ClamAv

FireEye

ALYac

Sangfor

Arcabit

Cyren

Symantec
ESET-NOD32
TrendMicro-HouseCall
Avast

Cynet

Kaspersky
BitDefender
NANO-Antivirus
Microworld-eScan
Tencent

Emsisoft

¥zl ot

* ZEfo] MW Al XbE HYEls OiUS Bolstn, siE mhuol

40 engines detected

Riskware, Linux.BitCoinMiner.1lc

Tool.Linux.BtcMine.2157

Unix,Tool.Minerd-6404314-0
Gen

Gen

Suspicious.Linux.Save.a
Trojan.Application. Linux. Miner.3
E64/CoinMiner.B.gen!Camelot

Trojan.Gen.NPE

avariant of Linux/
Coinminer_TOOLBTC.SM-ELF64
ELF

inMiner.K potentially unwanted

Malicious (score

not-a-virus

Riskware. EIf64.BitCoinMiner.hrrksh
Gen
Linux.Risk.Bitcoinminer.Zchl
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3.7.3 =2 AME =H O0|0IX 2lAE
GIel HOIXIOA AFSXIS0l 220 B8 =31 001X 2IAEE &g = QUL
OI0IXNIE 238 Al, oid 0l0IXI2 24 20K HOIXZ OlSstCt.

ok

Recent Search Docker images

golang
ynprpagamentitk/liferay
amazonlinux
ubuntu:mantic-20230926
ubuntu

php

nginx
jorjo77/my-webapp
ganodndentcom/drupal

arrghgluiistk/drupal

[ O 19 =2 FME T3 0I0IX 2AE ]

SIEA HANMNME 27 AIES Zootl, &8 24 M6t & IS &
ettt 0l Soff 248 S5t 8=t
H &3 sEct= dIEXECIN St U=
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NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Legacy CVE List download formats will be phased out beginning January 1, 2024.
New CVE List format is i now.
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Printer-Friendly View

CVE-2019-3462 Learn more at National Vulnerability Database (NVD)

+ CVSS Severity Rating « Fix Information » Vulnerable Software Versions « SCAP Mappings « CPE Information

Incorrect sanitation of the 302 redirect field in HTTP transport method of apt versions 1.4.8 and earlier can lead to content injection by a MITM attacker, potentially leading to remote code execution on
the target machine.

ences are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.
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