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1. Python
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1) Django:
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2. Windows Sever 2012 R2

Microsoft 7}2013¥ 0] &A]stWindows Server 20129] Al ¥{X& o2 Windows 8.1& H
o|A2 AN|At=EServer OS o|C}.

3. CentOS7

sl A matol= wAof gt AAEUIO|YS AAl HjZ ™o g2, GPL 2fo]dAE Ab
%3}@] ME|ZOo 2% Ab5 AREE|=Linux OS o|tf.
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1) Bootstrap:
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g ‘§r‘q1£‘ EH‘:‘EL] Eﬂ EJ‘]]}‘K] qok_é‘_]: 7]7] ]}\‘1 KI_E‘OI“}]] l?_]:% 4\4 9\)12_[;]7 qoo]:—é-_]:
7)so AZsto] AFLAL A WAL EZ AAN, O], BAS A Qg E gopaC),



. 2=
1. A= A7)

—> A ¢
5. Tk Z 1t stol m a4, TITHZ3 A ZEst
A Xt ZICH fALO| E
91"— |_ ﬁ-l-l' DB
R— 3. xlcr I FSES

S RIEIZI S A(KISA) ofA st £ Q FAIZ|UIAIAR] FOFA JtolEo] =g ET)
2 A AT AFTHES /LAt
ot M B R — .
UNIX Mt
ATV 7 7iyttey
4 "il}l ’-l 1. AE R - S e A et P |
* HP-UX 11i v3 2 MR Y, CRAZRL R e
1 %_Li _H: ) ) P VG SR — 45/122
* SOLARIS 11,2 . ECE
|‘ - TR | 5 27 #al-
Cent 08 6,6 (Linux) s
* Windows Server 2000, NT 5.0 s A S
! * Windows Server 2003 Standard 5P2 x64 70 R o
Ea -?jll- ‘WJ -!- . 2. Me|A HR| e 175/266
* Windows Server 2008 Standard RZ SP1 x64 3. 1% B - 22528
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echo [W-01] Administrator 2 & 0|8 ¥Z »> W1~82%report.txt

net user = account.ixt
net user = W1~82WlogW[W-01]log.txt

type account.txt | find /I "Administrator” > NUL

if %errorlevel® EQU 0 (
echo [W-01] Administrator A|=0| A - [FH 2] = W1~82%badW[W-01]bad. txt
echo [W-01] A[E- T2 2 Hojm B|E1- 22 20t HA - 22 P& - HOS M »> W1~82WactionW[W-01]ac
echa [W-01] #|&: Administrator Z|& 0| HRI|E F35517| 0|22 HH 0|EL2=E BHH »» WI1~82Waction¥[W-01]
echo [W-01] Administrator 0| EME - [FY] > W1 ~82H¢report.tx‘t

Yelse {
echo [W-01] Administrator A= 0| EXSIX| & - [F=] » W1~82%good#[W-01]good.txt
echo [W-01] Administrator 2|5 0| EMSHA| &#& - [FZE] » > WI1-82%report.ixt
SET/a AccountScore = %AccountScore¥+12
SET/a AccountScore3 = %AccountScore3%+1
)

del account.txt

echo. > W1-82%report.txt

echo [W-02] Guest A& &Ef > W1~82%report.txt

< 1133.2-2 : Windows Server R2 2012 FoF™ At A3 FHE Qu>

#taRaEU-01]root A1E B2 T Nohsadadaiss

CF1=/etc/securetty

CF2=/etc/pam.d/login

pts=S(grep 'pts’ SCF1 | grep -v '#)

pam=5%(grep "/lib/security/pam_securetty.so" $CF2 | grep ‘required’ | awk {print $1})
#FALES B {0

|
if [ $pam == "auth' ] || [[ -z $pts ]]; then

echo -e "[U-01] @3 EHDO|E MH|AE ABTHA YZLL ALR Al root 3| &S MHEQ Y& - [¥=]" »»> U1-73/good/[U-01]gc
awk {print substr(30,index($0,$2))}' U1~73/good/[U-01]good.txt >> U1~73/inspect.txt

else

echo -e "[U-01] ¥4 HO[E ME|A AR A root 21T H20| 250 A4S - [HY]" »> U1~73/bad/[U-01]bad.txt

awk {print substr(30,index($0,$2))}' U1~73/bad/[U-01]bad.txt > U1~73/inspect.txt

echo -e "[U-01] vi BEZ|E AMEEIY fetc/securetty TS S pts/* BHO| EXEE B2 HAH L& FHR 2 Wnvi BEIE AL
sed -e 's/W{U-01W] /MnWZ A A EWIWN/g' U1~73/action/[U-01]action.txt => U1~73/action.txt

fi

CF1=/etc/pam.d/system-auth
CF2=/etc/login.defs

leredit=$(grep "pam_cracklib.so” $CF1 | tr -s * ' "#n' | grep leredit | awk -F= "{print $2}')
ucredit=%(grep "pam_cracklib.so" $CF1 | tr -s * ' "Wn' | grep ucredit | awk -F= '{print $2})
deredit=%(grep "pam_cracklib.so” $CF1 | tr -s ' ' “Wn' | grep deredit | awk. -F= '{print $2})
ocredit=$%(grep "pam_cracklib.so” $CF1 | tr -s ' * *#n' | grep ocredit | awk -F= '{print $2})
retry=%(grep "pam_cracklib.so” $CF1 | tr -s * ' "#n' | grep retry | awk -F= '{print $2}")
|minlen=>3(grep "pam cracklib.so” SCF1 | tr-s ' ' “¥n' | grep minlen | awk -F= "forint $21°)

< 1%3.2-3 : CentOS7 FIHE AF ATHE
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5 Aol =7 @EYa ojEE June 20, 2023, 2:27 am,
4 2lins BRAAE O EBEE 2R HRE June 20, 2023, 2:26-a.m.
3 AETEH A S SULICH HEFT June 20, 2023, 225 am,
2 TSR el oW HCHs June 20, 2023, 224 am.
1 HEO| AUGLCH EEE June 20,2023, 2:22 am,
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A. o AbHE AT

A Aol EUjoll A AFEALS] B E Qlauto, A=A o2 ARZAIY] MY E ATt A
Zvst W 23t 7R X18isE 2 &AM Qic,

ME HZE HA

=X 0to|C]

admin

Client IP

192.168.119.128

Client Name

Administrator

Client Password

aaaaaaaaaaaa

A
|4
ot
w
w
pi
o
.
12
o
2
off
o)
A0
xS
JE
1]
pe=)
\'4

_id: ObjectId('6490732a42c9fceS5ee68638d2"')
id: 14

user: "admin"”

file: "uploads/admin_2622-06-20_report.txt"”
create_date: 2022-06-19T15:26:28.248+00:00
AscorePer: 24.69

SscorePer: 46.55

PscorePer: 22.233

LscorePer: 100.00

SescorePer: 59.52

< 33P3.3.1-2 : I AF AD dolgy AR
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010l &
[kim@example.com |
H2YE

(oooo00) |

£32

| =R
A oEaw

HHENE: 7E

email: "kimPexanp
txt_file:
xlsx_file:
created_at: "2
AscorePer: "%
SscorePer: "46.
PscorePer: "33
LscorePer:

d: Ob3
filename:
mdS: "gofe
chunkSize:
length: 2430¢
uploadDate: 2023-06-19T15:006:28.314+30:00

SescorePer: chunksize:
length: 49369
uploadDate: 2023-06-19T15:06:28.355+00:00
<393322: % 25 AW GUL AT HolE AR>
x
C #opd R 2

AR 7S

DAP Security

A8 a2

AqH|A 2]

2o 4% Aoz NYRL A, Aol FAAY FAl, An 1}
d

PDF &2Excel 12l PEI2 C}E2E We 4 U=S RS AL,

{SETICHAUTO] #SFEZIEMANUALL AAI®  admin (210+2)

A 2| =ape]  welpel YR Az

June 20, 2023, 2.36 p.m.
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D. F%d TE =2d 3 A=t

A AololA AL8ALY] AulE AAste Wiat Alztet she Alle 2% Pythono
2 A =9t

def ssh_execute_ scrlDt(
client_
client name,
client_password,
remote_base_path,
local_folder_path,
local _bat_file,

# ESH Ml AT

ssh = paramike.SSHClient ()

#BAE HAS 2 2H

ssh.set_missing_host_key_policy({paramiko. AutosddPolicy())

# Z5HE §i2| #IE B3 HEFH =

ssh.connect(client_IP, username=client_name, password=cl|ient_password)

# 55HE S8 B TZ=2030] EHzg B=E 44
create_folder_command = "mkdir Ctinformat i on353”
stdizn, stdout, stderr = ssh.exec_command(create_folder_command)

# SFTP Ml AJZF
sftp = ssh.open_sftpl]

# SFTPE =il =22l 2d 33 a
sttp.put(local _bat_file, "Ci#inform
=

# HEHE B=E S, O 2=Y H o=

command = cd Ad C: WWlnformatlonSSS &8 Windo.bat

stdin, SthUt stderr = ssh.exec_command(command)

# B3 A "”“EI._ SeScore3.txt 2F SI=R] =2 gl=S M W NEA] BEZSZE 2

remote_file_to_check = "C: WWlnformat|onSSSWWWI~82WWSCDreWWSeSc0reS tut”
while True:

trw:
sftp.stat(remote_file_to_check]

except FileotFoundErrar:

print("EH0] HEZLLICH .. ")
time.sleepl5)

< 1%3.3.4-1 : SSH & SFTP A3 YE AH>

client_password = args.client_password

remote_base_path = "Cifinfornat ionSSSHHNT -8
lacal _folder_path = Media_path + “#t=t”  # = 2=
local _bat_file = "static#Windo.bat” # I FFEH ¥ xd MY Z=

]
[
fiU
(1
K
fiU

ssh_execute_script(
client_
client_name,
client_password,
remote_base_path,
local _folder_path,
local_bat_{file.

—

o

=2 AHR

fr

=

=

I

with openilocal _folder_path + r ##ScorefiScore. tut”, “r", encoding="&NS|") as f:
hscore = intif,read())
AscorePer = round{{Ascore / 1472 - 100, 2)

with open{local _folder_path + " #¥Score®¥SScore, txt”, "r", encoding="ANS1") as f:
Sscore = int(f.read())
SgcorePer = round{{Sscore / 348) + 100, 2)

with open(local _folder_path + r"##ScoretfPScore . t=t”, "r", encoding="4NS1") as f:
Fscore = int(f{,read(})
PscorePer = round{{Pscore / 9) + 100, 2)

with open(local _folder_path + r ##Scoretfl Score. t=t”, “r", encoding="4NS1") as f:
Lscore = int(f,read(])

LscorePer = round{{Lscore / 27) + 100, 2)

with _openilocal _folder_path + r ##ScoreffSeScore. twt”, "¢, encoding="aN31") as f:

Sescore = intif.read())
SescorePer = roundi(Sescore / 168) + 100, 2]

< 133.3.4-2 : A3 £/ AIYE AH
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SECURE SCORE

ACCOUMT SCAORE SERVICE SCORE FATOH SCORE LOG SCORE
& Mo =as o e
[W-01]#t Administrator A7 OlE =2
Sl ot i W-01] Administrator A& 01 EFHE - (=2
[W-02] Guest 2= Atel
SWErsl || g o [W-02] Guest A=10| LISt =l0] U - (=]
wW-03] ERe T ME N
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DAP Security

< 323.5.1-2 : 2739 Ho]x|oA 219>

< 2%3.5.1-3 : FoPd A Alo]E 2791 $9] >
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DAP Security

Client 1P

92.168.119.128

Client Name

Administrator

Client Password

< 1335.1-2 : A}5 FoH Rgh>

HMANUAL 74|

DAP Security

< 133.5.1-3 : FUA At H2

St >

adminkl Q| A5 Ik A}

CHAUTO]  #HFETIEHMANUALL  Z AR

admin (£210H2)

9 & A e JH|A 43
admin 3469 46 55
admin 34.69 4655

oj 4| 22| =1 79| HO A
3333 100.00 59,52
33:33 100.00 59.52

June 20, 2023, 242 p.m

June 20, 2023, 3:56 p.m

CREC

A

< 133.5.1-4 : PRI
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< 1333.5.2-1 : |9l Ho|x|oA] 2= R} Ho]x] 2

o

T EHAUTO]

CHMANUALL  HAIZE  admin (2210}

4!

DAP Security

< 133.5.2-2 : AFRX}Q] 0S9 wet ez E >

SFEZIEAUTO]  FYETEIMANUAL A AT admin (210(2)

DAP Security i

Windows
batch file CH2EEE

Windows AfH{ | F 2 T
Fo WS4 7|8 Ald Foty
oo AIFUHAME S

good, bad, log, action C|&E{2|0j|
x| s =olst

< 123.52-3 : vjA|} ELGUI =2 ef jeec >
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wscode
__pycache
build
Report_file
template
W1i~82

A dexe

[# dpy

_ d.spec

.a d-BlueRain.exe

2] report.xlsx

;_'| ScreenSaverisSecure txt

5] secpol txt

e syne.exe

[# synepy

[] syne.spec

@ variables.csv
variables jsen

[Z] Windo_main_bat

< 2352-4 : t}e2c 5 ma I As 279l A3

PyQd..

OlH=
|kim@example.cnm
HIZ2H =
eooeeee
=79
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