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A
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LABBIX

ms elasticsearch
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test@localhost:/etc/zabbix— fusr/libexec/vi zabbix_server.conf

Schema name. Used for PostgreSQL.

Mandatory: no
Default:
DBSchema=

### Option: DBUs

Database user.

Default:
DBUser=

### Option: DBPassword
Database password.
Comment th line if no password is used.

Mandatory: no
Nefanult:

#
#
#
#

DBPas rd=wndqnl23!

Q

ZABBI

‘Welcome

Check of pre-requisites
Configure DB connection
Zabbix server details
Pre-installation summary

Install

(&1 JOONGBU UNIV.

Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done

Database type
Database host
Database port
Database name
User

Password

Database TLS encryption

MySQL w

localhost

3306 0 - use default port
zabbix

zabbix

Connection will not be encrypted because if uses a socket file (fon Unix) or
shared memory (Windows).

Licensed under GPL v2
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270 - Zabbix

ZABBIX

Global view
B QASIE 1 Gioom v

Top hests by CPU utilization
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dHECOBI 1268 o 52268
=
/ — 5208
sos
s1scs
4cm
L T || e —
0B ! ! ! ! ! ! ! ! ! ! ! 514GB
o 0 2 i3 % 5 R 533 Tz
2 last min g ax g g Jast min avg m g
I Total memory [avg] 10.04GB B8.03GE 85GB 10.16GB B freeswapspace [avg] 516GB 516GB 516GB 5.16GB
M Available memory  [ava)] 6.02GB 467GB 5GB 6.25 GB B Total swap space  [ava] 5.2 GB 5.2 GB 5.2 GB 5.2 GB
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test@localhost:/etc/elasticsearch — Jusr/libexec/vi elasticsearch.yml

test@localhost:/etc/elasticsearch — fusr/libexec/vi elasticsearch.yml
on the system and that the owner of the process is

allowed to use this
Timit.

covery
an initial list of hosts to perform discovery when this node is

earch performs poorly when the system is swapping the memary. The default list of hosts is ["127.0.0.1", "[ 11

discovery.seed_hosts: ["hostl", "host2"]

By default Elasticsearch is only acc ble on localhost. Set a different

address here to expose this node on the network:

G I - S

Bootstrap the cluster using an initial set of master-eligible nodes:

es

a
—
n
r+

network.host: 0.0.0.0
#

er.initial_master_node ["node-1", "node-2"]

# By default Elast
finds starting at

i For more information, consult the discovery and cluster formation module documentation
search listens for HTTP traffic on the first free port
HTTP port here:

#

http.port:

Require explicit names when deleting indi
For more information,

consult the network module documentation.

#action.destructive_requires_name: true

5 an initial list of hosts to perform discovery when this node is started:
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Elasticsearch Index

«  Endpoint25E 22 |ndex

- YR OME 2IHH

Pros : Z2OW AR FHE, SjAl §E S0

e_mapping
sk Ol 0 =
gt H =2l 7S

test@localhost:/etc/elasticsearch — systemctl status elasticsearch.service

=xample.yml

winlogbeat-7.17.24-2024.09.10-000001 / _doc / Hau-_ZEB22TfPEqSlevw < ~ X

_index winlogbeat-7.17.24-2024.09.10-000001 _type _doc _id Hau-_ZEB22TfPEq9levw _version 1 _primary_term 4

_seq_no 15057

]v{ = ¢ Y
2 "@itimestanp”: " 2024-09-17702:03:19.5772", -
3, lecs"
1541 ldomain 4 “version”: "1.12.0"
c .localdomain ) .
o, il
version": "7.17.24",
8 "hostname": "DESKTOP-JHECDAI",
q "ephemeral _id": "c3998ea?-f0fa-4eca-93e5-587acdB4cBE",
_ 10 “id" "cOlebel 4-1c21 -43ca-9ea-Gef B9V 5",
Elastci rch AfF S}O| (l "name’: "DESKTOP-JHECDEI" |
astcisearch ‘s EH = 12 "type’t "winlogheat”
= .
«  systemctl FHOE S0 “winlog': {
2 =1 15, "user”t {
Elasticsearch®| &tEf 20l 16 “domain®t NI AUTHORITY",
MAF EXISE 4O o) k] = 17 “name" “SYSTEM",
¢ @ =8 @ FXE 18 "type"t "Well Known Group',
active(running) EA' ident Ifier": "5-1-5-18

AEEHA

HH

ofi
4
=
s
El
0z
for

sHt fsf &

ot

e

=]

& JOONGBU UNIV.



SEfety HE 23t fSf(for Security first) Team
AL 2
02. 8M A7 &1 JOONGBU UNIV.

Elasticsearch _index X| ™ (S &X

send slack alert() {
1

message=4:
¢ T -H 'q type: ' m' A Slack Webhook2 2 g2t&3t
' | Al X, URL AI'8
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ihile true; do

RESPONSE=

EVENT_FOUND

if [ "$EVENT_
send_slack_alert

sleep 10

H ok} £Sf(for Security first) Team

Elasticsearch Search Query

SRUSD SEED o {5f
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ZABBIX

AGENT

2

BAT

Sysinternals/
Sysmon

endpoint_installer.bat

. EB Winlogbeat
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F4F

CheckFshs



.
endpoint_installer.bat

\"%

\"%

\"

e i o o o <

C:fsf

bin
;L-- B ' zabbix_agentd.exe
~-- W zabbix_get.exe

] —>  Zabbix Agent &2 ot T2
-- @' zabbix_sender.exe
conf

e D zabbix_agentd.conf =~ =————>  Zabbix Agent2| 23k

winlogbeat...
-- winlogbeat_startbat —————>  winlogbeat A|%f H{jX| Dt

-- D winlogbeat.yml
= Al BT 2HR E 0 A
- winlogbeat_start_silently.vbs —————> =z} ¢}= vBs AT ZE

[e==aEss====r==

~--% checkFshs.exe
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AGENT

H} Winlogbeat
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ommand

2. ._'-lbbl.' AL]c‘nt A Ol MH|A

QIHF2 E 10050 =E I

_agent/testzip’,

CP dir=in localport=10050 action=allow

nlo adFile(https,//doy

JestinationPath 'C

sinternals.com/file

.

s/Sysmon.zip),

'‘C:#ftest.zip?)”

C:WiestSysmon.zip)"

—
-
s
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cho BE Z00| A2 E|QUSLICHI =272
exit /b
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t.gethostbyname(

send slack alert(file path):
ip_address = get_ip()

message 1

write log(

b fSf(for Security first) Team

t.gethostname())

2| ffile path} Z=ZMHA
URL, json=message)

“text']}")

‘message

‘response.status_code} - {response.text}")

i -
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download listMal hsh():

Ty

HSH_URL)

H ") as file:

se.content)

| E_

last_update_str = file.
last_update_time = tim
current_time = time

t -mkctime(cu
write log(" t
download_listMa
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e_log(f"'{file_path} 0l CH

if file_size > 2 * 1024 * 1024:

TMUS(Tile paiinyg

write log(log_
show_po (log_ )
lack alert(file path)

file hash)
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= w3 OHE7| (Q)
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130
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Hyper-V 27(3)...

Trah 2%F] FERHC)...
7Hak SAN ZHE[RHA)...
q O3 HEE.

D23 ZAH])...

MHIZ ZT|M
ME BAR)
LT

| 22| e AX| x4 pC 2F ALY
Z2MAM 64H| E x86_64 T2 A|A

RAM x| 2GB2| RAM, 4GB RAM #Z

€ 5 v 4+ m«<EEO23a @)

> Rocky_server > Rocky Linux >

7
&1 JOONGBU UNIV.
T BFE A2 x
T yam e
AlEE #® JHEE 7Y ERE US(E):
ikt oz - s =%

2024-09-08 2= 5:00:42

4 16B9] SHE CJA 3, 3265 014 %

Hyper-VZ} A& 7+s3l{OF &t
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Ze[MH AE '
oto|C| & = directory test, /home/test
AE H Lz

wndgn123! (B5123))
root A8 H|YHZ

wndqgn123! (55123!)

I—» 2 At M7 & HEIPLOZ J|L 245 AR

| 22| My MX| 2|2 pC 7 ArY
EEVEID 644l = x86 64 T2 MA 21 16GB2| Sh=CI23, 3268 Ols AY
RAM X4 2GB2| RAM, 4GB RAM #Z

Hyper-V7t At 7Hs8f0F &t

SO

ok
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B 2R Cwwindows#System3 2% emd exe — O %
AR AE UEE s i A ~
Of 0| CIHIOIAS WZHY 4 UL = 583
Alziolg?

g Windows HE X Z|7|

=2IE A AR Microsoft Windows

 lsellEe

XM Lh8 EAl

q et l >

1998-201

red. Uninst: i on before reinstalling.

int 2X] &2 &
I Endpoint BX| X4 PC 27 A

2 MM 64H| E x86_64 T2 M A Al 16GB| SIELCIAZ, 32GB 0|4 MY
RAM %A 1GB2| RAM, 2GB RAM HZt SPUNCERCIPEl 2| X HSte 2 MOl 7S Hl{oF &
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@ malware mdS hash txt - Goo: x| [ X BAM Registry Analysis

1) localhost

Index of /checkFshs
Name Last modified Size Description

apnlom Jirectory -
X full 10Czip 2024-09-15 20:58 15M
¥ malicious setup.exe 2024-08-02 00:14 2.0M
B testerexe 2024-08-25 17:59 34M

Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.2.12 Server at localhost Port 80

@

X

B Index of /checkFshs

=
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=
e

&t
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app.slack.com

« ©  Joongbu_Alert 244

Joongbu_Alert ~ 3 $9t-alertuser-agent

QoD D EA 39
] 57 Slack Pro 50% &9l
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