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3. =284 319 - Al BE 9

DE3HE AFHLH(ONVIF / RTSP / Web / Port / Firmware/CVE)Z 7|7|E ZHAl =3

e onvif _scanner

 &H| HE-AEE] YRl 27 A Y Y

® r-{sp_scanner RTSP T2 &3
MUY Ao M HE(FFmpeg ALE)
e web_scanner-port_scanner

LA oIS FokAY EZE HE o ZAL
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FofE &4 (admin:12345)
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3.2 7 - 3o FT S8

ONVIF = RTSP/Web — H= HAHPort / Firmware / CVE) = E8- ™13} - CVSS 20 —» H1 A MM

async def _probe_and_sync(self) -> bool:
ports = [8899, 8o, sese, 5@ee]

1 :|_I-71| : o n Vif_sca n n e rE Iol. H I ® ﬁ E Eﬁl QE body = '<tds:GetSystemDateAndTime xmlns:tds="http://www.onvif.org/verle/device/wsdl"/>"

for p in ports:
url = f"http://{self.ip}:{p}/onvif/device_service"
await self.logger(f"“Probing endpoint with a time sync request: {url}"”, “ONVIF")

O:I E_I E (8899,80,8080,5000)§ ,,,/OnVif/d eViCe_SerVice Eitél :‘zn;t'aif self._soap(url, body, auth=False, action="GetSystemDateAndTime")
continue

-|C->|— %EIF(2OO/4O]-/500 [C = XM I_) t”-7:| Al base url A-lxo-l if r.status_code in (20@, 401, 508) or "xml" in r.headers.get("Content-Type", ""
self.base_url = url

% CF LH UTCDateTime ]Il_é)l — time_offset EIO-| (WSSE &l%%) await sel:F.l;:c.fger‘(f"Ualid ONVIF service detected at: {url}”, "ONVIF")

try:
root = ET.fromstring(r.content)
dt = root.find(".//{*}UTCDateTime")
if dt is not None:
def g(tag): return int(dt.findtext(f".//{{*}}{tag}", "e"))

cam = datetime(g("Year"), g("Month"), g("Day"), g("Hour"), g("Minute"), g("Second"), tzinfo=timezone.utc)
self.time_offset = datetime.now(timezone.utc) - cam

await self.logger(f"Time synchronized with camera. Offset: {self.time_offset}”™, "ONVIF")
«ception:

return True

await self.logger("Could not detect any valid ONVIF service.", "ONVIF")

return False
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candidates: List[str] = []

if onvif_stream_uri:

candidates.append{onvif stream_uri)
if onvif_stream_path:

candidates.append{f"rtsp://{self.ip}:554/{onvif_stream_path}")

candidates += [

f rtsp://{self.ip}:554/h264/chl/main/av_stream",
RTSP "r‘tsz:;',l"{self_i;}:55:1,.:"1:i\.re,!chﬂﬂ_9”,
ONVIF URIQ} HIE] AZ2 L} RTSP =& ser:pass@z Ats &

BUIY 2 E 0|2 TS0 tried_urls2 =

F
f'rtsp://{self.ip}:554/Streaming/Channels/101",
f rtsp://{self.ip}:554/5treaming/channels/101",
f rtsp://{self.ip}:554/1live.sdp",

N 11
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>
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out_path = os.path.join(self.thumbs_dir, f"{self.thumb_name_prefix} {self.ip.replace('.', '_')}.jpg")
tried_urls = set()

) + tcpfudp
jabktex for base_url in candidates:
typing import Callable, Coroutin

WE B ORTS = [8@, 5888] url_with_auth = self. with_auth(base_url})
urls_to_try = [url_with_auth, base_url] if self.username and self.password else [base_url]
("admin®, "admin’),

Ol (*admin®, '1234'),
L—

("admin', 'adminl234'},

=
e
Rl
ot

80/8080 &0 2 ¢ Ul =X o£(200

2 2A A V2 AE AE 2ol #fH AME U=t

{"root', 'root'),

= USername
password
logger
= client
self.tag = "WEB"

auth = httpx.BasicAuth(user, pw)

await self.client.get{base_url, authsauth, timeout=3, follow redirects=True)
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3t port/firmware/cve &

§ - 2 xS - ' = _ init
def _ init_ (self, ip: str, username: str, password: str, logger, client: httpx.AsyncClient):
self.ip = ip

self.logger = logger

Port (ZE AZH)
HS7| HZZ FTP(21), Telnet(23)

S{olOH %|oF St2O 2 7| 28| K} ", weiter = suait asyncto.uait_for(

asyncio.open_connection(self.ip, port), timeout=2

# & DB/ & 2
self.latest_versions = {
"EFM networks": { "ipTIME-c2ee": “2.9.e" },

async def scan(self, device_info: Di t[str Any]) -» Dic t[str Any]:

Firmware (o] ZA}
II‘H' Ol X-” XA|- EL-:” ]I-I O‘” O-I H-l % g‘l O-I %EEJ —kl—l ait self.logger(f"{self.ip} - H EH® ZALS AIERLICH.™, "FIRMWARE™)
items = []

ol
__I'LH-l II_-I Ol E Fl RMWAR E_O UTDATE DE Ekl _6|'_Tl_ (P:'-I E-” O | E ?_—I __,I_E E_gl-_6|'0:| E_T’_ current_version = (device_info or {}).get("FirmwarevVersion")

manufacturer = (device_info or {}).get("Manufacturer")
model = (device_info or {}).get("Model"™)

if not current_version or not manufacturer or not model:

await self.logger(f"{self.ip} - HH 0 HE AAE HHELIC (24 ZX L 2F).", "FIRMIARE")

CVE (-’F—I M DB EF_S'?ZI) return {~Lbeme=2 [}
def vp(device info: Dict[str, Any]) -»> Dict[str, str]:
MZ=AHEEHOZ CIRCL CVE DBE 3|8l #t& CVE

__é;E% _JI\_I| manu = (device_info.get("Manufacturer™) or "").strip().lower().replace(" ", ""
CVSS HIE| /M FEE XIS 520t 2| ZE =0 = Het

model = (device_info.get("Model”) or "").strip().lower().replace(™ *, “")

return {"vendor”: manu, “product”: model}

@staticmethod

def _pick vector(cve: dict) -> Optional[str]:

if isinstance(cve.get("cvss-vectors"), list) and len(cve["cvss-vectors"]) > @

return cve["cvss-vectors"][-1].get("vector") # Use the latest vector

if isinstance(cve.get(“cvss3"), dict):
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