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F8 7ls
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1. 983 c0f Ol8h 3 E|= Window API &4 B FH =4 7ts o
2. O RE0] Ofsf The M4 B EAL AR 2l -Edne 2P
3. MEH D2 NA M2 B 2M A|AH MY H2a| DLLIHY - JAVA I+
o
T - PDF 2A] - Python T+Y
4 0_||')g§1_5 AEI%IOI'E %cn)_l' ﬁﬂ%'éf (process explorer)

= - MS office &A1 -PHP 23 EE
5. HEQIA B pcap format =

) . al ol Stz QmA
6. Virustotal AM ZA1} pjzoz a7 48 29 47 7ty URLs St HTML It e 23 e
7. I 0| 85t0] AL AH Gl BF (o ux)

8 |—‘||E-?— =1 EEHE—|| —E—)S" (TCP dump M%)
9. 242 et 7tatEtd T wirtualbox %)
9
ZE2HE A=
H=E= by |
2- a0 o E |
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ot £ o £
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3.Z2HE Y
1. Mail Server E2t A%
SpamAssassin

— M=o 2oz sFE et 2F}E [SPAM] 2771 Ats &2
[SPAM] test l_> IERS
. M

AR hat1 2 @redhart 22
AN SRsiendad X-Spam—Checker-Version: SpamAssassin 3.4.8 (2014-02-87) on mail.redhatl2.xyz
X-Spam-Level: **
X-Spam-Status: No, score=3.0 required=8.0 tests=DEAR_WINNER,DKIM_SIGNED,
DKIM_VALID,DKIM_VALID_AU,K FREEMAIL_FROM, HTML _MESSAGE,RCVD_IN_DNSWL_NONE,
O 2% ER OIF - 2T FEHO 2T TE HE RCVD_IN_MSPIKE_H2 RCVD_IN_VALIDITY_RPBL_BLOCKED, RCVD_IN_VALIDITY_SAFE_BLOCKED,
SPF_HELO_NONE , SPF_PASS , TVD_SPACE_RATIO, T_SCC_BODY_TEXT_LINE autolearn=no
e = = Bii, (X %ia BEB TOIE o Uk BEE TAI Y . autolearn_force=no version=3.4.0

i
ro
N

—> grep, spam E£toj Moz

=
=)
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ClamAV

AFEE A|AHIOAM 2t AEQF HIO|HAE BIX|SHD KHAHSE QEAA QE|HIO| A A

Eof

CA|AE” EHotS Zelsta, YA E0 Mot ESE IS =8 MS

SEZA0I M AFR

HETY A €~

File '/home/goat/Maildir/attachments/1766434138 . 7050af905F1696b2bBcdblc6e6805a618addF5acfbdiedc3fc807a663016ab26. hup' co
ntains virus/malware:

/home/goat /Maildir/attachments/1760434138 . 7050af905F1696b2b8cdblic6e6805a618addf5acFbdiedc3c807a663016ab26 . hwp: Win.Troj
an. Dropper-9787492-1 FOUND

— SCAN SUMMARY ——
Known viruses: 8708306

Engine version: ©.163.11

Scanned directories: ©

Scanned files: 1

Infected files: 1

Data scanned: 0.19 MB

Data read: ©.1u MB (ratio 1.36:1)
Time: 136.632 sec (2 m 16 5)
Start Date: 2025

End Date:
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14
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Bmail

zipfilel#

zipfilel#
171859278
iyt ez

[root@mail 1718592782.Mt2

1. Mail Server H9Qt

Lifl l bapte o L0 gjd

M

Jx e Lo d=q .‘_1-”7,}1;( LY5) . xlsx

=27

15
3.=Z2HE TIH

ot signature AS
u%

- Naver, Gmail2|

~ OFAl 074 EF
o o7 o |
w WE_type  neausr _sigiowse_iex

1 PDF 2550 4446 2D 31 26

2 PNG 89 50 4E 47 0D OA 1A 0A
3 Fat] 50 48 03 04

4 ALZ 414C 5A01

5 RAR 52617221 1A07

6 IPEG FF D8 FF E0

7 PEG FF D8 FF E8

8 com 4D 5A

9 DLL 40 5A

10 DRV 40 5A

11 EXE 4D 5A

12 PF 40 5A

13 Q1S 4D 5A

14 QW 40 5A

15 sYs 4D 5A

16 DOCX 50 48 03 04 1400 06 00
17 ™3 49443303

18 HWP DO CF 11E0 A1B1 1AE1
19 JAR 4A 4152 43 5300

b sy

1. Mail Server H9F MX

E7t58 &8t 23

2ot Y Hex signature

VU _Sighawne_iex
252545 4F 46

49 45 4E 44 AE 42 60 82
S0 48 0506

434C 5A02

3D 78100 40 07 00
FFD9

FFD9

50 48 0506

SHE

El

fl

ol

HASH At EA|

-> Header signature, Footer signature =

l

Ct EXdt=

|
=

I}

FZA signature =
o

Ct 2

/0{0F 2HHE If
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1. Mail Server H9F MX

json &4 B

cjsondA R EE 2 MH

SpamAssassin
ClamAV

"SpamAssassin”

2 hech ion: SpamAssassin 3.4.0 (2014-82-87) on mail.redhatl2. EI‘% Al :]_ l.l X1 ?:‘l‘ %
~Span-Status: No, score=3.0 required=8.0"
Yook Cuckoo Sandbox
“ClamAl
" ontains virus/malware. " MM BEM Ajn(s
1, SE oS B2 J—l'(°_|'
“"ClamAVDetails": [
"File '/home/goat/Maildir/attachments/176043U138.7650a£905¢1696b2b8cdblic6e6805a618addf5acfbdledc3fc807a663016ab26 . hwp' contains virus/malware: :L)
=
home/goat /Maildir/attachments /1760434138 . 7050a£905¢1696b2b8cdblc6e6805a618addF5actbduedc3fc807a663016ab26 . hwp: Win.Trojan.Dropper-9787492-1 N
SEo A= A
ZES9 45 Zof
Rl =] 20 XKk
T dast N2 W8ES &

.19 MB",

4 MB (ratio 1.36:1)",

sec (2 m 1 . ' " 4

2025:10:14 18:2: =] A =0 H X
2025:10:14 18:31: 'é. A-I Hl —OHA-I ?:I o —| )\-"T C>E
=
=
AHESE A Ol 2 MK
2oz T U = =2 O

18

18
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3.Z2HE Y
Al
2. Cuckoo Sandbox A%
Cuckoo Sandbox Z X!
o2 fel M HAIOZ host Z1t &9
Aot =
0 |
v Cwm >—
Host
|
19
19
3.Z2ME Y
Al
2. Cuckoo Sandbox A%
Cuckoo Sandbox 2 &
2024-05-02 19:44 . volatility
A|ZtCHH| Bt X|E At
APl Hooks 7|5 X2
- Suricata
2024-04-25 19:14 s 366 c4d3ct X|&Ho| A O|ERZ 7%t
Xdo| E AR 7ts
Volatility, Suricata, Yara Rule 7} + Yara Rule
XA MO E AGO|ER
— X7| OfH| EFX] AT A S
| chel & A& ALK HlojA9| EEH A
At
20

20
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3. Z2ME Uy
M
2. Cuckoo Sandbox =8
Cuckoo Sandbox ZA}
S — ALEXI7L 20 o 2ol HENIUZS HA
(=]
S Moty HEOTY EMY HELY 2% 55
5 AA
o
o
o
° IOl ofole|™ HAL Tl
K2 THMEAEo A oY AMalsiol 5 HAL
Tlg
f| AFRIOE 20| AA ZUHE HE = 4,
AMEXE= O & 230, 2422 HZ = JAEE 4F
21
21
3. Z2HE Xl
A B2 A I H HE
3. o™/ =1 7 7 =
HWP F8 MM
FileHeader: Of &, {7, &= 5l E2i1
DocInfo: &A] | E}GY|O|Ef, AE & Z QI
BodyText/Sections: =& L{E K& 4
BinData: O| 0| X|- 2 H| C| E @ B M E (PE, WMF, EPS &)
OLE Storage: 2EEl/AEZ|X| AE
-> OLE ZIE| 0| 7| &t UH|C|= Ml 24K 7ts
22

22
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3.Z2HE AY
A HA I H
3- o/ =1 7 7
HWPX =82 MM
Contents: =A] 2& 5 AEHY FO|
BinData: O| 0| X|-OLE-WMF & YH|C| = HO|H 2| It Y | O] H
META-INF: I§ 7| X| Tf| EtC| O Ef 5! b EHA| H 9|
Preview: O|2| 27| O|O|X| 2L HAAE
_rels/.rels: TtEZ 2tA| It A
‘mimatype
version.cmi
sattings.xmi
23
23
3.=Z2HE 3y

| HWP / HWPX 3 32
1. YH|C| = YO (OLE Packager)
-> Ole10Native SOl EXE/23EE & — AFZXL

2. 0|0|X| AP #2AF (WMF/EMF)
> S5 2 IER HEHY EEA - KR &4

3. EPS / PostScript &4&
-> exec/run/system

4. HWPX T+Z& X%
-> XML/J_Ll-E I-

5 9-|'=' 2|AA 2E (rels TargetMode="External")
_|74 J.L1|O|§‘: = ElAA === ZX|. _._74 0174

6. 24.Ct& E1|0|01 =203 )
-> zlib/Base64 S2 = 2
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14
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HWP/HWPX Z}SX| A%H

1. ZBH/ZAH 0| S 2K
-> hwpQlH| OLE Ot: +3
-> FileHeader =3} HIE M +3

2. YH|ICIE Of 7] / HAlE H=

-> PE/ZIP/7z/RAR/EPS/WMF & Of % ZX|: +2
-> WMF 2 — =7} 42

-> MY SHE X} exe/dll/js S) E& +2

3. EPS (PostScript) & At Xt

-> Mild (file/filter/putinterval &): +2

-> Danger (exec/system/run): +3

-> U5 SiH = EPS HAHE: +3 (24 )

4. URL- Y3 9N
-> P 7|9t URL: +2 / B3 URL: +1 / H|EE ZE: +1

ol

oo oln

)

5. BE MB(HE-018Y
Cf22F 25 (2200KB): +1

=
> DUEZI(>7.5): +1/

A

6. otd o2 / BadZip: +1

25

25

w
[El
Hu
-
|m
A
o2t

HWP/HWPX X &

1=
my
=

"HWP/HWPX Analysis": [
{
"1760U32216 . 7050af905f1696b2b8cdblc6e6805a618addf5acfbdiedc3fcB807a663016ab26. hwp"
type": "HWP",
"indicators": [
= FileHeader present (size=256)",
EPS ops in stream BinData/BING©@l.png: file",
: High entropy blob in BinData/BIN@®@l.png (>=7.5
: EPS ops after decompress in BinData/BIN®B®1.png: : g
EPS ops in stream BinData/BING@O1.png (decompressed): file",
High entropy blob in BinData/BING@82.png (>=7.5)"
High entropy blob in BinData/BINE®E3.jpg (>=7.5
High entropy blob in BinData/BINE@eU.jpg (>=7.5
High entropy blob in BinData/BIN@@65.ps (>=7.5)",
EPS ops after decompress in BinData/BINGGO5.ps: exec",
EPS ops in stream BinData/BING@@5.ps (decompressed): exec",
: Streams=14, Storages=U, BodyText sections=1, BinData=6, OleLike=@"

: [1,

true,
as_summaryinfo": true,
indata_count'
"ole_like_count":
b
"score": 10,

26
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4. DB 7=

Flask + MySQL_Main 2}H

ROAT Reports |
Reports
sender recipient subject Spamd  ClamaV Cuckoo  HWP/HWPX File Signature Received_date Details
42+ < @ Cil Mg Has Safe File scanned clean. 3 None File i safe 2025-10-15 17:3909.000000 a
hp U €8] HE HlAS Safe Fil scanned clean. 0 Dangerous File i safe 2025-10-15 18:11:36000000 a
CHAl Cle R A safe File scanned cean. 0 None Pl sefe 2025-10-15 183035000000 a
ga= oIS Els) HAE. safe Fil scanned clean. 0 safe File i safe 2 5 18:49:52.000000 a
e He gas safe File scanned clean. 0 safe File i safe 2025-10-15 19:11:21.000000 a
1
| ol
3.Z2HE X
.
Flask + MysQL DB $}H
| | id Sender redpient subject Spamd  ClamAV Cuckoo  HWP HWPX g‘:ﬁami Received_date Jsan
I li EE‘% <gu’lsuukir’nzﬁ;navar‘com> raat@goat:pe.ﬁ hwp 7‘—157"—7}*1 ii’éﬁlﬁ: éaé ﬁie scanne:i déan. E Bangercus ;ile’is sa#e 72(71;’.5:10-15 18: 1;365.600060’ t‘;, s 7': [‘Ijafei "Eip’
EC 4 cquksuukim@naver.con>  roat@goat.pekr  OFFIZ CIE| BAE Safe File scanned dean. 0 Safe File is safe 2025-10-15 18:49:53.000000  {"SpamAssassin”; [Safe’], "SpamAssassi
|15 BT cguksuukim@naver.com>  roat@goatpekr T HEE Safe File scanned dean, O Safe File is safe 2025-10-15 19:11:21.000000  {"SpamAssassin™ [Safe”], "SpaméAssassi
o {HuLL] ]

28
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Cuckoo SandBox Z1}

|H

& Dastboard 2= Recent 65 Pending Q Search ]| et
@ Dstiboard 18 Recent 8 Pending Q Search (o] = sionatures

0 o [T —— »

o | ) == 3

ey Summary =3 © Cretes s shrtcuttosnexcutable e 2 evets) >

o [rramn °

O = e O [P eee—— S

() wssa (=] i

e e © i i

o S © o = - =

g o — — | - ; = ; : z =

° EZEEn o ‘

e o J ‘

° — o i L L e L e e e

o (s} Name [ ot Ay ook [IYV—— Acton
O pformnation n Bycion time.windows.com NAME twe trafficmanager net 1214682 Active Moloch
Y e e

4 Z2HE #An}

JSON Data - Chrome

© aboutblank

“File Signature Details™: [
File

. —_— = =
2t
ROAT Reports
Reports
= e abioa Spomd clamav Cuckoo  HWPHWPK  Fio Signature Receved dte Dot
ohg safe File scanned clean, 1 Suspicious File is safe 2025-10-23 15:58:46.000000 Q
Lee Gyeongjae <rudddong@yahoo.com> roat@goat pekr FEOHD FUE A 94 Safe File contains virus/malware. 1 Dangerous File is safe 2025-10-23 16:58:23.000000 Q

751208303
“File header slsnature: D0 CF 1 ED AT BI 14 EI°
File foster sisnature® 3 03
“Checking against HIP sisnature
“Expected header: DO CF 11 EO AT B1 14 €1,
Expected footer "

“HOR/HIP Analysis® [

bin_hits™: [1,
nalicious”,
B

E
24 45 04 3 A3 33 59 1270 70 £8 84 EA FS 62 0 BC 5F F2 O£ 85 02

Indlcators
Info: Fileeadsr precent (size=256)"

arn: S ops in strean BinData/BINOUD] pra: file’

Info: High entrosy blob in BinData/BINGODI pna (>=7.5)",
Warn E85 ops aiter

doconpress in BinData/BINOODI pna:

Info: Streans=\d, Storages=a, BodyText Sections=l, BinData=
inks™= 1,
score™: 10,
Structurs

has_sunnary Info": true,
Tecliks_count™ 0,

ile",
(0001 png (deconpressed) file”,
5)

6, DlaLikes0

1CIF 2 &

30
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U2 AFE0| REE JIXCH AFSE = U
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