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4. 1

Filebeat, logstash& 0| &

Al

Container

Container
Container

Ell

a
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Network elk-docker_elk

7

elasticsearch

kibana
logstas

h

Data view

filebeat-* ~

Q Search field names

A

i)

Available fields @

@timestamp
agent.ephemeral_id
agent.hostname
agent.id
agent.name
agent.type
agent.version
data_stream.dataset
data_stream.namespace
data_stream.type
ecs.version
host.architecture
host.hostname
host.id

host.ip

28

Documents (20,730,304)

Auto interval v

= @ QU Filter your data using KQL syntax

A

-

A

@timestamp (5

May 1, 20825

May 1, 20825

May 1, 20825

May 1, 2025

A
@

a
@

&
@

@

09:15:56.371

89:15:56.371

089:15:56.371

09:15:56.371

Field statistics

& v

No breakdown

Feb 2, 2025 @ 18:57:51.926 - Jun 2, 2025 @ 18:57:51.926 (interval: Auto - day)

- Summary

@timestamp May 1, 20625 @ 69:15:56.371 agent.ephemeral_id 81499aba-Bcdb-485e-9716-e11687d41353 agent.hostname
N agent.id d8b66643-8dal-4dc5-b468-818624c7d785 agent.name DESKTOP-VBFUOKN agent.type filebeat agent.version

8.0 host.architecture x86_64 host.hostname DESKTOP-VBFUOKN host.id fb@81f8a-cfcc-4ee4-81db-edé6ecic46ba host.

@timestamp May 1, 2625 @ 69:15:56.371 agent.ephemeral_id 81499aba-Bcdb-485e-9716-e11687d41353 agent.hostname
N agent.id d8b66643-8dal-4dc5-b468-818624c7d785 agent.name DESKTOP-V8FUOKN agent.type filebeat agent.version
0.0 host.architecture x86_64 host.hostname DESKTOP-VBFUOKN host.id fb@81f8a-cfcc-4ee4-81db-edé6ecic46ba host

@timestamp May 1, 2625 @ 69:15:56.371 agent.ephemeral_id 81499ab6a-Bcdb-485e-9716-e11687d41353 agent.hostname
N agent.id d8b66643-8dal-4dc5-b468-878624c7d785 agent.name DESKTOP-V8FUOKN agent.type filebeat agent.version

0.0 host.architecture x86_64 host.hostname DESKTOP-VBFUOKN host.id fb@81f8a-cfcc-4ee4-81db-edbbecic4bba host.

@timestamp May 1, 2025 @ 09:15:56.371 agent.ephemeral_id 81499aba-Bcdb-485e-9716-e11687d47353 agent.hostname
N agent.id d8b66643-8dal-4dc5-b468-0f8624c7d705 aaent.name DESKTOP-V8FUOKN agent.tvpe filebeat aaent.version

Last 4 months

$ Sortfields 1

C Refresh

)

19th 26th

]
L

2

DESKTOP-VBFUOK
8.17.4 ecs.version 8.
ip [fe88::c3ed:7261:4..
DESKTOP-VB8FUOK
8.17.4 ecs.version 8.

.ip [fe8@::c3ed:7261:4..

DESKTOP-V8FUOK
8.17.4 ecs.version 8.
ip [fe80::c3ed:7261:4..

DESKTOP-V8FUOK
8.17.4 ecs.version 8.
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MEdSE THY: sample_mixed_logs_50.json

ma

[
{

mAS 2 FAIL.

DI2IE22] (=ITh 10=)

"timestamp": "2025-10-23T01:05:337",
"src_ip"' "126.238.192.47",
"dest_ip": "10.0.0.1",

"method": "POST",

“url™: /static/is/amp js”,
“params”: {

"username" "HOOR R = WHH,
“"password”: “pass”
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Scikit-learn

SGDClassifier - X| = St5 &/
CalibratedClassifierCV - =& 2+& 278
IsolationForest - H| X| &= O] & EtX|
HashingVectorizer - & F = /4l E{2}

TruncatedSVD - A& =S4
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Al Log Analysis Dashboard
24 22 871 (5007) | | HOIH 7| (480%) | | £ LhE

UREE 2 MYUS F 500742 QWO R FHE0] ACH, 2071= YHOZ BREUASLICH £2 480742 RHHAM 3 IHEO| BXI=IASLICL ZH FES sql_injection 23721, xss_attack 24321 50| &¢!
sjAaLich

A 22 P2: 480712 oy 27 WASASLICE FA| AlAH 2 W 2|xt selo] g

Log Details (5007 EA|) Prediction Distribution
Anomaly Sor cs attack pp—
Pfedkt‘on s(ofe od‘inall-og sql_ingechon X55_allack NOMTE

sol dndection | 00576 238.38.223.130 - - [16/0ct/2025:18:49:56 +0900) "GET /search?f=1%200r%201%3D1&cat:
qLinj ' (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 Chrome/117.0 Safari/537.36"
. 95.119.216.33 - - [16/0c¢t/2025:18:49:56 +0900] "GET /search?bin=0x41424344 HTTP/1.1"
sql_injection  0.0665 4 . -
PostmanRuntime/7.36.0

ol imiortine  mevra | 201.2.70.34 - - [16/0ct/2025:18:49:56 +0900] "GET /search?f=1%200r%201%3D1 HTTP/1.
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Thank You




	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16

