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SEEX

Abstract

With the surge in malicious code distribution URLs from 412 cases in the second
half of 2020 to 1,959 cases in the first half of 2022, the limitations of existing
rule-based detection systems have become evident.

This study presents a design approach for transitioning from conventional YARA
rule-based malicious URL detection systems to Al-driven intelligent systems. The
actually developed system relied on 38 static YARA rules and manual analysis to
detect malicious URLs, but showed fundamental limitations in adaptability to new
threats and the continuous need for manual updates.

This research designs an architecture for an Al-based detection system centered
on BERT-based JavaScript semantic analysis, time-series behavioral pattern
learning through LSTM, and a multimodal integrated analysis engine. In particular,
we present an implementation approach for real-time adaptation capabilities
through online learning mechanisms, conducting system design aimed at
achieving improvements in detection accuracy, zero-day attack detection rates,
and processing speed compared to existing systems.

Based on code analysis from actual implementation experience, we design a
phased transition strategy that provides a practical roadmap for gradually
introducing the advantages of Al technology while maintaining the stability of
existing systems.

Keywords: Malicious URL detection, BERT, LSTM, Multimodal learning, Online
learning, YARA rules
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[AFRXH] » [Z2ENCS] » [WAS] > [20 MHIA] > [AS22 AHHIA]
J
[YARA 241 0l Xl

[24 URL B X RSS]

3.1.1 383 MH|A (core_crawling)

python

def craw(url, uuid, driver):
combined_data = {}
driver.get(url)

logs = driver.get_log('performance’)
for log in logs:
if mimeType in {"text/javascript"”, "application/javascript"}:
combined_data[f"{file_name}"] = response.get("body")

send_to_core(url, uuid, combined_data)

[AE 3-1] 7I1& A28 =4

[
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o

Selenium % Al'%_czl' %&! 'E! ﬂ%%lgi JavaScript H-I'%% _7|<_§'6|-O4 —E—’H.i“:f



3.1.2 YARA £ <zl

python

class YaraAnalyzer:
def compile rules(self):
for rule file in ['rulel.yar', 'rule2.yar']:
compiled rules = yara.compile(filepath=rule path)

self.rules[rule_file] = compiled_rules

def analyze(self, data: str) -> str:
for rule_file, compiled rules in self.rules.items():

matches = compiled rules.match(data=data)

[A8 3-2] 7|E Al&® 24_YARA 24 AT
38 72| YARA &2 E3lf JavaScript =3}, BeEF, Emotet S A I EHES EFX|SiCL
3.1.3 9’4 URL BX| RES
« detect_social_engineering_attack.py : At3]3-8+4 3-Z4 & X]
. typo_squatting.py : EFO| T AT E] &3]
« idn_homograph.py : IDN & W T12jit Z-24 €%
+ footprinting.py : DNS/WHOIS/SSL 4 & 43

« dangerous_tld.py : Y SHTLD AAF (177 1% B-&)

A Y UM FHE J|E AA"-H 452 O3 20t

"ot &= S5™U H| 2

= oF 75~80% 387§ YARA T+ 7|gt
H=20o| &Xl& 10~15% A HE DjE At

Me| &= 50 URLs/sec Selenium A2 + YARA 24

[# 3-1] 7|& A28 45 &4

-5-
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rule js_obfuscation {

meta:
author = "Josh Berry"
date = "2016-06-26"
description = "JavaScript Obfuscation Detection™
sample filetype = "js-html”

strings:
$stringe
$stringl
$string2

condition:
any of them

/eval\(([\s]+)2(unescape|atob)\(/ nocase
/var([\s]+)?([a-zA-Z_3%$])+([a-zA-20-9_$]+) ?([\s]+)?=([\s]+) >\ ([\s]+) ?\"\\x[@-9a-fA-F]+/ nocase
/var([\s]+)?([a-zA-Z_3%$])+([a-zA-20-9_$]1+)2([\s]+)?=([\s]+)?eval;/

]
o
<
w
N
rkt
=
|>
om
M
1x
<
>
7
>
o
1A
44
HYas

YARA TtAl2 A IfE ofEo| oESIY Lt 22 23 7[Eo
o 8 EXYE dd: window['e'+'val']()

e [I= QFY: Base64 — Hex — Unicode HH=t

def check_typosquatting(domain):
mutated file = './mutate url/mutated url.txt’
with open(mutated_file, 'r') as file:
mutated urls = [line.strip() for line in file.readlines()]

return domain in mutated_urls
[A8 3-4] 7|& A28 24 _typo squatting
150 742 A 4 E B 2
#150 7§ APM MAE BisioF 240/

mutated_urls Ol A|

: naver3.com, navers.com, googlen.com, ...

—

02| gele S50 &5 Mz #Hd 7|jos e

-6 -



3.3.3 th=%t IDN Homograph EX|

python

def check _idn_homograph_attack(url):
used_scripts = get_used_scripts(url)

return len(used_scripts) > 1

[13 3-5] 7|& A|IA" 24 _IDN Homograph EHX|

Thed| ol 24 HA AFE R0 ZQISHY AN FARY

—

3.3.4 IH™HE TLD E€E "I}

dangerous_tlds = [

"click", "win", "“zip", "download", "party", "best”,

"science", "account", "app", "xyz", "club", "work",

def is_dangerous_tld(domain):
extracted = tldextract.extract(domain)

return extracted.suffix in dangerous_tlds

rlo
rE

THOHA|

ntopll’

"fun"

[O8 3-6] 7| AI2E M TID I E7t

17702 2EE /Y TID S EHT =5 Mz2 ?Id =Ml e

335 A2 M2 85

python

driver.get(url)

logs = driver.get log('performance’)
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